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TepmuHonorus
E1 noTok — KaHa/ nepegayvyn QAOaHHbIX, VIMePOLLI,Mﬁ MHTepd)eﬁC B COOTBETCTBUUN CO

E1 nHTepdeiic

Ethernet KaHan

NHTepdelic Ethernet

ONTOBOJ/IOKOHHbIN MHTEepdeic
Ethernet

ArperaTHbIn UHTepdenc

ABOHEHTCKUI UHTEpdelic

CseToAMoAHbIE MHANKATOPDI

Mpsamoli Kabenb

CKpeLLeHHbI Kabenb

YnpaBastoLwmii KomnbloTep

ctaHgaptom ITU-T G.703 ana nepegayyd AaHHbIX C HOMWHA/bHOWM
61TOBON CKOpOCTbio 2048 K6MT/C, Kak C LMKIOBOW OpraHu3auuei B
cooTBeTCTBUM co cTaHaapTom ITU-T G.704 (uam NKM-30), Tak n 6es
LMKIOBOM OpraHM3aLumu.

— uHTepdenc obopyaoBaHUs B COOTBETCTBMM CO cTaHaapTom ITU-T
G.703.

— KaHan nepedayu AdaHHblX, WMMEKLWUA NepeKkIoYaemMbin  Uan
aBToonpegensemolt MHTepdpenc tuna 10BASE-T, 100BASE-TX wau
1000BASE-T gna noagkntovyeHua K JIBC B COOTBETCTBUM CO CTAaHOAPTOM
IEEE 802.3.

— NHTepdenc obopyaoBaHNA B COOTBETCTBUM cO cTaHgapTom IEEE 802.3.

—  WHTepdelic obopyaoBaHMA  AOAs8  NepeAadn  AaHHbIX Mo
ONTOBOJIOKOHHOMY Kabento B COOTBETCTBUM co cTaHaapTom IEEE 802.3.

— nHTepdelic Ethernet, npegHasHayeHHbIN oNA Nepesayn gaHHbIX E1 v
NO/1Ib30BATE/NIbCKUX AAHHbIX OT O4HOTO MYNbTUMIEKCOPA-KOMMYTaTOPa K

Apyromy.

— wuHTepdenc Ethernet, npeaHasHayeHHbIM ANA  NOAKAOYEHMSA
aboHeHTCKMX ceTeit Ethernet M ana nogxAlOYEHUA YNpPaBAAIOLWEFO
KomnbloTepa.

— CUrHasbHble cBeTOAMOAbl 3€/1eHOro, »Xentoro U KpacHoro uBETOB,
npegHasHa4yeHHble NnAa UHANKauMn COCTOAHUA MHTep¢eVICOB.

- Ka6enb, B KOTOPOM KOHTAKTbl pa3beémMma Ha OAHOM KOHLE COeaANHEHbI C
OAHOUMEHHbIMU KOHTAaKTaMWM pa3beMa Ha APYromM KOHLLE.

— Kabenb, B KOTOPOM KOHTaKTbl pa3bema, npefHa3HayeHHble Ans
nepegaynm Ha OAHOM KOHLE, COefAMHEHbl C KOHTAaKTaMM pPasbema,
npegHasHauYeHHbIMU 414 NPUEeMa Ha APYrOM KOHLE.

— NepPCOHa/bHbIN KOMMbOTEP, NPeAHa3HAYEHHbIA A1 MOHUTOPUHIA U
ynpaBieHUA MyIbTUMIEKCOPOM-KOMMYTAaTOPOM.
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1 YcrpoirctBo u PyHKLMOHMPOBAHME

3Ta rnaBa 3HaAaKOMWUT C MY/IbTUMNNEKCOPOM-KOMMYTAaTOPOM (rMBPUAHBIM MYNbTUMIEKCOPOM)
Sprinter TX 1 onncbiBaeT ero OCHOBHblE BO3MOXHOCTM, a/IFOPUTMbI PaboTbl.

1.1 AnnapaTHOe yCTPOMUCTBO MYIbTUNIEKCOPA-KOMMYyTaTopa Sprinter TX

MynbTunaekcop-kommyTaTop Sprinter TX npeactasnseT cobon COKHOE MUKPOMNPOLLECCOPHOE
YCTPOWCTBO, COCTOALLEE W3 CAeaylowmx OCHOBHbIX y3/10B: E1 ¢peiimepa, B COCTaB KOTOPOro BXOAWUT
LeHTpanbHbIi npoueccop (LiM), Ethernet KommyTaTopa 2-ro ypoBHA 1 CONPOLLECCOPa USMEPEHUIA.

BblleonucaHHble y3/bl paboTaloT Noj ynpasaeHMemM LeHTPaabHOro npoLeccopa, nporpaMmmHoe
obecrneyeHne KOTOPOro BbIMOJHAET C/IeyIoLLME OCHOBHbIE QYHKLMM:

®  MpPOBEPKY U KOHOUIypaLMIo BCEX Y3/10B MYbTUMIEKCOPA-KOMMYTAaTOPa NP BKAOYEHUM NUTAHUA;
e 3arpysky mmkponporpammbl B E1 pperimep;
®  MakeTM3auMio 1 nepeaayvy notokos E1 yepes kaHan Ethernet;

®  KOHTPO/Ab NApameTpoB BXOAHbLIX CUFHA/NOB W COCTOAHWA arperatHbiX MHTepdeicoB BO Bpems
paboTbl MyNbTUNIEKCOPA-KOMMYTATOPA;

° 3anNUCb B 3HEProHEe3aBUCMMYIO NMaMATb AaHHbIX 060 BCex OTK/IOHEHUAX OT HOPMbl BXOAHbIX
CUrHanoB N HapyweHunAax pa6OTOCI'IOCO6HOCTM MYNbTUNNTIEKCOPA-KOMMYTATOPA,

®  VHAMKaLuMO OYHKUMOHMPOBAHMUA MY/IbTUNAEKCOPA-KOMMYTaTopa M Bblgayy AWMArHOCTUYECKOM
nHdopmauum no npotokonam telnet, HTTP, SNMP.

v -
P e > TepmomeTp
O Q) { 4|—> Conpoueccop
BN
MEM Clock Ethernet 1000Base-T
m L — —I—-@ SFP
E1 G.703 interfaces Ethernet
RI45 El M| kommyTaTop

RJ45

"‘IE ijs
dpenmep 2-ro ypoBH#A _.I—@
RJ45

3anyck 8 E% UART 1,2
3aBOACKOM
Konseptop ] J:l miniUSB
FLASH yposHEH

pexume
| I

OCHOBHbIE y31bl MY/IbTUNJIEKCOPA-KOMMYTATOpa Sprinter TX.

Bxogawme notokn E1 npuHMmatoTcs aboHeHTCKMMKM UHTepdeiicammn ycTpoiictBa. CoctosaHue
uHTepdelica (OTCyTCTBME CUrHana, KoAoBble OLWMOKKM, noTeps GPerMMOoBOI CTPYKTYpPbl) HenpepbiBHO
KoHTponupyetca E1 ¢pelimepom. LeHTpanbHbIi npoueccop pasdbuBaeT MNPUHATLIA NOTOK Ha MaKeTbl
AnnHol ot 128 no 1408 6aitT, KoTopble coaep:<aT oT 4 ao 44 ¢dperimos G.704 (npu nepenaye 32 Tarim-
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cnotoB) u oT 4 go 252 dpeirimos G.704 npu nepegaye meHee 32-yx TaliM-C/IOTOB. ITU NaKeTbl CHabKatoTcA
3aro/IoBKaMun B COOTBETCTBUM C OOHMM M3 MNOAAEPKMBAEMbIX CTaHAAPTOB M MeTKaMu MpuopuTeTa, U
HaNpPaBAAOTCA B MAKETHbIA KOMMYTATOP. MaKeTHbI KOMMYTATOpP, B CBOO OYepeab, Ha OCHOBE MMetoLLenca
Y Hero tHGopMaumm o MapLupyTax (M Ha OCHoBe anropuTma obyyeHunsn) c yueTom npuopuTeTa u meTok VLAN
HanpaB/AeT nakeTbl, cogepKawme wHbopmaumio o E1 noToKke, B /AMHUIO Mepegayn, BMmecTe C
No/sIb30BaTE/IbCKMMM NAKeTaMM, NOCTYNAOWMMM Yepe3 abOHEHTCKME NaKeTHble MHTepdENChI.

BcTpeyHbIi MynbTUNAEKCOP-KOMMYTATOP MPMHUMAET afpecoBaHHble eMy MaKeTbl, BbIMOAHAET
KOHTPONb MOCTYMMBLUMX AaHHbIX, NPU HEOobBXOAMMOCTM 3anpallnBas MOBTOP MNOTEPAHHLIX MAKETOB, M
HanpaBAAET MO/b30BaTE/IbCKME MaKeTbl B aboHeHTCKMe uHTepdelicbl Ethernet, a nakeTbl ¢ NOTOKOBbLIMM
AAHHbIMU B BbIXOAHYIO o4yepeapb npoueccopa 06paboTKM NOTOKOB.

MynbTunAeKcop-kommyTaTop paboTaeT noa ynpasieHUEM BCTPOEHHOW OnepaLUMoOHHOM
cuctembl LP OS. Kop onepauyoHHOW cUCTEMbI M HAaCTPOMKU MY/IbTUMIEKCOPA-KOMMYTaTOpa XPaHATCA B
MMUKpocxemax GA3L-NamaATU, OPraHN30BaHHbIX B palioBYHO0 CUCTEMY.

O6HOBNEHME NpOrpaMmmMHOro obecneyeHUs MyNbTUMAEKCOPA-KOMMYTAaTOpa MOXKeT ObiTb
BbINO/IHEHO:

- KOHCO/IbHbIMW KOMaHAamMu yepes "TepMunHanbHoe" nogKkaoyeHne uam no npotokony telnet,
npeasapuTenbHO CKoNMpPoBaB ¢aii/ibl 06HOBAEHWUI Ha YCTPOMCTBO No NpoTokoay FTP;

- yepes Web-uHTtepdeiic no npotokony HTTP;

[NnA 3aWmnTbl OT HECAHKLUMOHNPOBAHHOIO A0CTyNa NpeayCcMOTPEH 3anpoc Napoas 1 nposepka IP
afpeca ynpasastoLen CTaHLmMK.

1.1.1 Notokun E1

MoTok E1 (2048 K6uT/c) — 3TO NepBMYHbII KaHan Nae3moxpoHHon umdposoit nepapxmum (PDH).
ba3oBbIMM XapaKTePUCTUKaMM ero GU3MYECKOro YPOBHA ABAAIOTCA aJArOPUTM KOAMPOBAHMA CUrHana u
dopma umnynbca. B antepaType, Kak NpaBMO, YKa3biBaloT ABa aAropuTma KoguposaHua — AMI (Alternate
Mark Inversion) n HDB3 (High Density Bipolar 3), Ha npaKTuKe e B Nnogasnsaowem 60/blNHCTBE C/lyYaeB
NCMNONb3YyeTca nocaegHuin. HapyleHna AMHENHOIO KOAMPOBAHUA Bbi3blBAOT NOABMEHNE TaK Ha3bIBAEMBbIX
KOAOBbIX OWMBOK, OA4HAKO 3TOT NapameTp ABAseTcA BTopocTeneHHbIM. KogoBaa owwbka He Bceraa
npuBoAMT K BMTOBOM, @ MMEHHO YacToTa H6UTOBbIX owKMBOK (bit error rate — BER) n ecTb BaxHeWwwasn
XapaKTepMCTUKa cucTem UMdpPOoBOI Nepesayn.

CtpykTypa notoka E1 onpegensetcA Ha KaHa/lbHOM YypoBHe. KaK W3BeCTHO, 3TOT MNOTOK
dopmupyeTca NyTemM BPEMEHHOro My bTUNAeKCcMpoBaHua 32 KaHvanos 64 K6ut/c. Mpu stom Tak
HasblBaeMbllt UMKA (frame) E1 obpasyeTtca n3 32 BOCbMUBUTOBLIX TaliM-COTOB, Hymepyembix oT 0 go 31.
HyneBoW TaliM-CNOT NPUMEHAETCA ANA CAYKeOHbIX Lenei: nepefaym CUrHana LMKAOBON CUHXPOHM3ALMK
(FAS — Frame Alignment Signal) uaun curnana NFAS (Not contain Frame Alignment Signal), coobuweHuii 06
owmnbKax W aBapuiHbIX curHanos. Ecav npu 3Tom Bce oOcCTajbHble TaM-CNOTbl OTBOAATCA MoA
No/ab30BaTeNbCKYO MHPOPMALMIO, TO TaKyl CTPYKTYpPYy MOTOKa HasbiBaloT uuknosol (FAS) nan MKM-31.
Cuctembl UKM-31 ncnonb3ytoTca oA nepenadn AaHHbIX, a TaKKe B HEKOTOPbIX NpuaoxKeHuax ISDN.

Echm nomumo HyneBoro Tam-cioTa nog ciayxebHble uenn orsogutca U 16-i — B Hem
nepesarTca CUrHajbl BHYTPUKaHaAbHOW TenedoHHolM curHanmsauum (A, B, C, D) u cBepxumKnoBoi
cuHXpoHmsaumm (MFAS — MultiFrame Alignment Signal), — To Takaa CcTpyKTypa Ha3biBaeTcs

ceepxumknoson (MFAS) nnn MKM-30. 16 UMKNOB COCTaBAAIOT CBEPXLMKA, B TeYUEHNE KOTOPOro nepeaaeTcs
curHanmsauma ana scex 30 pasroBOpHbIX KaHanos. Cuctembl MKM-30 npumeHAOTCA B KNacCUYECKUX
TenedoHHbIX CeTaX.
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Kpome MKM-30 n MKM-31 cywecTtByeT ewe ogMH TN noToka E1, KOTopbI XxapaKTepusyetcs
oTcyTCTBMEM BOOOLWE KAaKoM Obl TO HM OblNnO  CTPYKTYpbl, T. €. pasfeneHua Ha  KaHanbl.
HecTpyKTypupoBaHHbIi NoToK E1, Kak NpaBuao, UCNONbL3YIOT B CETAX Nepeaayn AaHHbIX.

Mpotokon nepepaun E1

MynbTUNAeKcopbl-koMmmyTaTopbl Sprinter TX cnocobHbl nepegasaTb OT O4HOMO 40 ABaALaTy
yeTblpex NOTOKoB E1 yepes ceTM NakeTHoM nepenayn AaHHbix (Hanpumep, IP cetn nnm Ethernet). Mpouecc
nepegadn nNpospayveH ANA BCEX MPOTOKOAOB WU CUTHANM3AUMKA U, TakMM 06pasom, COBMECTMM CO BCEM
cylwecTsytowmnm obopygoBaHnem, Ucnonb3yowmm nHtepoeiicol E1.

B ocHoBe TexHonoruu nepegayn notokos E1 yepes nakeTHyto cpeny Ethernet wam IP nexut
npUHUMN pas3bueHns GUTOBOro MOTOKA HA paBHble ¢parMeHTbl M Mepefayn KaxKAoro M3 HUX 4vepes
NaKeTHYIO cpeay B BMAE OTAE/bHOrO NakeTa, CHabKeHHOro COOTBETCTBYIOLLMM 3arosloBKOM. Kak M3BECTHO,
6a30BbIn “kKMpnuunk” ceteit TDM — notok E1 popmupyetca nytem BpeMEHHOr0 MynbTUNAEKCMPOBaHMA 32
KaHanos 64 Kéut/c. Mpu atom, Tak HasbiBaembli ppeim E1 coctomt 13 32 tanm-cioTos (6aiiTos), ABa 3
KOTOPbIX 0DObIYHO UCMONBL3YIOTCA ANS CAYKEOHbIX uenen: oguH — AAA CUHXPOHW3AUMK, Apyron — ana
curHanmsaumm. Takum obpasom, ectecTBeHHOM nopumeit 6utosoro notoka E1 asnserca peim nam rpynna
¢pelimoB. Ha nepsbii B3rnA4 MOMET MOKas3aTbCA, 4YTO A8 HALEXKHOro, OPMEHTUPOBAHHOINO Ha
YCTaHOBNIEHNE COEAMHEHUN cepBUCa cneayeT MCNOJIb30BaTb TPAHCMOPTHbIM npoTtokon TCP. OgHako
peannsyemas TCP rapaHTMpOBaHHAA [JOCTaBKa MaKeTOB 4Ype3Bbl4aMHO M36bITOYHA, KpoOme TOro,
MCMNO/Ib3YeMbliA B MPOTOKO/JE MEXaHU3M MOBTOPHOW Mepefayn COBEPLIEHHO He npeaHasHayeH Ans
NPUAOKEHUIN PeanbHOro BPeEMEHMU.

bonee noaxoaslwmm ABAAETCA NPOTOKOA TPAHCMOPTHOrO YPOBHA, OCHOBAHHbLIN HAa Mepeaave
Aentarpamm 6e3 KBUTaHLUMI, ONLMOHANbHO BO3MOMXKHO MCMONb30BAaHNE MEXaHW3Ma NOBTOPHON Nepenaym
AaHHbIX Ha OCHOBe fBHOrO 3anpoca Ha nepegadyy. B atom cnyyae pona cnyxkebHol umHbopmaumm
(n36bITOYHOCTE) 3HAUMTENbHO MeHblue: 3arosioBok Ethernet (14-18 6aiiT), onuuoHanbHo UDP u IP
3arosioBoK (8+20 6aliT), 3aronoBok TDMoP (14 6ant) u FCS (4 6aiita). UToro — 60 6akT npwu
ncnosb3oBaHUM npoTtokonos IP/UDP n 32 6aitt 6e3 ncnosb3oBaHUA 3TUX NPOTOKonos (+4 6aiiTa npu
ucnonb3oBaHuu VLAN Tara). Yxke npu 256-6aliToBOM NoONE3HOW Harpyske 3TO BMOAHE npuvemaemo. Takoe
obbeanHeHne ¢penmoB He npUBELET K CKONbKO-HMOYAb CyLWEecTBEHHOMY YBE/IMYEHUIO 3a4EPXKKM,
NOCKONbKY Kaxabli ¢penm anutca Bcero 125 mKc. [laxke Mcnonb3oBaHWe rpynnbl U3 BoCbMKW ¢pelrimos,
npuBHeCeT AOMNOJHUTENbHYIO 334epPXKKY BCero B 1 Mc, YTO Ha NOPAAOK MeHblue 15-MC 3aAepXKKn Kogeka 8
Kéut/c, ucnonbsyemoro B cuctemax IP-tenedpoHumm.

KakoBbl 6bl HM BblAW geTann peannsaumm CUCTEMbl NMAKETHON nepefayn LMPPOBOro NOTOKA,
Ba)KHO OTMETUTb, YTO OHW ObecneynBatloT NpPo3pavHylo nepecbiiky ¢pperimos TDM, He U3MEHSAS HU Talm-
CNOTbI, HX KaHaNbl CUTHANU3AUMWN, HWU NepesaBaemyto MHOOopmaLMio. Mo3ToMy MX MOXKHO WMCMOJ/b30BaTbh
AN TPAHCMOPTMPOBKM TpadurKa Nobbix cepsucos E1, aarke ecnmn YacTb KaHA/OB 3aHATA MOA, AaHHbIE UK,
CcKaxem, noToK E1 He wumeeT Booblie HUMKAKOW CTPyKTypbl (T. e. npeactasnsetr coboit
HECTPYKTYPMPOBaHHbIM NOTOK 6MTOB). TexHoNOrMA NpUMeHnUma 1 ana cepsuca Fractional E1, B aTom caydae
ANA CHUXeHMA obbema TpadmKa B IP-nakeT BKAOYAIOTCA cneumnasnbHble MHPOPMaLMOHHbIe 6alTbl.

PaccmoTpyMm MCMONb30BAHWE KaKAOFO M3 Tpex TUMOB CUrHANM3AUMWU: BHYTPUNOAOCHYIO (in-
band), no BblgeneHHbIM curHanbHbiM KaHanam (CAS) u obuiekaHanbHyto (CCS). Mpu Mcnosib3oBaHUU
BHYTPUMNOJIOCHOM CUTHANN3aUMKM CNy:KebHaa MHpopmMauma nepesaeTca No PasroBOPHOMY KaHany B TOM Xe
YacTOTHOM AManas3oHe, YTo M cama peyb. CnyxkebHble COObLEeHNs NpeaCcTaBAAT CO6OM NPOCTO TOHA/bHbIE
curHanbl (Hanpumep, kKoabl DTMF nam MFCR2) 1 noatomy npo3payHo nepecbinatotcs cuctemamu E1olP
BMecTe c pedbto. CoobuieHna curHanmnsaumm CAS nepecblnatotca B Tom Xe ¢peiime E1, 4To M cama pedb
(ans HUX cneumanbHo BbiaeneH 16-i TaMM-CNOT), HO He B pPeyeBOM AmanasoHe yacTtoT. Cuctembl E1olP
nepepatoT ux Toxe abcontoTHo NpospavHo. Hanbonee M3BECTHbIV NpeacTaBuTelb CUCTEM 0L EKAaHANbHOM
curHanmsaumm — 310 cuctema OKC Ne 7 uam QSIG, ucnonbsyiowan 64-K6ut/c KaHanbl nepepauu
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MHPopmaumn. B KayecTBe Noc/iegHUX YacTo CAyXKaT KaHanbl (TaliM-cnoTbl) BHYTpM noTokoB E1. B atom
cNyyae coobLueHna CUrHanmsaLummn Toxe 6es npobiem cneaytoT yepes ycrtpoictea E1olP.

Ona obecneyeHnsa KadvectBa (a MHOraa U BO3MOXHOCTU) nepegaum E1 tTpadumka Heobxogmmo
noaAep’KMBaTb AO0/KHbIN YpPOBEHb CMHXPOHWM3auMK. MakeTbl, nepegasaemble No Ethernet-cetam (a Tem
6onee IP-ceTAM), MWCNbITbIBAIOT ONPEAENEHHYIO 33a[EPXKKY, MPUYEM ee Be/IMYMHA MOXKET CWUJIbHO
BapbupoBaTtbcA. Ana amynaumm B IP-ceTn paboTbl cet TDM Heo6X0AMMO YMEHbLUMUTL BapuaLuMIo 3a4EPKKU
[0 onpeaeneHHOro ypoBHA, obecneuyMBaloLLero KavyecTBeHHyl TenepoHHyto cBA3b. [JaHHaa 3apadva
pelwaeTca NPUHMMAIOLLMM MYNbTUMNIEKCOPOM-KOMMYTATOpPOM Sprinter TX ¢ NOMOLLBIO CraXKMBatoLLEro
b6ydepa 1 cneunanbHOro aAropuTMa BOCCTaHOBAEHMSA YacToTbl Nnepesaym E1 noToka.

CuHxpoHu3zauua

Ona obecneyeHna Npo3payHOCTM npouecca nepegadym notoka E1 yepes nakeTHywo cpeay, B
KOTOPOW BpemAa 3aAep’Kku (Bpems, Tpebyemoe Ans nepeaauyy nakeTa OT MyHKTa OTNPaBKM A0 MyHKTa
Ha3HayeHWA) ANA KaxKOoro nakeTa AaHHbIX MOXET BapbMpOBaTbCA B LUMPOKUX npeaenax, Heobxoammo
CrIaXKMBaTb BapuaLUKM 3a4epKeK U NoAfepXKMBaATb NOCTOAHHYIO YACTOTy Nepenayn AaHHbIX, B TOYHOCTU
COOTBETCTBYIOLLYHO YacTOTe NpUema.

ANrOpUTM Nepeaayn BbirNaauT caeayowmm obpasom:

BxogAawme notokn E1 npuHMmatoTca aboOHEHTCKMMUM WHTepdericamm ycTpoicTea. MpUHATBIN
NoTOK pasbuBaeTcs Ha nakeTbl AAnHoM oT 128 go 1408 6aiiT, KoTopble cogepKaT oT 4 go 44 dpenmos
G.704 (npwn nepepgave 32 Talim-cnotoB) U oT 4 go 252 dpperimos G.704 npu nepenadye meHee 32-yx Talim-
CNOTOB. 3TV NaKeTbl CHABKAOTCA 3aro/I0OBKamMM B COOTBETCTBUM C OAHUM M3 NOALEPKMBAEMbIX CTAHAAPTOB
M MeTKaMW NpUopuUTETa, M 4Yepe3 paBHble MPOMEXKYTKM BpemMeHMu, 6narogapa MNOCTOAHHOM YacToTe
NPUHMMAEMOrO MOTOKa, HaNpPaBAAKTCA B arperatHbil MHTepdeinc n B NANHUIO nepegaydn. ANropuTmbl
paboTbl MaKETHbIX KOMMYTAaTOPOB T[APAHTUMPYIOT NPUOPUTETHYIO Mepenady MaKeToB, COAEpMKalLMX
NOTOKOBblE AaHHble. BCcTpeyHoe ycTpOMCTBO NMPUHMMAET aApecoBaHHbIe eMy MaKeTbl, U NOCAe KOHTPOAA
LEeNIOCTHOCTM HanpasAseT MoJib30BaTesIbCkMe NakeTbl B Oydep aboHeHTCKoro uHTepderica. Ha ocHose
MHbOPMaLUKN O cTeneHu 3anosHeHuA 6ydepa ycTaHaBAMBAETCA YacToTa BbixogAlLero notoka. Mpoueaypa
KOPPEKTUPOBKM BbIXOAHOW 4acToTbl BblinosHAeTcA 20 pa3 B CeKyHAy, YTO MO3BOJIAET BOCCTaHaB/AMBATb
WUCXOAHYH YaCTOTy C BbICOKOM TOYHOCTbIO. 3a Bpems MopAfKa HECKOJIbKMX CEKYHZ, MOC/Ae BK/YEHMUA
YCTPOWMCTBA CKOPOCTb BbIXOAHOrO NMOTOKAa MOACTPAaMBAETCA K CKOPOCTM BXOAHOIO MNOTOKAa M OCTaeTcA TOYHO
paBHOM el B Te4eHWe BCero BpemeHn paboTbl ycTpoiicTBa. MrHOBEHHbIE OTKJIOHEHUA CKOPOCTU Nepesaym
He NpeBbIWatoT 1-2 MUAIMOHHBIX Zonel (ppm).
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Mpouecc NOACTPOMKM U CUHXPOHU3ALMKM BbIXOGHOTO MoToKa E1l npu nepsBom  BK/OYEHUM
YCTPOICTBA.

Hacrpoiika E1

YT106bl HacTpoutTb E1l, HEobxogMMO YCTaHOBWUTL MapaMeTpbl COeAMHEHWA M NapameTpbl
nepedaun. K napameTpam COegMHEHUs OTHOCATCA agpec YyAaNeHHOro My/bTUMAEKCcopa-KommyTaTopa M
HOMEp MOopTa Ha HeMm, a TaKKe OCHOBHble MapameTpbl MaKeTOB AaHHbIX Hecywmx NoToK E1 Takue Kak
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pasmep naketa, meTkn VLAN 1 npuoputesaumnmn, pexum cxKatma nays. T.e. yTobbl YyCTaHOBUTb COeAMHEHME
MeKay yKasaHHbiMmK E1 MHTepdencamm Ha NOKaAbHOM MYNbTUMNNEKCOPE-KOMMYTATOPE U yaAaneHHOM, Bbl
OO/MKHbI YKa3aTb HoMep E1 nHTepdelica Ha NOKanbHOM MyAbTUMNIEKCOpPEe-KOMMYTaTope, YKasaTb IP agpec
YOA/NIEHHOrO My/bTUMNEKCOopPa-KommMmyTaTopa M Homep E1 mHTepdeica Ha yaaneHHOM MyAbTUNEKcope-
KOMMYyTaTope. ITO MOXKET caenaTb TO/NIbKO aAMMHUCTPATOP W HACTPOMKa A0/MKHA OblTb BbINONHEHA Ha
060UMX KOHLAX BUPTYaNbHOTO COeANHEHMUS.

CyuiectByeT BOSMOXHOCTb YCTAHABAMBATb COeAMHEHNE TOIbKO C OAHOTO KOHLA. 3TO BO3MOXHO,
Korga Ha yAaneHHOM YCTPOMCTBE Yy TOro MHTepdelica, C KOTOPbIM NAaHUPYETCa COeaAnHEHMe, YCTaHOBEH
pexkum Listen.

CyLiecTByioT c/ieaytoLime napameTpbi:

[TapameTpbl nepegayn:

e VLANID

Homep BupTyanbHOW JfioKanbHOW ceTn. Heobxogumo BbibUpaTb Takoh VLAN, uTo6bl nNakeThbl
NPOXOAMIN HAacKBO3b OT OAHOrO YCTPOMCTBA A0 ApYyroro. BoamoxkHbl BapmaHTbl oT 0 go 4095, O o3HavaeT
otcytcTBne metkm VLAN.

o VLANPri

BCTpOEHHbIN KOMMYTATOP MY/IbTUN/IEKCOPA-KOMMYTaTOpa TpebyeT YTobbl NpuopuUTeT 6bl paBeH 6-Tu
wan  7-mm  pgna  obecneyeHna abCoONOTHOrO NPUOPUTETA, €CAM Ke WCMOMb3YHTCA BO3MOMXKHOCTU
npuopuTE3aLUN LOMNONHUTENbHOTO 060PYA0BAHNA MOXKHO WMCMONBL30BATb /Il060OE YMCNO B 3TOM Clyvae
MYbTUNNEKCOP-KOMMYTATOP MWL NOMeYaeT nakeTbl E1, a 4ONONHUTENbHBbIE KOMMYTATOPbl OTBETCTBEHHDI
3a 10, 4TObbI AaTb NpMopMUTET cornacHo nHpopmaumm VLAN. Heobxogmmo, 4tobbl Tpadumk E1 nmen cambiit
BbICOKMI NPUOPUTET B MECTHOM ceTu Ethernet.

e Compression

BkatouyeHne/BbikNoYeHMe cxKaTuA. CKaTue ocyuiectBaseTca 6e3 notepb. Ecim cxkaTue BKAKOYEHO, TO
Heucnosibdyemble B KaHane TalM-CNOTbl He nepejarnTca, C1efoBaTe/lbHO, YMEHbLIAeTCcA pasmep
nepegasaemMblx NAKETOB, a, C/Ie0BaTe/IbHO, M 06beM NepeaaBaemblX AAHHbIX.

e KeyFramelnterval

NHTepBan mexkay nepegadyamm NakeToB CO BCEMU TaiM-C/IOTaMK B C/lydae BKAKOYEHHOTO cxKatus (T.e.
WHTEpPBaN MeXAy Nepecbl/IkaMn KOHTPOJIbHbIX (KOHCTAHTHbIX) 3HAYEHUIA).

MoKeT npMHUMaTb 3HavyeHus oT 0 go 65535 ¢ppelimos.

Mo ymon4aHuto MMmeeT 3HaveHne 16 ¢ppeiimoB, T.e. NaKeT CO BceMu TalM-cI0Tamm ByaeT oTnpaBasTbCA
yepes Kaxapble 16 ppeinmos.

e ToS

YcTaHasamBaeT IP TOS anA nakeToB yKa3aHHOro MHTepdeiica, MeTKa 3aJaeTca Kak AeCcATUYHOE YnNChO.
ToS (Type of Service) - 6aliT, pacnonoKeHHblii B 3aronoBKke IP (YposeHb 3) n cocToAwmit B 60NbLLUMHCTBE
cnyyaeB M3 Tpex cnepytowmx nonei: "PRECEDENCE", npeaHa3sHayeHHoe gns o6o3HavyeHMA npuopuTeTa
aatarpammbl, " TOS", yKasblBatoLLee, Kak ceTb AOJIKHA AeNaTb BbIOOP mMeXay NponycKHOM cnocobHOCTbIO,
3a/epKKOMN, HAAEKHOCTbIO, N CTOMMOCTbIO U HEMCMNONb3yeMoe B HacTosAllee BpemA nosae "MBZ", kotopoe
OO0/KHO BbITb YCTAaHOB/IEHO HOAMb. MoapobHocTM onncaHbl B RFC791, RFC1349 n RFC2474. MynbTunnekcop-
KOMMYyTaTOp MO3BONSET YCTaHOBUTb Nt0b60e 3HayeHue (yKasaHHOe B AeCATUYHOM BUAE) A1a Bcero HalTa
ToS IP.

* FrameSize

YcTaHaBAMBaeT pasmep pperima B % mc. MoXKeT NpUHMMATL 3HadyeHua: oT 1 go 63. Mo ymonyaHuto
paBHO 2. Heo6X0AMMO MOMHUTB, UTO 4Yem DOJblle NaKeT, TEM MeHblUe OBepxes Ha nepenady 3aro/ioBKa.
Tem 6o/bLUE 3a€epKKa HA NaKeTM3aumto. Tem 6onblume noTepu 6UT Npu NPonagaHMM O4HOIO NaKeTa.

NapameTpbl npuema:

e JBSize
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YCTaHOBKa pa3smepa BbIXOZAHOM oyepeam, B MUANNCEKYHOAX.
OH pomKeH 6biTb H6onblwe, Yem GAYKTyauMs TPAH3UTHOrO BPeMeHW B ceTu. Hanpumep, ecan gns cra
NakeToB BPems TpaH3auTa Konebnetca ot 2.5 ao 6.5 mc, To 6ydep aonKeH 6biTb, XOTA 6bl 4 MC, YTOObI HU
OAMH MaKeT He 6bln notepsH. Jlydwe, ecnn bydep ewe 6onblie, TOraa cMoxeT paboTaTb MexaHM3m
nepesanpoca NoTepAaHHbIX NakeToB. Bo Bcex cay4yasax, Korga AUCNEPCUMA BPEMEHMU 3a4ePXKKM NpesbilaeT
eaMHNLbI MUNNUCEKYHA, BEIMUMHA Bydepa — KOMMNPOMUCC MeXKAY 3a4EPKKON U KOIMYECTBOM NOTEPSAHHbIX
naketoB. MoXeT nNpuHMMaTb 3HadyeHuAa: oT 1 mc go 2000 mc Ha nopT, HO He 6onee 4000 mc Ha Bce
YCTPOICTBO (HauMHas ¢ 9.4SR26).

Cnepyet yunTbIBaTh, YTO MaKCcMMmanbHoe KonaudectBo Ethernet ¢pelimos B jitter-6ydepe, orpaHnyeHo
yncnom 512, T.e. 4OIKHO BbIMNONHATLEA ycnosue JBSize/FrameSize < 256 (HaunHas ¢ 9.4SR28)

o MaxTimeout

MaKcMmanbHoe Bpems 3KCTpanonsunu (NOBTOpPEHUs NocieAHEero NoJy4YeHHOro nNakeTa B C/yyae
BPEMEHHOTrO MPEKpaLLEHNA BXOAHOrO NOTOKA NaKeToB, Hanpumep npu nepekntoyeHnn Ethernet nnHka Ha
pes3epBHbIN B C/lyYae aBapum) BbixogHoro notoka E1. inanasoH 3HayeHuit ot 0 go 7000 mc.

e SyncSource

YKa3sblBaeT WUCTOYHUK CUHXpPOHM3aUMM noToka E1, Homep uHTepdeiica E1 BbibepeT MCTOYHMKOM
CMHXPOHM3aLMN BXOAALLMA MOTOK Ha YKazaHHOM UHTepdelice; -1 (Mo yMONYaHUIO) perKMM BOCCTaHOBAEHNS
4acToThbl.

NapameTpbl NPOCKaNAb3blBAHUA:

o SlipLeft, % u SlipRight, %

MuHMMaNbHOE 3HaYeHue OXKUTTep-bydepa B NPOLLEHTaX OT ero pasmepa (nesas u Npasas rpaHuLa).
MpumeHseTca ANA OTCAEXKMBAHWA MPOCKaNb3biBaHUA (T.e. nMBO nepenosiHeHMA, AMBO OMyCTOLLIEeHUS
OXUTTep-6ydepa) Npu BHeLLHEN CUHXPOHM3aLMN.

1.1.1.1 HacTtpoiika nepegaum notokos E1 uepes meHio

[na 3Toro HeobXo0AMMO B MeHI0 nepeinTn B NyHKT “3.2.2.1 /TDMoP/nopt/config”. OH cay»KuT
AN YCTAaHOB/MEHUA BUPTYasIbHOrO COEAMHEHUA MeXay YKasaHHbimu E1l uHTepdeiicamm Ha NIOKa/NbHOM
MY/IbTUNNEKCOPE-KOMMYTATOPE U yaaneHHOM, onpeaeneHHom ero IP agpecom.

HaCTpof/’ma MOXET BbIMO/IHATLCA TO/ZIbKO aAMUHUCTPATOPOM U AO0/IXKHA 6bITb BbINOJIHEHA
COOTBETCTBYHOLWMNM o6pa30M Ha obounx KOHUaX BUPTYya/sibHOIro coeanHeHuA.

[.aHHbIN NYHKT MEHI0 BbIFNAAMT cegyrowmm o6pasom, Npy cOpoLLeHHbIX HacTpoiKax (no
YMOJIYaHUIO):

/TDMoP/0/config Advanced ESC+h - Help
|>.. | JBSize 4

| --Status-- | LocalTS 0-31

| StrStatus Power Down | RemoteTS 0-31

| SIPStatus Down | Loop No

| LinkStatus Down | SpeedReg PID

| CurrentiB 0 | Compression Disabled
| Speed 0 | KeyFramelnterval 16

| --NetConfig-- | DoubleSend -1

| AdminStatus Listen | LostRequest Enabled
| RemotelP 0.0.0.0 | ConstSpeed No

| RemoteChannel 0 | ConstSpeedValue 0

| FrameSize 2 | Slip Disabled
| VLANID 32 | SlipLeft 75

| VLANPri 6 | SlipRight 125

| ToS 0 | --NATConfig--
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| MaxTimeout 4000 | WANIP 0.0.0.0
| UselP Yes | SIPPort 5060

| GatewayBypass Disabled | TDMPort 41000
| --Config--

| Description

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

[eTanbHoe onucaHMe HacTPOEK, HUMKe Mo TeKCTy B NyHKTe "3.2.2.1 /TDMoP/nopt/config".
Mpumep:

Ona cospgaHuMa  BUpPTyanbHOro KaHana E1  mexagy nepBbiMM  MHTepdeincamm  AByX
MYNbTUNNEKCOPOB-KOMMYTATOPOB: nepsBbli ¢ IP agpecom 192.168.0.22 wn BTOpoM - 192.168.0.23,
HeobxoaMMo A0NXKHbIM 06pa3oM CKOHPUIYPUPOBaTb YCTPOICTBA Ha 0OOUX KOHLAX.

KoHdwurypauma yctpoiictsa ¢ IP agpecom 192.168.0.22:

/TDMoP/1/config
[>..

| --Status--

| StrStatus
| SIPStatus
| LinkStatus
| Current)B
| Speed
| --NetConfig--
| AdminStatus
| RemotelP

| RemoteChannel
| FrameSize

| VLANID

| VLANPri

| ToS

| MaxTimeout

| UselP

| GatewayBypass
| --Config--

| Description

F

Working, PID Sync
Connected

Up

3999

942

Connect
192.168.0.23
1

2

32

6

0

4000

Yes

Disabled

ilter: <Press any letter key to start filtering items>

IBSize

LocalTS
RemoteTS

Loop

SpeedReg
Compression
KeyFramelnterval
DoubleSend
LostRequest
ConstSpeed
ConstSpeedValue
Slip

SlipLeft

SlipRight
--NATConfig--
WANIP

SIPPort

TDMPort

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help
4
0-31
0-31
No
PID
Disabled
16
-1
Enabled
No
0
Disabled
75
125

0.0.0.0
5060
41000

KoHdurypaums ycrpoiictsa ¢ IP agpecom 192.168.0.23:

/TDMoP/1/config
|>..

| --Status--

| StrStatus
| SIPStatus
| LinkStatus
| CurrentJB
| Speed

Working, PID Sync
Connected

Up

1572

-131072

| JBSize

| LocalTS

| RemoteTS

| Loop

| SpeedReg

| Compression

| KeyFramelnterval

Advanced ESC+h - Help
4
0-31
0-31
No
PID
Disabled
16
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| --NetConfig-- | DoubleSend -1

| AdminStatus Listen | LostRequest Enabled
| RemotelP 192.168.0.22 | ConstSpeed No

| RemoteChannel 1 | ConstSpeedValue 0

| FrameSize 2 | Slip Disabled
| VLANID 32 | SlipLeft 75

| VLANPri 6 | SlipRight 125

| ToS 0 | --NATConfig--

| MaxTimeout 4000 | WANIP 0.0.0.0
| UselP Yes | SIPPort 5060

| GatewayBypass Disabled | TDMPort 41000

| --Config--

| Description

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

1.1.1.2 HacTtpoiiKa nepepaum HeppeiiMMpoBaHHbIX NOTOKoB E1

[anee HeobxoamMmo nepeitn B meHto no nytn “3.2.1.1 /E1/nopt/config” n napametp Unframed
nepesectTu B 3HayeHue Yes. OTo AelicTBUE HEOOXOAMMO BbINOJHWUTL KaK C JIOKaNbHOM CTOPOHbI, TaK U C
yaaneHHow (npu napametpe AdminStatus = Listen Ha ogHom K3 ycTpoicTs, napametp Unframed mokHO
M3MEHATb TO/IbKO Ha ogHOM ycTponcTee ¢ AdminStatus = Connect). CootBeTctBeHHO OT ATC NOTOK A0/IXKeH
6bITb HedbpeNnMUPOBaAHHbIN.

1.1.1.3 HacTtpoitka Komnpeccum (cxKaTua) npu nepegayde noTokos E1

Echn ckatne BKAOYEHO, TO Heucnosb3yemble B KaHane TalMM-CNOTbl He nepepgaroTca,
cnepnoBaTesibHO, YyMeHbLaeTCca pasmMep nepeaaBaembliX MaKeToB, a, CnegoBaTtesibHO, U 0bbem
nepegasaemMbiX AaHHbIX. Catune OoCyLllecrTBnAaeTcA 6e3 noTepb.

[NA BKAOYEHUA CXKaTUA HeobXxoaAMMO nepeiTn B MmeHto no nyt “3.2.2.1 /TDMoP/nopt/config” un
nepesectu napameTp Compression B 3HayeHue Enabled.

B cnyyae BKAKOYEHHOTO CKaTUSA MOKHO PeryiMpoBaTb MHTEPBAN MeXAy nepegadyamu nakeTos
co Bcemu Talim-cnotamu (KeyFramelnterval). MoxeT npMHMMmaTh 3HadeHusa oT 0 ao 65535 ¢ppeinmos.

Mo ymonyaHuio MmeeT 3HayeHue 16 ¢peimoBs, T.e. NaKeT CO BCemMM Talm-cnotamu byaper
OTNPaBAATLCA Yepes Kaxaple 16 ppelimos.

1.1.1.4 HacTtpoitKa cMHXpOHM3aLuMmn noTtoka E1 ot BHewHero

[Na CUHXPOHM3AUMKM OT BHELIHEro MCTOYHMKA B NyHKTe meHo “3.2.1.1 /E1/nopt/config”
Heobxoaumo napameTpy SyncSource 3afaTb 3Ha4YeHWe MOpTa, OT BXOAALLEro MOTOKA KOoToporo byaer
CMHXPOHN30BaTbCA NOTOK E1 Ha Tekywem uHTepdeiice.

Mo ymonyaHuto: -1 (pexkum BOCCTaHOB/IEHWA YaCTOTbl)

MPU BKAHOYEHUM CUHXPOHM3ALMM OT BHELHEro MWCTOYHMKA, TpebyeTca BKAOYUTL PEXUM
OTCNEXMBAHMA  MpPOCKanb3blBaHMA  (napametp Slip yctaHoBuTb B Enable B HacTpoitkax
/TDMoP/nopm/config).

MNpnmep:
B nyHKTe meHto /E1/0/config napameTp SyncSource nmeet 3HayeHume 1.

Motok E1 nHtepdeitca 0 byaeT 6paTb CUHXPOHM3ALUMIO OT BXoAsLLero B 1 nopT notoKa E1.
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1.1.1.5 Hactpoitka ay6aupoBaHua ¢ppeitmos E1

Onsa BrkntoueHua aybavposaHus ¢peiimos TDMoP, HeobxoguMmo nepenTn B MEHIO B MYHKT
“3.2.2.1 /TDMoP/nopt/config” n HacTpouTb NnapameTtp DoubleSend.

3HauyeHWe NapameTpa yKa3blBaeT Yepes CKOJIbKO GpemMoB OTNPaBAATb Ay61MpoBaHHbIM dpeiim.
MoKeT NpMHUMaTh 3HayeHuA oT -1 ao 63 ppemos.

Mo ymonuaHuio: -1 (ayb6anpoBaHue OTKAOYEHO);

MNpumep:

DoubleSend nmeeT 3HaueHue 0;

Oyb6aunpoBaHHbIl dpelim bygeT oTnpas/ieH cneayolmnm;

MNpumep:

DoubleSend vmeeT 3HaveHue 1;

Oyb6naunpoBaHHbIl dpelim bygeT oTnpassieH yepes 1 ppenm;

1.1.2 MpoTtokon pe3sepsupoBaHua STP (Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoi NpoTOKo/, paboTalowmii Ha BTopom yposHe mogenn OSI.
OcHOBaH Ha OAHOMMEHHOM anropuTme, pa3paboTunkom Kotoporo asnserca «Mama MHTepHeTa» — Pagbs
Mepnaman (aHrn. Radia Perlman).

OcHoBHoOW 3agauyelt STP saensetca npuseseHune cetn Ethernet ¢ MHoOXKeCcTBEHHbIMK CBA3AMM K
OPEBOBUAHOM TOMOJIOMMKM, WMCKAOYAlOWEN UMKAbI MaKkeToB. lMpoucxoguTt 3TO MyTemM aBTOMATUYECKOro
ONOKMPOBAHNA HEHYKHbIX B OAHHbIA MOMEHT A/A MNOMIHOW CBSA3HOCTM MNOpPTOB. [1pOTOKON oOnucaH B
cTaHgapre IEEE 802.1D.

NpuHumnn aencremnsa STP:

e B cetu BbibUpaeTcsa oauH KOPHEBOW MOCT

e  [lanee KaxKAbl OT/NYHbIA OT KOPHEBOrO MOCT MPOCYUTLIBAET KpaTyallniA NyTb K KOPHEBOMY.
CoOoTBETCTBYIOLLMIA NOPT Ha3blBaeTCA KOPHEBbIM MOPTOM. OH y N1060ro He KOPHEBOTO KOMMYTaTOpPa TOJIbKO
oAauH!

e [locne 3TOro ANA KaXKAoro cermeHTa CeTM MPOCUUTHLIBAETCA KpaTyallimii NyTb K KOPHEBOMY
nopTy. MoCT, 4epe3 KOTOpbI MNPOXOAUT 3TOT MyTb, CTAHOBWUTCA Ha3HAYeHHbIM ANA 3TOM CceTu.
HenocpeAcTBEHHO NOAKIOUYEHHDIN K CETU NOPT MOCTa — Ha3HAYEHHbIM NOPTOM.

o [lanee Ha BCex mocTax 610KMPYIOTCA BCe NMOPTbI, HE ABAAIOLWMECA KOPHEBBLIMM M HAa3HAYEHHbIMM.
B uTore nosyyaetcs ApeBOBMAHAA CTPYKTypa (MatemaTuyeckuit rpad) c BeplUMHON B BUAE KOPHEBOrO
KOMMyTaTOpa.

Anroputm geiicteusa STP:

e [loc/e BK/IOYEHUA KOMYTAaTOPOB B CETb, MO-YMOMYaHUIO Kaxkablin (1) kommyTaTop cuntaet cebs
KOpHeBbIM (root).

e  3aTeM KOMMYTaTOp HayMHaeT MNocblaTb MO BCEM MOpTam KOHourypaumoHHble Hello BPDU
nakeTbl pa3 B 2 CEKyHAbI.

e Wcxopgsa m3 gaHHbix Hello BPDU nakeToB, TOT WA MHOW KOMMYyTaTop npuobpeTtaeT cTaTyc root,
T.€. KOpHA.

e [locne aToro Bce NopThl Kpome root port n designated port 6aokupytoTca.
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e [lpoucxoaut nocbiika Hello-naketos pa3 8 20 cekyHAa 6o npu nponagaHnm/BoccTaHOBAEHNA
KaKoro-HMbyab NMHKA, C LeNbtlo NPensaTCTBUA NOABJAEHUA NeTeNb B CETU.

1.1.3 Rapid Spanning Tree Protocol (RSTP)

Rapid STP (RSTP) xapaKTepusyeTcs 3HauuTeNbHbIMU YycCOBeplleHCcTBOBaHMAMKU STP, cpeau
KOTOpPbIX HEOBX0AMMO OTMETUTb YMEHbLLIEHNE BPEMEHU CXOANMOCTU N HoNee BbICOKYIO YCTOMYMBOCTD.

MpuHUMN paboTbl B 0OWMX YepTax MoxoX Ha STP: BbibUpaeTcA KOpHEBOM KomMmyTaTop, K
KOTOPOMY, KaxAbll M3 y4acTBYIOWMUX B NOCTPOEHMM AepeBa KOMMYTATOpP, ULLET KpaTyanwwmnii mappyt (c
YYETOM MPOMYCKHOM CNOCOBHOCTU KaHasa) Yepes cocefHne KOMMYTaTopbl (Mav Hanpsamyto). JIMHUK, He
rnonasLne B MapLpPYT, NEPEBOAATCA B PEXUM OXKUAAHUA U HE UCMONL3YIOTCA A4 NepeAaydm AaHHbIX, NOKa
paboTatoT OCHOBHble JMHUM. B cnyyvae BbIXOAA M3 CTPOA OCHOBHbIX JIMHUA, OXUAatowme AUHUK
MCMNOAIb3YIOTCA ANA MOCTPOEHUA aNbTEPHATMBHOM TOMOAOIMKM, MOCAE 4Yero OfAHa W3 JIMHUKA CTAHOBUTCS
aKTMBHOWM, @ OCTaNbHble NPOAO/IKAIOT HAXOAUTLCA B PEKMME OXKUOAHUA.

1.1.3.1 PyHKUMA 3aWUTbl KOPHA «root guard»

®yHKLMA 3aLLMTbl KOPHA 0becrneymBaeT BO3MOXKHOCTb 334aTb PacnooXKeHWE KOPHEBOrO MOCTa
B ceTn. 1o obecneumBaeT yBePEHHOCTb B TOM, YTO MOPT, HAa KOTOPOM aKTUBM3NPOBAHA PYHKLMA 3aLUUTDI
KOPHSA, ABAAETCA Ha3sHauYeHHbIM. OBbIMHO BCE MOPTblI KOPHEBOTO MOCTA ABASOTCA HAa3HAYEHHbIMM, eCAn ABa
nnn 6onee NOPTOB KOPHEBOINO MOCTA He CoeAMHEHbl BMecTe. ECAM MOCT nosly4aeT BbICOKOMPUOPUTETHbIE
STP anemeHTbl AaHHbIX MPOTOKOMA ynpaBaeHua moctamu (BPDU) B KopHeBOM NOpTy, ANA KOTOPOro
BK/AtOYEHA YHKUMA 3alMTbl KOPHS, 3aluMTa KOPHA MepeBoamuT MopT B cocToaHue STP, HasbiBaemoe
HEeCOr/1aCcoBaHHOCTbIO  KOpHA.  COCTOAHME  HEeCOrNaCoBaHHOCTM  KOPHA  @HAJIOTMYHO  COCTOAHMUIO
npocnywmsaHua. TpaduKk yepes NopT B TAaKOM COCTOAHWUWM He nepecbliaeTcA. Takum obpasom, 3awmTta
KOPHA 334aeT pacnosioKeHne KOPHEBOro MocTa. PyHKLMIO 3aLLMTbl KOPHA HEOBXOAMMO BKAOUUTL Ha BCEX
nopTax, KOTOpble He AO/IKHbI CTaTb KOPHEBbIMMU.

1.1.3.2 HacTtpoiika npotokona RSTP
Pexxnm RSTP BKAtOYaeTCA Ha KaXK4oM NOPTY OTAENbHO, MO YMOAYAHUIO OH BbIKOYEH.

Bo Bknagke meHo “3.2.3.12 /Eth/nopt/config” napameTtpy Reservation HeobxoAMMO 3aAaTb 3Ha4deHue
RSTP.

/Eth/1/config Advanced ESC+h - Help
[>..

| Description

| Speed Auto

| Duplex Auto

| Link Auto

| FlowControl Auto

| Reservation RSTP

| FramePriority tag

| VLANRole multi

| AccessVLANID 1

| MTU 1522

| Learning Enabled

| SAFilter Disabled

| EgressPolicy ForwardAll
| Monitoring

| Scheduling Strict

| ProviderTag 8100
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| DefPri BKO

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

YcTaHaBAMBAET perkMm paboTbl pe3epBupoBaHuA.
Reservation No — HeT pe3epBMPOBaHUA (MO YMOAYAHMIO);
RSTP — pe3epBupoBaHne no npotokoay RSTP.

[Ons HacTpolikm M npocmoTpa napameTpos RSTP ucnonb3yeTca BKAaZKka MeHwo “3.2.4.5
/System/RSTP”.

/System/RSTP Advanced ESC+h - Help
|>..

| Interfaces
| global

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

B nyHKTe Interfaces Bbl MoOXXeTe MOCMOTPETb POAWN MOPTOB YCTPOWMCTBA, WX CTaTycbl, Bridge ID rnaBHOro
yCTpoiicTBa 06CNyKMBalOLWEro AaHHbIA cermeHT ceTw, Bridge ID KopHeBOro ycTpoMCTBa, a TakKe BblbpaTb
nopt Ana 6osee TOHKOM HACTPOMKK.

Mpumep 1:

MycTb 2 ycTpoicTBa NOAKAOYEHBI APYT K APYry ABYMA NOPTaMM, Ha STUX NOPTax BKAOYEH NpoTokon RSTP.
Bridgeld 1 ycTpoiictBa: 8000-54a54b681130

Bridgeld 2 yctpoiictBa: 8000-5a003b190d9%%e

YcTpolicTBo 1 byaeT ABNATbLCA KOPHEBBLIM, T.K. UMEET MeHbLUnii Bridgeld.

/System/RSTP/Interfaces Advanced ESC+h - Help
[>.. Role State Bridge Root

| O Designated Forwarding 8000-54a54b681130 8000-54a54b681130

| 1 Designated Forwarding 8000-54a54b681130 8000-54a54b681130

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Mpumep 2:

3a4aanm yCTPOMUCTBY 2 MeHbLUMIA BridgePriority, npuyem Takoi, utobbl Bridgeld ctan meHble, yem Bridgeld
1 yctpoticTtBa. CnegoBaTesibHO, YCTPOMCTBO 2 ByAeT ABAATLCA KOPHEBbLIM B CETU.

/System/RSTP/Interfaces Advanced ESC+h - Help
[>.. Role State Bridge Root

| O Alternative Discarding  1000-5a003b190d9%e 1000-5a003b190d9%e

| 1 Root Forwarding 1000-5a003b190d9%e 1000-5a003b190d9%e
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Bonee nogpobHo BCce NnapameTpbl RSTP Ans NOpPTOB YCTPOMCTBA MOXKHO NPOYUTATL B MYHKTE
“3.2.4.5 /System/RSTP/Interfaces/nopt”, napameTpbl RSTP Ans BCcero ycTpoincTsa onucaHbl B NyHKTe
“3.2.4.6 /System/RSTP/global”.

1.1.4 IGMP (Internet Group Management Protocol — npoTokon ynpaBneHus
rpynnoBoi (multicast) nepepgaueid gaHHbIX B CETAX, OCHOBAHHbIX Ha
npoTtokone IP)

KoHeuHble No/b30BaTeNN, KOTOPbIE XOTAT NOAYy4YaTh NAKeTbl MHOr0aAPeCcHOM PACcChINKK, LOMKHbI
MMEeTb BO3MOHOCTb COOBLLNTL BAMMKAWLWIMM MapLIPYTU3aTOPaM O CBOEM KeNaHMM CTaTb YIeHOM rpynmbl
MHOr0aZpeCHOM PACCbIIKM M NOAyYaTb NaKeTbl, NpeAHa3HauyeHHble 3ToW rpynne. MeKceTeBol NPOTOKOA
ynpasneHua rpynnamu - Internet Group Management Protocol (IGMP) - ncnonb3syetca ans nogaepraHus
YNEHCTBa B rPynmne MHOroaApecHol paccbinku. IGMP Tak:Ke MCNonb3yeTcs AaA COrnacoBaHus paboTbl
HECKO/IbKMX MapLUpyTU3aTOPOB MHOrOaApecHOM paccbl/IKM, YTO MPOM3BOAMUTCA MyTeM Bblbopa OAHOrO
MaplpyTusatopa B KayectBe '"Beayliero". ITOT MapLIpyTM3aTOp OTCNEKMBAET YNEHCTBO B rpynnax
MHOr0aZlpeCHOM PACCbIIKM, KOTOpble WMMEKT aKTUBHbIX 4YneHoB B cetu. IGMP wucnonbsyetca Aans
onpeaeneHns, AOMKEH N MapLLPYTM3aToOp NepeaaBaTb B NOAK/IOYEHHbIE K HEMY NOACETM NPUHUMAEMbIE
nakeTbl K HeT. MapLipyTusaTop, NPUHAB NaKeT rPynnoBoOW PaccbiIK1, NPOBEPAET MO €ro UCTOYHUKY, eCTb
NN XOTA Bbl OAWMH Y/EeH rpynnbl MHOrOaApPEeCHOM PacCbIKWM, KOTOPbIM cAenan 3anpoc Ha NpUem 3TuX
naketos. Eciv aa, To naket npogsuraertca. Eciv He cylecTByeT HM 04HOrO YaeHa rpynnbl MHOroaapecHom
paccbINKK, TO NakeT oTbpacbiBaeTcs.

Onepauuun IGMP

IGMP paboTtaeT nokanbHO. MapLipyTnsaTop rpynnoBoOi PacCblKK, KOTOPbIA NOAKAoYaeTca K
CeTH, MMeeT CNUCOK afpecoB rPYNMoBOM PACCbINKM FPYNM, No KpanHen mepe, C O4HUM U3BECTHbIM Y1EHOM
B 3TOM CeTw.

[Nna Kaxkaol rpynnbl eCTb 04MH MapLIPYTU3aTop, KOTOPbI paboTaeT B pexnme pacnpeaeneHums
MaKeToB, NPeAHA3HaYeHHbIX AN 3TOW rpynnbl. ITO O3HAYaeT, YTO eCcAu ecTb TPWM MapLipyTusaTopa
rPynnoBOM pPacCbiKM, MOAKAIOYEHHbIX K CeTM, MX TrpynnosBble wuaeHTUGUKaTopbl (groupids) —
€4MHCTBEHHbIE.

XOCT UM mapLupyTM3aTop rPynnoBOiM PacCbiKM MOFYT MMETb YAEHCTBO B rpynne. Korga xocT
MMeeT YNEHCTBO, 3TO 03HAYaeT, YTO OAMH M3 ero NPoLLEeccoB (MpUKagHasa Nporpamma) nNoaydyaeT NaKkeTbl
rpynnoBoOM paccbliKM OT HEKOTOPOM rpynnbl. Korga maplipyTmMsaTtop MMEEeT YNeHCTBO, 3TO 03Ha4aeT, YTo
CeTb, NOAKNOUYEHHAA K OAHOMY U3 ee ApYyrux MHTepdeincos, NosyyaeT 3TM NaKeTbl rPYnnoBON PaCChbINKK.
Mbl FOBOPMM, YTO XOCT MAM MapLUPYTU3aTOP MMEIOT MHTepec B rpynne. B oboux cayyaax — xocte u
MapLIpyTU3aToOpe — COXPAHAETCA CMMCOK rPynnoBbiX MAEHTUOUKATOPOB M TPAHCAMPYETCA MX 3anpoc K
pacnpegenstolemy MmapLupyTM3aTopy.

O6beanHeHue rpynn

XOCT MAXM MapuwpyTM3aTop MOryT MPUCOEAUHUTLCA K rpynne. XOocT noaaepuBaeT ChNUCOK
NpOoLLeCccoB, KOTOPbIe MMEIOT YNEHCTBO B rpynne. Korga npouecc Xo4eT NpucoeamHnUTLCA K HOBOW rpynne,
OH MOCbINAeT CBOM 3anpoc XocTy. XocT fobaBnseT ums npouecca U nms Tpebyemoit rpynnbl K ee CrucKy.
Ecnv 3To — nepBoe BXOXKAEHME AJ1A 3TOWM KOHKPETHOM rpynmnbl, XOCT NocblIaeT coobueHune YieHcTsa. Ecim
3TO He MepBOe BXOXKAEHME, MNOCbILIATb 3TO COOBLLEHNE HE HAZ0, TaK KaK XOCT — YKe YJIEH TPYNMbl; OH YyiKe
NoJIy4aeT rpynroByk PaccblIKy AAa 3TOM rpynnbl.
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MapwpyTmM3aTop TaKKe 06CAy)KMBaeT CMMCOK TPynnoBbiX MAEHTUPUKATOPOB, KOTOPbLIN
NMOKa3blBAET U/IEHCTBO A/1A ceTel, MOAK/MOYEHHbIX K KarKAomy uHTepdelicy. Korga nosBnsetca HOBbIN
WHTepec B rpynne Ans Ntoboro ns atux MHTepdercoB, MapwpyTU3aTop OTCblIAEeT CoobLEeHNe YNeHCTBa.
ApyrMmn cnoBamu, mapLupyTM3aTop 34ech AeACTBYET NoA06HO XOCTYy, HO ero CNUCOK rpynnbl 6oee WUpPOK,
NOTOMY YTO OH HAKaN/AMBAET Y/IEHOB, KOTOPbIE COeAUHEHbI C ero uHTepdelicamu. ObpaTuTe BHUMAHKE, YTO
COOBLLEHNE YNEHCTBA PACCLINAIOT U3 BCEX MHTEpPdECoB, KPOME TOro, OT KOTOPOro NPUbbLIBAET 3anpoc.

1.1.4.1 IGMP Snooping — Npocaywmeanune IGMP coobuieHui

Korga c onpeseneHHbIX NOPTOB HA KOMMYTATOP NPUXOLAT COOBLLEHMA O NOAKIIOYEHUN K KaKOWM-
TO rpynne — UCTOYHUKY MHOTOaZpPecHon rpynnoBoi paccoinku (IGMP Report), KommyTtatop “noHumaet”,
YTO 33 3TUMM NOPTaMM KAMEHTbI N J06ABAAET UX B CMIMCOK HUCXOAALWMX NOPTOB A1A 3TOM rpynnbl. Ecam e
Ha KaKOM-TO NOPT KOMMyTaTopa, npuwno coobueHne IGMP Query, To 3HaYMT 32 3STUM NOPTOM UCTOYHMK
multicast-Tpadmka n KommyTaTop A06aBAAET STOT NOPT B CMUCOK BOCXOAALLMX MOPTOB.

Taknm obpasom, Bxogawmin multicast-noTok AaHHbIX, OyAeT TPaHCAIMPOBATLCA He BO BCE MOPTbI,
a TOJIbKO B T€, B KOTOPbIX K/IMEHTbI NOANMUCHIBAINCG Ha HErO.

1.1.4.2 IGMP Snooping Proxy — MpokcupoBaHue coobuieHunin IGMP

MexaHn3m, MOo3BOJIAKOWMIA COKPaTUTb KoanvectBo IGMP coobuieHnii B cetn. Mpu obbiyHOM
cXeme, MapLpyTU3aTOP-UCTOMHUK multicast-TpaduKa, oTnpasaseTr nepuoguueckn IGMP Query B
nHTepdelnc, 1 KOMMYTaToOp NepecbinaeT ero BCeM aKTUBHbIM MYJ/IbTUKACTOBbIM KaveHTam. Te B CBOIO
oyepeab AOKHbI Bbicnatb B oTBeT IGMP Report. Jna nogasBneHUA TakKMX BeEpPHbIX PacCbINOK, KOMMYTaToOpP
MOMeT npoKkcupoBatb IGMP-nakeTbl, OTCbl1aA, Hanpumep, OAMH €AUHCTBeHHbIM IGMP  Report
MapLLpyT13aTopy cpasy nocne IGMP Query, BMecTo Toro, 4Tobbl paccbliaTb ero KJANEHTaMm.

1.1.4.3 MVR (Multicast VLAN Replication) — Penaukauua mynbtukactosbix VLAN'oB

Ecnn B npeaenax oAHOro KoMmyTaTopa ecTb Heckonbko VLAN, nonb3oBaTenu KOTopbIX AOJKHbI
nosy4aTb OAMH U TOT *Ke MY/IbTUKACTOBbIM TPaduK, TO OT MapLLPyTU3aTopa-UCTOYHMKa multicast-TpaduKa K
KOMMYTaTOpy NOMAYT HECKO/IbKO KoM ogHoro TpaduKka B pasHbix nonb3osatenbckux VLAN. MVR
nossosseT u3beraTb 3TOro, MyNbTUKACTOBbIA TpadMK nepefaérca OT MapLlupyTM3aTopa TO/bKO B
mynbThKactoBom VLAN'e, a Ha KOMMYyTaToOpe OH PeniMuMpyeTcs BO BCe MOJb30BaTebCKUE. TemM cambim
CHUMAETCA Harpy3Ka C BbIWeCTOALLEro MapLIPYTU3aTOPa, U MeHbLUE YTUAU3UPYETCA INHUA.

1.1.5 SNMP (Simple Network Management Protocol)
SNMP - 3T0 NPOTOKOA yNpaB/eHUA CETAMM CBA3M Ha OCHOBE apxuTekTypbl TCP/IP.

3To TexHonorua, npu3BaHHaA obecneynTb yMNpaBNEeHWE M KOHTPOAb Hag, YCTPOMCTBAMMU U
NPUNOKEHUAMM B CeTU cBA3M NyTém o0OMmeHa, ynpasaswowein uHGOpMaLMen Mexay areHTamu,
pacnofaraloWMMUCA Ha CeTeBbIX YCTPOMCTBAX, M MeHe[KepaMu, PaCNONOKEHHbIMU Ha CTaHLMAX
ynpasneHua. B HacTosawee Bpemss SNMP aBnsetca 6a30BbiM NPOTOKO/IOM yripaBaeHus cetu Internet. SNMP
onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLLMX CTaHLMIA U 91EMEHTOB CETU (rN1aBHble MaLUUHbI,
WA3bl M MapLIpyTM3aTOpbl, TEePMMUHANbHbIE CepBepbl), KOTOpble COBMeCTHO obecneuymBatoT
A4MUHUCTPATUBHbBIE CBA3U MEXAY CEeTeBbIMU YNPaBAAIOLWUMUN CTAHLUNAMM U CETEBbIMM areHTamu.

O6bl4HO NpK ncnonbsoBaHMM SNMP npucyTCTBYIOT ynpaBasemble U yNpaBasiowme cuctemol. B
COCTaB yNpaB/iAeMOMN CUCTEMbI BXOAUT KOMMOHEHT, Ha3blBaeMbI areHTOM, KOTOPbIA OTNPaBAAET OTYETHI
ynpasasawouwen cucreme. Mo cywectesy SNMP areHTbl nepegatroT ynpasaeHYeckyldo MHOOPMAUMIO Ha
ynpaBAaloLInMe CUCTEMbI KaK NepemeHHble (Takme Kak «CBOboAHaA NamaTb», KMMA CUCTEMbI», KKONMYECTBO
paboTatoLLmX NPOLLeccCoB»).

Ynpasnawowaa cuctema MOXKeT Mnoay4uTb UMHOOpPMAUMIO 4Yepe3 onepaunu npoTokona GET,
GETNEXT n GETBULK. AreHT moXeT camoctoaTesibHO 6e3 3anpoca OTnpaBUTb [AaHHble, MCMo/b3yA
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onepaumio npotokona TRAP wuan INFORM. VYnpasnatowmne cuCTeEMbl MOFYT TaKXe OTNpaBaATb
KOHOUIypaLMOHHble OOHOBMEHUA WAM KOHTPONMPYHOLWME 3anpocbl, MCNoab3ya onepaumto SET pgns
HenocpeaACcTBEHHOrO ynpaBaeHUs cuctemoi. Onepauymn KOHOUTYpPUPOBAHMA U YNPABAEHNUA UCMONbL3YHOTCA
TOMIbKO TOrAa, KOrAa HyXKHbl U3MEHeHUA B ceTeBOW MHPpacTpykType. Onepauum MOHUTOPUHra 0b6bIYHO
BbIMNOJIHAIOTCA Ha PeryiapHoOn ocHoBe.

MNepemeHHble goctynHble Yepe3 SNMP opraHu3osaHbl B Mepapxuu. ITU nepapxmm u gpyrue
MeTaZlaHHble (Takue Kak TUM U onrcaHne nepemMeHHoi) onucbiBatoTcs basamu Ynpasnsatoweit MHbopmauum
(aHrn. Management Information Bases (MIBs)).

1.1.5.1 Hacrtpoitka SNMP
MynbTunnekcop-kommyTatop Sprinter TX nogaep»kusaet npotokon SNMP v1, v2c, v3.

BKNloYeHWe M OTKAOYEHME OAHHbIX MPOTOKO/IOB MOXHO MPOM3BECTM, YCTAHOBMB MNapameTp
Enabled B 3HayeHWe Yes B COOTBETCTBYIOLWLEM HYXHOW BepcuM NyHKTe MeHo “3.2.4.11
/System/snmp/<Bepcus npotokona>".

Bk/toueHne/oTKa0uEeHNE snmp.
Enabled Yes - Bk/oYeH (N0 yMmoA4YaHUIO);

NoO - OTK/IIO4EH.

[anee HeobxoAMMO YCTaHOBWUTb MMEHa snmp community. [ns 3Toro nepengute B MeHIO B
NyHKT “3.2.4.8 /System/snmp/auth”.

ReadCommunity Hactpoiika umeHn SNMP community gns yteHus (no ymondanuto “public”).
WriteCommunity Hactpolika umeHn SNMP community ans 3anucu (no ymondanuio “public”).

Y106bI HacTPOUTb OTNpPaBKy yBegomneHunin (SNMP-trap'oB) ¢ ycTpoiicTBa(areHTa) — meHeaxKepy,
HY}KHO 3a4aTb B NyHKTe "3.2.4.9 /System/SNMP/traps"

ServerlP Appec cepBepa, Ha KOTOPbIN OTNPABAATL COOBLLEHNA.
Community 0O6was cTpoKa (napo/ib) B CO0bLLIEHUN.

Bepcusa coobuieHuna (vi/v2c/3).
Version
Mo ymonyaHuto: v2c

1.1.6 VLAN (Virtual Local Area Network)

BupTyanbHOW NOKa/NbHOW CETblO HA3bIBAETCA Trpynna YCTPOMCTB, WUMEILMX BO3MOMXKHOCTb
B3aMMOAENCTBOBATb MexXay cObolM HaNnPAMYHO Ha KaHa/IbHOM YPOBHE, XOTA GUINYECKM NPU STOM OHWU MOTYT
ObITb MOAKAOYEHDI K Pa3HbIM CETEBbIM KOMMYyTaTopamM. M HaobopoT, yCTPOMCTBA, HaxoAsALWMecs B PasHbIX
VLAN'ax, HEBMAMMbI APYr A0S APYra Ha KaHa/lbHOM YPOBHE, AaXKe €C/IM OHM MOAK/IYEHbl K OAHOMY
KOMMYTaToOpy, U CBA3b MeXAy 3TMMM YCTPOWCTBAaMM BO3MOMKHA TOJIbKO Ha CeTeBOM M 6onee BbICOKMX
YPOBHAX.

B coBpemeHHbIx ceTax VLAN — rnaBHbIA MexaHM3M ANsA CO34aHMA IOTMYECKOM TOMONOrMN CeTH,
He 3aBucAwen oT eé o¢usnyeckot Tonosormn. VLAN'bl  MCNONb3YHOTCA AN COKpaLLeHUs
LWMpPOKoBeLLaTeNbHOro TpadumKka B cetn. MimetoT Bonblioe 3HaAvyeHME C TOUYKM 3peHus 6es3onacHoCTH, B
YaCTHOCTU Kak cpeacTBo 6opbbbl ¢ ARP-spoofing'om.
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Ha Tekywuit MOMeHT peanmsauma pasnmyHbix Tunos VLAN onucaHa B cneuudukaumm |EEE
802.1Q. BupTyanbHble NOKaNnbHble CETU, NOCTPOEHHbIe Ha ocHoBe cTaHgapta IEEE 802.1Q, ucnonbsytot
OOMNONIHUTENbHbIE MONA Kagpa AfA XpaHeHuAa WHPopmaumm o npuHagnexHoctm K VLAN npu ero
nepemeLLeHNn Mo ceTu.

Hekotopbie onpeaenexus |IEEE 802.1Q.

Mopm e pexcume «TpaHKk» - GU3MUYECKUIN KaHa/l, NO KOTOPOMY nepenaercs Heckonbko VLAN
KaHasIoB, KOTOPbIe pas/inyatoTcA Teramum (MeTkamu, fobaBasembiMmn B NakeTbl). TpaHKM 06bIYHO CO34at0TCA
MeXay «TermnpoBaHHbIMM nopTamm» VLAN-yCTpOACTB: CBMTY-CBUTY UM CBUTY-MApLUPYTU3ATOP.

Uoenmudgpukamop VLAN (VID) - Homep BUPTYyanbHOM SIOKa/IbHOM ceTu.

UNoenmudgukamop nopma VLAN (PVID) - dusmyeckmini nopT KOMMYyTaTopa, UCNONb3yeTca And
Toro, Ytobbl onpegenntb, B Kakon VLAN KoMMyTaTop HanpaBWUT BXOSAWMIA HEeMapPKMPOBAHHLIA Kaap C
NOAKNIOYEHHOTO K MOPTY CErMeHTa, KOrAa Kaap Hy»KHO nepegaTtb Ha APYroi nNopTt (BHYTPU KOMMyTaTopa B
3aro/I0BKM BCEX HEMAPKMPOBAHHbIX KaapoB gobasnserca maeHTudoukatop VID, pasHbit PVID nopTta, Ha
KOTOPbIA OHM ObIIM NPUHATBI). ITOT MeXaHM3M NO3BO/AET OAHOBPEMEHHO CYLLECTBOBAaTb B OAHOM CETU
YCTPOMCTBaM C noagepKomn n 6e3 nogaepkku ctaHaapTa IEEE 802.1Q.

Default PVID - NpeHnTnduratop VLAN HaszHavyaemblil Ha BXoAE AN1A NOJYyYEeHMA HETEMMPOBAHHbIX
Kaapos.

O603HauyeHue yneHcrea B VLAN

[nAa 3Toro cywecTsyoT cnegyoume pelweHma:

e o nopty (Port-based): nopTy kKommyTaTopa Bpy4Hyto HasHa4aetca oguH VLAN. MoctpoeHune VLAN
Ha OCHOBE MOPTOB OCHOBAHO TO/bKO Ha A06aBNeHUU [ONONHUTENbHOW MHOOPMaLMM K afpecHbIM
TabamMuam KOMMYyTaTopa U HE UCMOJIb3yeT BOSMOMKHOCTN BCTPAMBAHUA MHOOPMALMM O NPUHAANEKHOCTU K
BMPTYyaNnbHON CeTU B nepefasBaemblii Kagp. B cnyyae ecnv ogHomy MOpPTYy AOJ/IXKHbI COOTBETCTBOBATb
Heckosibko VLAN (Hanpumep, ecnu coeguHeHune VLAN nNpoxoauT Yepes HECKOJIbKO CBUTYEI), TO 3TOT NopT
[OJIKEH BbITb YeHOM TpaHKa. CBUTY byaeT A06aBAATb MeTKM gaHHoro VLAN KO BCEM MPUHATBIM Kagpam
HEe UMELWMX HMKaKnX meToK. VLAN nocTpoeHHble Ha H6a3e NOpTOB MMET HEKOTOPbIe orpaHmnyeHmsa. OHU
OYeHb MPOCTbl B YCTAaHOBKE, HO MNO3BONAIOT MNOAAEPXMBATb ANA KaxAoro noprta Tonbko oaHy VLAN.
CnepoBaTenibHO, TaKoe pelleHne Manonpuemsemo nNpu MUCNOoAb30BaHUU KOHUEHTPATOPOB UM B CETAX C
MOLLHbIMM cepBepamu, K KOTOPbIM 0OpaLLAaeTca MHOMO MoJsib3oBaTesielt (CepBep He yAacTca BKAOYUTb B
pasHble VLAN). Kpome Toro, BHOCUTb M3meHeHua B VLAN Ha OCHOBe MOPTOB [A0CTAaTOYHO COXKHO,
NOCKONbKY MPU KaxA0oM U3meHeHun TpebyeTca pusnyeckoe nepekntodeHne yCTpoOnCTB.

e no MAC-agpecy (MAC-based): uneHctBo B VLANe ocHoBbiBaeTcA Ha MAC-aapece paboyeit cTaHLMMK.
B Takom cnyyae cBuTd umeeT Tabanuy MAC-agpecos Bcex ycTpoincts Bmecte ¢ VLANamu, K KOTOpbIM OHU
npuHagaexar.

e [lo AONOAHUTENbHBIM MOMAM Kagpa, ANA XpaHeHusa uHopmauum o npuHagnexkHoctn K VLAN.
CnocobHocTb aobaBneHna Teros nossonset MHpopmaumm o VLAN pacnpocTpaHATbCA Yepes3 MHOMKEeCTBO
802.1Q-COBMECTMMbIX KOMMYTaTOPOB MO OAHOMY GU3MYECKOMY COEAMHEHUIO (MarncTpasbHOMy KaHany,
Trunk Link); cnocobHocTb £,06aBAATbL U M3BAEKATb TEMM U3 3aro/IOBKOB KagpoB NO3BOJIAET UCMO/b30BaTh B
CeTM KOMMYTaTOpPbI 1 CeTeBble YCTPOMCTBA, KOTOPbIe He NoaaepKmBatoT ctaHgapT IEEE 802.1Q;

e o npotokony (Protocol-based): aaHHble 3-4 ypOBHA B 3aro/ioBKe NakeTa WMCMNO/b3yHTCA, YTOObI
onpegenutb uneHctso B VLANe. Hanpumep, IP mawunHbl moryT 6biTb nepeBegeHbl B nepeblin VLAN, a
mawmnHbl AppleTalk Bo BTOpoi. OCHOBHOIM HEAOCTAaTOK 3TOr0 MeTo4a B TOM, YTO OH Hapylwaet
HEe3aBMCMMOCTb YPOBHEW, NO3TOMy, Hanpumep, nepexon ¢ IPv4 Ha IPv6 npuBeaetr K HapyLeHuto
paboTocnocobHocTH ceTu.
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o meTogom ayTeHTMOMKaumm (Authentication based): YctpoiictBa MoryT ObiTb aBTOMATUYECKM
nepemeuteHbl B8 VLAN, OCHOBbIBAACb HA AaHHbIX ayTEHTUPMKALMM NONb30BaTeNA WUAM YCTPOWCTBA MpwU
MCcnonb3oBaHMM npoTokona 802.1x

1.1.6.1 Hactpoiika VLAN

Ha yctpoiicteax Sprinter TX (MINI) c ogHum nHTepdeiicom Fast Ethernet (mapkupoBka Sprinter
TX MINI.2E1.1FE.AC220) u Sprinter TX (SFP) oTcyTcTBYeT ynpaBnasiemblii CBUTY, U OHM He NoaaepKuBatoT
nonHoe KoHdurypuposaHme VLAN'oB. Ecnv B KOopHe meHo oTcyTcTBytoT NyHKTbl VLAN, ATU, EthGlobal
3HAYUT yCTPOMCTBO 6€3 CBUTHA M YKA3aTb TEMM MOMKHO TO/IbKO Ana E1 u gna ynpasneHus.

[na 3agaHnAa pexknma nopta Heob6XoAMMO NepeiTh B MeHto B NyHKT “3.2.3.15 /Eth/nopt/VLAN”"
M BbIOPATb HYXKHOE 3HaYyeHue gnsa napameTpa Role.

multi - niTepdeic nponyckaeT Bce Kaapbl; PeXMM Mo YMONYAHUIO, NCMONb3YEMbIA, ECIN ABHO HE YKasaH
apyron pexxkum. lonuTuKa UCMNo/sib30BaHUsA MHTEpdENCcoB onpeaenserca BHEWHUMM 0b6opyaoBaHMEM,
HanpMmep, MapLpyTM3aTopamm 3-ro YpOBHS, CBA3bIBAIOLLMMMU MYNbTUNIEKCOPbI-KOMMYTaTOPbI;

access - WHTepdelc MUCNoNb3yeTca Aaa nepefadn Nosb30BaTENbCKMX AaHHbIX. [lakeTbl € Apyrum
naeHtnomkatopom VLAN ID He KommyTupytloTca B 3TOT MHTepdelic. [MakeTbl, mocTynatowme B 3TOT
NHTepdeNc, TEFMPYIOTCA C UAEHTUDUKATOPOM, PaBHbIM YKazaHHOMY napametpom VLAN ID;

trunk - nHTepdeiic NponyckaeT TONIbKO TErMPOBaHHble Kagpbl, 3TOT PEXMM WCMO/b3YEeTCA ANA CBA3U C
APYTMM MYIbTUMNIEKCOPOM—--KOMMYTaTOPOM HEMNOCPEACTBEHHO;

QinQCustomer - KNUEHTCKUI NOPT, ppelimbl HA BXOAE BCErAa TEMMPYHOTCA BTOPbIM Terom (ecam 6es3 Tera, To
nepsbiM); 802.1Q OTKAIOYEH.

QinQProvider - nopT, Ha BXo4e KOTOPOro MNpPUHMMAlOTCA To/NbKo ¢penmbl ¢ ProviderTag, KoTopble
KOMMYTUPYIOTCS B COOTBETCTBMM C Tabanuel vian’os.

Tak ke MoKHO 3agaTb rpynnsl VLAN'oB, Tag, Untag, Member u Ter ana QinQ pexxuma
Tagged - cnnucok BNaHOB, KoTopble ByAyT BbIXOAUTb U3 NOPTA TErTMPoBaHHbIMK. Ecan nopT B pexkmume trunk,
TO BXoaaLme Gpeiimbl A0KHbI UMETb METKY M3 3TOTO CMIMCKa;
Untagged - cncoK BNaHOB, KOTOpble ByAyT BbIXOAUTb M3 NopTa 6e3 Tera;
Member - cncoK BNaHoOB, KOTopble ByayT BbIXOAMTb M3 NopTa 6e3 n3meHeHUsA MeTKM (B TOM COCTOSIHUM, B
KOTOPOM OHM BOLUAM B APYroM NopT);
QinQTag — Ter (ethertype), KoTopbiit ycTaHaBAnBaeTcs ansa ¢pemos B pexkume QinQ.

Ons 3apgaHma VLAN’a nopta nsmenute napametp DefVLAN.

Ona 3apaHna VLAN’a ynpasneHna Heobxoammo nepentu B meHo no nytm “3.2.5.6 /IP/stored-
config”, namenuts napametp DefaultVlanID wn coxpaHuTb KOHdurypaumto Knasuwamm “ESC+S”. Mocne
nepesarpysku, yctponctso byaeT AOCTynHO gna ynpasneHua B gaHHom VLAN'e. [na Hemea/ieHHOro
nameHeHna VLAN'a ynpaBneHua 3TOT napameTp HeobxoAMmo M3MeHUTb B nyHKTe “3.2.5.3 /IP/current-
config”. (BHUMAHMUE!!! BoamorKHa noTepsa [0CTyna K ycTpoucTey Yyepes Ethernet)

[Ons npocmoTpa 1 pydyHoi KoHourypauum tTabamubl VLAN 0B nepeiiaute B MeHI0 B NYHKT “3.2.6
/VLAN”. Ona co3gaHua VLAN HaxkmuTe coveTaHune knasuw “ESC+C” u seamte VLANID, nocne Haxkmute
“Enter”. MNocne pobasneHua Tabaunua otobpaxkaetr cnucok VLAN'oB u Hactpoiikm IPAddr, NetMask,
Gateway. [lna Bo3amorKHoCTU ynpasneHna VLAN’amu, HyXKHO, 4Tobbl B napameTtpe «Cpu» B meHo "3.2.6.1
/VLAN/VLANID”, 6bin0 ycTaHOBAEHO 3HaudeHne «Management» (Takoe 3HauyeHue mnapameTpa no
YMOJI4aHMIO).
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1.1.7 NAT (Network Address Translation — npeobpa3oBaHue ceTeBbIX
agpecos)

NAT - 3To mexaHu3am B ceTax TCP/IP, no3sonaowmii npeobpasosbiBaTh |IP-aapeca TpaH3UTHbIX
naketoB. TaKkKe umeet HasBaHua IP Masquerading, Network Masquerading u Native Address Translation.

dyHKuMoHUposaHue NAT

MNpeobpasosaHne agpecoB metogom NAT MOXeT npou3BoAUTbCA  MNOYTU  Nobbim
MapLPYTUSUPYIOWMM YCTPOMCTBOM — MapLLUPYTM3aTOPOM, CEPBEPOM AOCTyNa, MEXKCETEBbIM 3KPAHOM.
Hanbonee nonynapHbim asnsetcs SNAT, cyTb MexaHM3Ma KOTOPOro COCTOMT B 3aMeHe aZipeca MCTOYHUKA
(aHrn. source) npu nNpoxoxaeHUM Naketa B O4HY CTOPOHY M ob6paTHOM 3aMeHe aapeca HasHa4veHus (aHrn.
destination) B oTBeTHOM naKkete. Hapagy c agpecamm MCTOYHUK/HA3HAYeHME MOTYT TaKXKe 3aMeHATbCA
HOMepa NOPTOB UCTOYHUKA U HAa3HAYEHMA.

MpUHUMan NakeT OT NOKaNbHOro KOMMNbIOTEPA, POyTep CMOTPUT Ha IP-aapec HaszHayeHuA. Ecau
3TO /JIOKaNbHbIN agpec, TO MaKeT MepecbilaeTca APYromy JIoKasibHOMY KOomMbtoTepy. Ecan HeT, To naket
Haflo nepecnatb HapyXy B UHTepHeT. Ho BeAb 06paTHbIM aApecom B MaKeTe YKasaH /IoKafbHbIA agpec
KOMMbIOTEpa, KOTOPbIA M3 MHTepHeTa OyaeT HedocTyneH. lo3aTomy poyTep «Ha NeTy» Mnpou3BoauT
TpaHcnAumio IP-agpeca n nopta M 3aNOMMHAET 3Ty TpaHcAauMio y cebs Bo BpemeHHoM Tabauue. Yepes
HEKOTOpOoe BpemsaA Noc/ie TOro, Kak K/AMEHT 1 cepBep 3aKoHYaT 0bMeHMBaTbCA NakeTamu, poyTep coTpeT y
cebs B Tabauue 3anncb 0 N-OM NOPTe 338 CPOKOM AABHOCTU.

Momumo source NAT (npegocTaBiAeHUs NO/Ib30BATENAM OKANbHOW CETU C BHYTPEHHUMM
afjpecamu gocTtyna K ceTn MHTepHeT) YacTo npumeHseTca Tak:Ke destination NAT, Koraa obpalleHns nssHe
TPAHCAUPYIOTCA MEMCETEBbIM 3KPAaHOM Ha KOMMbIOTEP MO/b30BaTeNd B JIOKA/NbHOW CETW, UMEIOL MU
BHYTPEHHMWIA agpec 1 NOTOMY HeAOCTYMHbIM U3BHE CeTU HenocpeacTBeHHo (6e3 NAT).

CyuwiectByeT 3 6a30BbIX KOHLUEMLUMW TPAHCAALMM afpecoB: cTaTudeckas (Static Network Address
Translation), auHamunueckas (Dynamic Address Translation), mackapagHas (NAPT, NAT Overload, PAT).

Cratnyeckuit NAT - oTobparkeHWe HesaperncTpupoBaHHoro IP-agpeca Ha 3aperncTpUpoBaHHbIN
IP-agpec Ha OCHOBaHWW OAMH K 0gHOMY. OcOBeHHO NoAe3HO, KOraa YCTPOMCTBO AOMKHO BbiTh AOCTYMHbIM
CHapYKu ceTu.

OunHamuueckuit NAT - oTobparkaeT He3aperncTpupoBaHHbIM IP-aapec Ha 3aperncTpUpPoBaHHbIN
agpec oOT Trpynnbl 3aperucTpupoBaHHbix |P-agpecoB. [OuHamuuecknini NAT TaKKe ycTaHaB/iMBaeT
HenocpeacTBEHHOE OTODpPAXKeHUE MeXKAY He3aperncTPUpPOBAHHLIM U 3aPErMCTPUPOBAHHBIM aAapecom, HO
OoTODOparKeHne MOMKeT MEHATbCA B 3aBUCMMOCTM OT 3apermcTpupoBaHHOrO agpeca, AOCTYMHOro B nyne
aapecos, BO BpeMA KOMMYHUKaLNW.

MNeperpy:keHHbii NAT (NAPT, NAT Overload, PAT, mackapaauHr) - dopma anHamumyeckoro NAT,
KOTOpPbIN 0TOBpaKaeT HECKOIbKO HE3APErMCTPUPOBAHHbIX aPECOB B e AMHCTBEHHbI 3apernMcTpMPOBaHHbI
IP-agpec, mMcnonb3ya pasnMyHble NopTbl. M3BecTeH TakxKe Kak PAT (Port Address Translation). Mpu
neperpyske Kaxkgbll KOMMbIOTEP B YAaCTHOM CETU TPAHCMPYETCA B TOT }Ke CaMblii aApec, HO C Pa3/INYHbIM
HOMepOoMm noprTa.

1.1.7.1 HacTtpoitka nepegaum notokos E1 c ucnonososaHnem NAT

Mpeanonoxum, 4to nposanaep E1 BbigenseT 2 notoka E1, KoTopble HeobxoaMmo nepeaaTb Ha
1 1 2 ycTPOMCTBO (CM. CXemy HUXKe).
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Sprinter
192.168.2.200

2E1

Mposaiigep E1
ATC

MynbTUnAeKcopbl-kommyTaTopbl Sprinter TX HeobxoAMMO HacTpouTb cnedylowum obpasom
(byHKuuMa pgoctynHa ¢ Bepcumn MO - LPOS 1.0.9.4SR4):

B nyHKTe “3.2.5.3 /IP/current-config” 3apatb IP-aapec (NetworkAddr) v wnio3 (DefaultGateway):

MynbTunaekcop-kommyTtaTop 1:

NetworkAddr - 192.168.2.201
DefaultGateway - 192.168.2.7

MynbTMnaeKkcop-KommyTaTop 2:

NetworkAddr - 192.168.2.200
DefaultGateway - 192.168.2.7

MynbTnaekcop-kommyTaTop 3:

NetworkAddr - 192.168.1.201
DefaultGateway - 192.168.1.1
[anee HeobxoanMO nepeinTun B NyHKT “/TDMoP/port/config” v BbINOAHWUTL CeayloLlLMe HaCTPOMNKK:

MynbTnaekcop-kommyTaTop 1:

RemotelP - 192.168.1.201
RemoteChannel - 0
WANIP - 192.168.1.3

MynbTnnaeKkcop-KoMmmyTaTop 2:

RemotelP - 192.168.1.201
RemoteChannel - 1
WANIP - 192.168.1.3

MynbTnnaekcop-kommytaTtop 3 - nopt 0:

RemotelP - 192.168.2.201

000 «HCK KommyHuKaumm Cnbupmu», 2015r.  www.nsc-com.com 24



Sprinter TX TY6665-005-62880827-2013

RemoteChannel - 0
SIPPort - 5062
TDMPort - 41004

MynbTnaekcop-kommyTaTop 3 - nopt 1:

RemotelP - 192.168.2.200
RemoteChannel - 0
SIPPort - 5061

TDMPort - 41003

Ha NAT Router'e Heob6xoanmo npobpocuTb NopTbl, HANPUMEP, KaK MOKa3aHO HUXKE.

Well-Known Applications: User Defined|v|
Port Range Local IP Local Port | Protocol Description
192.168.2. BOTH [v]
5061 192.168.2.200 5060 UDP sip -
41003 192.168.2.200 41000 UDP tdmop
5062 192.168.2.201 5060 UDP sip
41004 192.168.2.201 41000 UDP tdmop

1.1.8 LLDP - Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) — npoTOKON KaHanbHOro ypOBHA, KOTOPbIA MNO3BOANSET
CETeBbIM YCTPOMCTBAM aHOHCMPOBATb B CETb MHPOPMALMIO O cebe M O CBOMX BO3MOMKHOCTAX, @ TaKkKe
cobupaTtb 3Ty MHGOPMALUIO O COCeAHUX YCTPOMUCTBAX.

YcTpoiicTBo, ucnonb3ytowee LLDP, xpaHUT MHGOpMaUMIO 0 cocenax, HO He NepeHanpaBaneT eé
Aanblue (He3aBUCUMO OT TOro NOALEPKUBAET 1N YCTPOICTBO NpoToKon LLDP).

NHbopmayma 06 mynbTMnNeKcopax-kKommyTaTopax Sprinter TX, KOTopaa MOXKeT nepenasBaTbCa C
nomoubto LLDP:

e MAC-aapec (ChassisID) - MAC-aapec BCTPEUYHOro yCTpoicTBa;

e WpeHtTudumkatop nopta (Port ID) - mopT BCTpeYHOro YCTPOMCTBA, 4Yepe3 KOTOpbIA OHO
oTnpasnaeT LLDP coobuieHus;

e  Uma ycTpoiictea (System Name) - UMA BCTPEYHOIO YCTPOMCTBA;
e Ynpasnatowuii agpec (Management Address) - IP-aapec BCTpeYHOro ycTpomncTBa;
1.1.8.1 NpuHuMn paboTbl npoToKona LLDP

MpoToKoN paboTaeT TO/IbKO MeXK Ay HENOCPeACTBEHHO NPUCOeAUHEHHBIMW YCTPOMCTBAMMU. ITO
3HAYMT, UTO, HANPUMEP, Ha PUCYHKe:
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Sprinter TX Sprinter TX
. Sprinter TX (2) nonyumt LLDP nHdopmaumio ot gByx cocegeit: Sprinter TX (1) yepes gsa nopTa u
Sprinter TX (3) uepes oanH noprT;
. Kommytatop Sprinter TX (1) nonyumt LLDP nHdopmauuto Tonbko ot Sprinter TX (2), Ho uepes oba
nopTa;
. KommyTaTtop Sprinter TX (3) nonyumt LLDP nHdopmaumio TonbKo oT Sprinter TX (2).

CoobuweHuna LLDP moryT nepenaBaTbca HYepes NopTbl, KOTOPble 3a610KMpoBaHbl STP.
1.1.8.2 HacTtpoiika npotokona LLDP
BkntoyeHune npoTokosa LLDP npomnsBoguMTca Ans BCEro yCTPOMCTBa, MO YMOJYAHUIO OH BK/IHOYEH.
[nA HaCTPOMKKM NapameTpoB HEOBXOAMMO NepenTn B NyHKT meHto “3.2.4.4 /System/LLDP/config”.
Bk/toueHne/oTK0ueHne npoTokoia LLDP.
Enabled Yes - BK/IlOYEH (MO yMONYaHWUIO);

NoO - OTK/IIOYEH.

YactoTa otnpaBku LLDP-coobuieHunii coceaam.
TXinterval MoKeT NnpMHMMaTb 3HaYeHna ot 5 go 500 cek.

Mo ymonyaHwuto: 30 cek.

MHoOXuUTeNb, Ha KOTopbIV YMHOXKaeTca TXInterval pns nonydeHua TTL.

TTL - Bpema B Te4eHUe KOTOPOro coces byaeT XxpaHUTb MHGOPMaLMio 06
yCTponcTBe.

TXHoldMultiplier
TXHoldMultiplier moxxeT npuHMMaTb 3Ha4yeHus oT 2 go 10.
Mo ymonyanuio TXHoldMultiplier nmeeT 3Ha4eHune 4, COOTBETCTBEHHO, COCEAHME
yCTpolicTBa 6yayT XpaHUTb MHGOopMaLmio B TedeHne 120 cek.

Tak e B nyHKTe “3.2.4.3 /System/LLDP/Interfaces/nopt” HeobxoAuMmo yKasaTb napameTp
Admin - npyHumaTb, NnepeaasaTb, UAM U NPUHUMATL M NepegasaTtb LLDP coobuwieHua, n ykasaTb AaHHble
TLVs. Mo ymon4yaHWIo BCe MOPTbl HACTPOEHbI A1A npuema 1 nepeaaym sceit LLDP nHbopmaumm.

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 26



Sprinter TX TY6665-005-62880827-2013

2 DYHKUMOHMPOBAHME MY/IbTUINJIEKCOPA-KOMMYTaTOpa

2.1 [ocnepoBaTenbHOCTb BKAOYEHUA

Ecnn mynbtunnekcop-kommyTtatop Sprinter TX xpaHunaca npu Temnepatype Huxe +5 C nepep
nepBbiM BKAIOYEHMEM €ro HEOHXO4MMO BblAepKaTb NPU KOMHATHOM TeEMMNepPaType He MeHee ABYX YacoB.

MopxntoueHne MmMynbTUNNEKCOpa-KOMmyTaTopa Sprinter TX pekomeHAyeTca npoBOAUTb B
cneayrouwen nocnenoBaTeIbHOCTH:

1. MoAKAUYUTL KAeMMY 3a3eM/IeHMA, PacroOMKEHHYID Ha 3agHel naHenn Kopnyca, K
BHELLHEeMY 3aLUUTHOMY 3a3eM/IEHUIO.

2. MoaknwounTb Kabenb MUTAHUA K KNEMMHOMY COeAMHUTEN0 Ha 3adHeir naHenu
MYAbTUNNEKCOPa-KOMMYTaTopPa.

3. MogaTtb HanpAaxeHne NnnTaHnAa Ha MY/IbTUNIEKCOP-KOMMYTATOpP. (I'Iocne BK/TKOYEHUA NMUTAHUA
dBTOMATUYECKN NPOnN3BOANUTCA CaMOTECTUPOBaHNE O60py,CI,OBaHMF|.)

4. CKoHOMIypupoBaTb My/NbTUMNAEKCOP-KOMMYyTaTop. [locnenoBaTesibHOCTL AencTBui  gna
HbICTPOM HACTPOMKM N BKIIOYEHMA YCTPOMCTB B paboTy onucaHa B AOKYMeHTe «bbiCTpoe pasBepTbiBaHME
MYNbTUMNNEKCOPOB-KOMMYTAaTOPOB Sprinter TX». YnpasieHWe MyAbTUNAEKCOPOM-KOMMYTAaTOPOM W ero
NoJIHasA HaCTPOWKa onucaHsbl B rnase 4.

5. MoAKNIOYMTb BUNKU Kabenei BHEWHUX GUSMYECKUX IMHUIA K COOTBETCTBYIOLMM pasbemam
NHTepdENcoB MyabTUMNIEKCOpPa-KoOMMyTaTopa. Mocse NoakaloueHnn Bcex Kabenei (Npu ycnoBMM WTATHOM
paboTbl BCEX NIMHMIA CBA3M) CBETOAMOAHAA MHAMKAUMA [A0/KHA COOTBETCTBOBATb HOPMAJ/IbHOMY PEXUMY
paboTbl. B MHOM cyyae HEOHXOAMMO NPOU3BECTU SUATHOCTUKY COCTOAHUA MYNbTUMNAEKCOPa-KOMMYTaTOpa.

MynbTunaekcop-kommyTaTop Sprinter TX pyHKLMOHUPYET B HOPMabHOM paboyem perkmme. Ha
3TOM NOZKNOYEHUE MYNbTUNIEKCOPA-KOMMYTaTOpa Sprinter TX MOXKHO CYUMTATb 3aBEPLUEHHbIM.

2.2 Hauvano pab6otbi

Mocne YCTaHOBKM MY/NbTUMNEKCOP-KOMMYTATOp He TpebyeT KaKuMx-nMbo nepuoamyeckux
npoueayp obcnyxusaHua. OpHaXKAbl HACTPOEHHbIN, OH paboTaeT aBTOHOMHO. Tekyliee cOCTOAHME
MYNbTUNNEKCOPa-KOMMYTaTOpa NOCTOAHHO OTOBPaKaeTca C NOMOLLBI0 CBETOAMOLHbIX WUHAMKATOPOB Ha
nepegHei NaHean, KPOMe TOro, OHO MOXKET KOHTPOIMPOBATLCA YAANIEHHO Yepes CeTb.

Ona npaBuibHOW paboTbl MY/bTUMNAEKCOP-KOMMYTATOP AO/KEH b6biTb CKOHOUIYpUpPOBaH.
YcTpolAcTBa MOTYT NOCTaBAATLCA MNPeABapUTENbHO CKOHOUIYPUPOBaAHHbIMU ANA MPO3payHOl nepesayn
noTtokoB E1 B cxeme “Toyka-Touka” (mexay o4HOMMEHHbIMU UHTepdencamm coegmHEHHbIX Mexay coboi
MY/bTUMNNEKCOPOB-KOMMYTaTOPOB).

Ona  COOTBETCTBMA  KOHKPETHbIM  TPEebOBaHMAM  MY/IbTUMNEKCOP-KOMMYTATOP  HYXKHO
nepekoHGUrypmnpoBaTb. ITa onepaLmsa MOXKET ObITb BbINOJHEHA U3rOTOBUTE/IEM NPW NOCTAaBKe YCTPOWCTBA,
WM Ha MecTe YCTAHOBKM - Yyepes MOoC/eA0BaTe/IbHbIM MOPT C NOMOLLbIO KOHCONbHOW MPOrpammbl, Uau
yAaNeHHo Yepes ceTb, C UICNO/b30BaHWeM npoTokona telnet n FTP.

Moaaep:knsatotca cneayowme GyHKUMM yNpaBaeHNa U MOHUTOPUHSA:

® NpocMoTp cuctemHol uHbopmauum (Bepcua MO, ¢daitnoBas CTPyKTypa, KOHUrypaums
YCTpOIiCTBA);

® ynpaBAeHue No/b30BaTeNbCKMMU UHTEpPdECaMK;
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® pocMoTp

cratyca

M CTaTUCTUKM ONA  NONb30BaTeNbCKMX UMHTepdelicoB u  ans

MYNbTUNNEKCOPA-KOMMYTATOPA B LLENIOM;

® YCTAaHOBKa AMNArHOCTUYECKUX NeTeb.

2.3 UHpuKauuA Ha nepegHeit naHenun

Ha mynbTunnekcopax-kommyTtatopax Sprinter TX nocie nogayn NUTAOWLErO HanpsXKeHuA
XKenTblt uHamnkatop SYST Ha nepegHelt naHenu oTobparkaeT COCTOAHME MY/NbTUMJIEKCOPaA-KOMMYTATopa.
Bo3MorKHble cocTosiHMA MHAMKaTopa SYST npuBeaeHsbl B creayollen Tabauue:

CBeyeHune nHgukatopa SYST

YacTtoe muraHue

OpgHa scnblWwKa, naysa

[lBe BCMbIWKMK, nay3a
YeTblpe BCMbIWKK, Nay3a

MeaneHHoe muraHue

ONnHHaAa BCcnblwKa, naysa

[lBe OIHHbIE BCMbIWKMY,
naysa

NocToAHHOE cBeYeHue nnm
€ro oTcyTcrsue

CocTtoAHMe MY/ZIbTUNIEKCOPA-KOMMYTATOpPa

Mpouecc HayabHOM 3arpy3Kn U AMArHOCTUKU MybTUNIEKCOPa-
KOMMYyTaTopa

BbIMnonHeHa Haya/ibHas 3arpy3Ka, My/bTUMAEKCOP-KOMMYTATOpP rOTOB K
pabote

He 3arpy»keHa muKkponporpamma E1 ppenmepa
HeBepHbIn System ID
He 3arpy»eHa nporpamma conpotieccopa

MynbTUnaeKkcop-kommyTaTop paboTocnocobeH, HoO HeobxoaANMOo
3aMeHUTb InTHeBYyto 6aTapeliky

MuTatollee HanpAXKeHWe AN TemnepaTtypa BHe AOMYCTMMbIX Npeaenos

OTKa3 ynpasAstoLLEero MMKponpoLeccopa

Echn nocne nogavn HanpAXeHuUA COCTOAHME WHAMKATOopa SYST He COOTBETCTBYET pexXnumy
FOTOBHOCTU K pa60Te, BbIKNKOYUTE INEKTPOMUTAHUE U NOBTOPHO BKAKOYUTE €ro 4Yepes HEeCKOJ/IbKO CEKYHA.
PekomeHayeTcA NOAKNIOUYUTL MYAbTUMIEKCOP-KOMMYTATOP K YNpasaAloWwemy KOMMbIOTepy C UeNbtko
ANarHoCTnKuM yepes HOCﬂeAOBaTeﬂbeIVI nopT.

CoctoaHue wuHTepderica Ethernet wmHamMumpyetca ABYMA CBETOAMOAHBIMW WHAMKATOPAMM,
3eneHbiM LINK u kentbim ACT, pacnoniokeHHbiMM B pa3beme RJ-45 aToro nHtepdeica.

CocToaHue uHtepdeiica

CseueHue 3eneHoro
CseueHue xentoro nHankatopa ACT

Ethernet nHamkatopa LINK
CoeguHeHue He
BbikntoueH BbikntoueH
YCTAHOBNEHO
CoeanHeHMne yCTaHOBEHO MocTosAHHOEe cBeveHne BbikntoueH
NpeT nepegaya AaHHbIX MNocToAHHOE cBeYeHUne MwraHue
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CoctosiHMe Kaxkpaoro mHtepdenca E1 nHanumpyetca ABYMA CBETOAMOAHBLIMU MHAMKATOPaMM,
3eneHbim LINK 1 xkentbim FAIL, pacnonoxeHHbiMu B pasbeme RJ-45 sToro nHtepodeica.

Ecnm mynbTMNAeKcopbli-kOMMYTaTOPbl COeANHEHbI, UHANLMPYIOTCA COCTOAHUA KaK IOKAJIbHOTO,
TaK U yganeHHoro uHtepdelicos E1.

CocTosiHMe uHTepdelica
E1 nokanbHoro
MY/bTUNAEKCOpPa-
KOMMyTaTopa

OTKAIOYEH (pexkum
Power down)

OTKNtOYEH (pexum
Listen)

TecToBbIV PEXUM, €CTb
CUrHan Ha Bxoje

TecToBbIV PEXUM, HET
CUTrHasa Ha BxoJe

YcTaHoBANEH wWnend, ectb
CUrHa/ Ha BXxoae

YcTaHoBeH wnend, ectb
CUrHan Ha BXxoae

YcTaHoBAEH Wnend, HeT
CUrHasa Ha BxoJe

YcTaHoBneHue
coeAuHEeHUsA, HeT
CuUrHana Ha Bxoge

YcTaHOBNEHME
coeauHeHus, ecTb
CUrHanN Ha BXxoae

YcTaHOBANEHME
coeAnHeHus, olunbKa
coeguHeHns

HopmanbHoe
bYHKUMOHMpPOBaHMe

RAI

JInHMA oTKAKOYEHA (HeT
CUrHana Ha Bxoae
npUeMHKKa)

HopmanbHoe
bYHKLMOHNPOBaHUE

CocTosiHue uHTepdelica
E1l yaaneHHoro
MY/IbTUNNIEKCOPA-
KoMMyTaTopa

Jioboe
oboe
Joboe
oboe
HopmanbHoe
dYHKLUMOHNPOBaHUe
HeT curHana Ha Bxoae

Moboe

He HalioeH

He HanpeH

Moboe

HopmanbHoe
bYHKUMOHMPOBaAHME

HopmanbHoe
bYHKUMOHMpPOBaHMeE

HopmanbHoe
dYHKLMOHNPOBaHME

JInHMA oTKAtoYeHa (HeT
CUrHana Ha Bxoae
NPUeMHKKa)

CBeyeHue 3en1eHOro
nHamkatopa LINK

BbikntoyeH

BbikntoyeH

Yactoe muraHue

Yactoe muraHue

Yactoe muranHume

Yactoe muranHume

Yactoe muraHue

BbikntoyeH

BbikntoyeH

BbikntoyeH

lMocTosiHHOE
cBeyeHue

MocTosiHHOE
cBeyeHue

BbikntoueH

MocTtosaHHOE
cBeyeHune

CBeyeHue Kentoro
nHamkaTopa FAIL

BbikntoyeH

PepgKune BcnblWwKm

YacTtoe muraHue

lMocTosiHHOE cBeYyeHune

BbikntoueH

Yactoe muraHue

lNocToAHHOE cBeyeHUue

PenKkune BcrnblWwKM

PepgKune BcnbiwKm

PenKue BCNbIWKK

BbikntoyeH

KopoTKas BcnbilwKa,
naysa

Yactoe muraHue

Peakune BcnblWwKM
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JIMHMA oTKAtOYEHA (HeT JIMHWA OTKAtOYEHA (HeT BbIKNtOYEH PegKue BCMbILWKK
CUrHana Ha Bxoae CUrHana Ha Bxoae
npUeMHKKa) NPUeMHWKa)

2.4 KoH¢urypauua

[na npaBuabHOM paboTbl MynbTUMIEKCOpa-KoMmMyTaTopa Sprinter TX B ceTu, ux Heobxoanumo
Haanexalmm obpa3om ckoHbUrypupoBaTh. Bce HacTpoMKu coxpanatoTea B dpaiine /mnt/flash/system.cfg B
BMAE CTPYKTYPUPOBAHHOIO [€peBa, BbINONHAIOWErocs NpW CcTapTe ycTpoicTBa. [Ns  coxpaHeHwus
WN3MEHEHW, BHECEHHbIX B KOHOUIypauuio yCTpoCcTBa HEOBX0AMMO HaXKaTb codeTaHue Knasuw “ESC+S”.
ChopmupoBaHHbIN dainn moxKeT bbiTb 3anucaH B Katanor mnt/flash yepes ceTb no npoTokony FTP.
Copepxumoe ¢alina c Tekyweih KoHdurypaumein MoXKeT ObiTb BbIBEAEHO B OKHE TEPMMHANA HaxKaTuem
Knasuw “ESC+M”.

Mpun KaxA0M BK/IOYEHUM YCTPOWCTBO HACTPaMBaETCA, BbIMONHAS KOHPUIypaLUuio, YKa3aHHYIO B
TekctoBom ¢ainie system.cfg. Pain pacnonokeH B Katanore mnt/flash 8 dnaw-namatn ycrpoicrea.
2.4.1 ®daitnoBasa cucrtema

daiinoBas cuctema MmynbTUNIEKCOpa-KommyTaTopa Sprinter TX obbeguHaeT B cebe cobcTBEHHO
daiinbl, AEHTUPUKATOPbI MPOLECCOB, YCTPOMCTBa U T N. CTpyKTypa $anioBon CUCTEMbI:

e dev

e  drivers

. mnt
o flash
o mem

e proc

e svc

e  system

® sys

2.4.2 Pabora c ¢paitnosoit cuctemoit

Ons poctyna K ¢aitnoBon cucteme MynbTUMNAEKCOPA-KOMMYTATOPa MOXKET Mcnosb3oBaTbcA FTP
K/IMEHT B NaCCUBHOM peXXnume.

2.4.2.1 Pabota no npotokony FTP

MynbTunaekcop-KkommyTaTop Sprinter TX CoLepPXUT BCTPOEHHbIN FTP-cepsep,
obecneuunBatowmii HarnaAHYO U yaobHyo paboTty c ero ¢ainosol cuctemon. YteHne u 3anucb daiinos
npounssoguTca Npu nomolum FTP-kaneHTa. Mporpamma Ao0AKHa MCNOIb30BaTh NACCUBHbIN peXnum obmeHa
(passive mode). Hanpumep, B Internet Explorer aToT perkum ycTaHaBanBaeTca Tak: Tools->Internet Options-
>Advanced->Use passive FTP; B Total Commander Hago npu co3gaHum HoBoro FTP coegnHeHMa yCcTaHOBUTb
ranoyky Ha Use passive mode for transfers. [loctyn kK FTP cepBepy MmeeT TONbKO NPUBUAETMPOBAHHbIN
nonb3oBatenb admin.

2.4.3 lonb3oBaTtenu u naponu

[na BbINONHEHMA KOMaHA4, KOHOUrypauuum W AMAarHOCTMKM, a TaKXKe A0S U3MEHeHMAa W
06HOB/MIEHNA MNPOrpaMmHOro obecrneyeHUa BO3MOMEH KaK JfIOKaNbHbIA, Tak WM yAaNeHHbl A0CTyn K
MyNbTUMNNEKCOpY-KoMmyTaTopy. O6a BuAa [OCTyna CoAepskaT eAMHblA  MeXaHM3M  3alWuTbl  OT
HEeCaHKLMOHNPOBAHHOro A0CTyMNa, OCHOBAHHbIA Ha MAEHTUOMKALMM MO UMEHWN MONb30BaTeNA U MapPOoIo.
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YCTPOMCTBO NOAAEPKMBAET MAEHTUPMKAUMIO TPEX Pas/IMYHbIX MOJb30BaTeNei: NPUBUNETMPOBAHHOMO C
nMeHem admin U HeNpPMBUNErMPOBAHHbIX C UMeHamu operl u oper2. MpuBMAErMPOBaHHLIM NO/b30BaATE/Nb
MOXEeT  WM3MEHATb  HacTpOMKM  ycTpoilcTBa M 0BHOBAATL  MporpammHoe  obecneyeHwue,
HenpUBMAErMPOBaHHbIE NOJIb30BATE/IN MMEIOT OrPaHUYEHHbIE BO3MOXHOCTM MO HACTPOWKe YCTPOMCTBA, U
MOTYT NPOCMaTPUBaTb AMArHOCTUYECKME COOBLLEHUA.

I'Ipomsso,u,MTenb YCTaHaBJ/IMBAET NO YMOJIHaHUIO Caieayouine napoiau:

Mma nonb3osartens Maponb
admin admin
operl operl
oper2 oper2

Mepen sakcnayaTaumen ycTpomncTea B Lesiax 6e30nacHOCTM HeobXxoAMMO U3MEHUTbL 3TU Napo/n
KomMmaHaol passwd. HoBble maposiv moryT npeactaBaAaTb NOCAeA0BaTE/IbHOCTb JIATUHCKUX OYKB U undp
A/MHOM 0 18 cMMBOIOB BKAKOUNTE/BHO.

Echn naponb 3abbIT, eguHCTBEHHbIM crnocobom JocTyna K YCTPOMCTBY ABAAETCs cbpoc
NoNb30BaTE/IbCKMX YCTAHOBOK HA NpegycTaHoB/AeHHble. [Maponn npu 3TOM MPUMYT YKasaHHble Bbllle
3HayeHuns o ymonadaHuto. Kpome atoro, IP agpec ycTpolictea byaeTt ycTtaHoB/eH paBHbiM 192.168.0.24, a
Mmacka noacetn — 255.255.255.0.

Ecnv Bam Heobxoaumo nonyumtb AOCTYN K MynbTUMEKcopy-KommyTaTopy Sprinter TX (MINI,
SLIM, 11, 12, 20), To ecTb BEpHYTb 3aBOACKME YCTaHOBKK IP aapeca, napons u T.M., BbIKAKOYUTE YCTPOMCTBO.
Haligute Ha 3agHei naHenu Sprinter TX (MINI) nan nepeaHein naHenu Sprinter TX (SLIM, 11, 12, 20)
ManeHbKoe oTBepcThe. HenposoaAawmMm npeameTom, Hanpumep, 3y6oUNCTKOM, HAXKMUTE PACNONOKEHHYIO
B OTBEPCTUM KHOMKY. YAepKMBaA KHOMKY, BKAOYUTE NMUTAHUE YCTPOMCTBA. YAEPKMBANTE KHOMKY HaXKaToM
ewe 2-3 cekyHAabl. Haxkmute knasuwmn “ESC+Q” pna BbIXOAa U3 MEHIO B PEXMM KOMAHAHOW CTPOKU M
BbINOJIHATE KOMaHAy mnt. 3aTem BbINONHUTE KOMaHAy menu. [Janee HeobxogMmMo NPOM3BECTU NOAHYHO
npoueaypy KoHpurypaummn yctpoicrtsea. JocTyn K ycTpoicTBy ocyuwiectsanetca no IP agpecy 192.168.0.24.
[Ons coxpaHeHMa KOHOUIypaLmm HeobX0ANMMO B MEHIO HaXaTb coveTaHume Knasuw “ESC+S”.

Ecnmn Bam Heob6xoAMMO NOAYUYMTb JOCTYN K MyAbTUNNEKCOPY-KOMMyTaTopy Sprinter TX (SFP), To
€CTb BEPHYTb 3aBOACKMeE yCTaHOBKM IP agpeca, napona u T.M., OTKAOUUTE YCTPOMUCTBO. 3aTeM NOAKNOUUTE K
Hemy 3arnyLwky B Buae RJ-45, noctaBnsemyto B Komnaekre. NMogkntoumte Sprinter TX (SFP) K KommyTaTopy C
SFP Kop3uHoi. Haxmute Knasuwm “ESC+Q” pna BbIXOA4A M3 MEHIO B PEXMM KOMAHLHOM CTPOKU U
BbINOJIHATE KOMaHAy mnt. 3aTem BbINOJHUTE KOMaHAy menu. [anee HeobxoauMMoO NPOU3BECTU MOJHYHO
npoueaypy KoHoburypauum yctpomnctea. JocTyn K ycTponcTBy ocyuiecteasetca no IP agpecy 192.168.0.24.
[na coxpaHeHUsa KOHOUIypaL M HEOBXOAMMO B MEHIO HaXKaTb coveTaHue Knasuw “ESC+S”.

3arnywky aaa MynbTMnAekcopa-kommyTtaTopa Sprinter TX (SFP), MOMHO W3roToBuTb, 06¥KaB
BUTYIO Napy B KOHHeKTop RG-45, n npunase anog LUoTTKM mexXay KoHTakTamun 1 1 2 ¢ 1to6oi NonapHOCTbIO.

Avoa WoTtTkm

NHbopmaums o naponsx My/bTUMNAEKcopa-kommyTaTopa Sprinter TX xpaHutca B ¢aitne
“/mnt/flash/config.sys” B8 3awmndposaHHOM BuAe. B anroputme WNPPOBaHMUA MCNOMb3YETCA CEPUMHDBINA
HOMEpP KOHKPETHOro YCTPOWCTBA, MO3TOMY MpuU nepeHoce 3Toro ¢akna Ha Apyroh MyabTUMAEKCOop-

)

|

12345678
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KomMmyTaTop cepum Sprinter TX oH He byaeT 3arpykeH. Mpu yaaneHuu config.sys (3Ta onepaumsa gocCTynHa
TO/IbKO aAAMUHUCTPATOPY) NAPOIM NPUMYT 3HAYEHMA NO YMONYAHMIO.

2.5 CucremHbie napameTpbl

B 37O/ rnaBe onNUCbIBAOTCA OCHOBHbIE MapamMeTpbl My/bTUMNIEKCOpa-KomMyTaTopa Sprinter TX.

2.5.1 BcTpoeHHble KaneHAapb U Yachbl

MynbTUNAEKCOP-KOMMYTAaTOP MMEET BCTPOEHHbIE Yacbl PEaNbHOrO0 BPEMEHM W KaneHZapb C
6atapeliHbiM nuTaHnem (Ha Sprinter TX (SFP) HeT 6atapelikun). OHM MCNONBL3YIOTCS N5 YKAa3aHUA BPEMEHMU
BO3HWKHOBEHUA COBbLITMI B KypHane. Mpu KaXgom CTapTe MyNAbTUNIEKCOP-KOMMYTATOp npoBepsieT
COXPaHEHHY0 B 3HEProHe3aBUCMMON NaMATU YacoB MHPOPMaLMIO U MPU OLIMOKE YTEHMA MHAMLMPYET K
HeobXoAMMOCTN CMEHUTL NMTHEBYIO baTapeto Yacos.

2.5.1.1 HacTtpoiika BpemeHu u pgatbl

CucTemHble Bpemsa U AaTy Ha MyabTUNAEKCOPax-KoMMyTaTopax Sprinter TX MOXHO U3MEHUTb B
MeHI0 B NyHKTe “3.2.4.17 /System/time”, HacTpansasa napameTpbl Time u Date, a Takxe ¢ nomoubio SNMP
areHTa.

2.5.2 CumBosbHOE ums

Ka)K[l,bIVI MYZIbTUNNIEKCOP-KOMMYTATOP MOXET UMETb CUMMBOJIbHOE UMMA, BbiIBOOMMOE B
NnoACKa3Ke KOHCOn U o6nerqarou.|,ee M,D,EHTM(I)MKaLI,MI-O MYNbTUNNIEKCOPA-KOMMYTATOpPaA.

2.5.2.1 HacTpoiiKa CUMBO/IbHOrO UMEHMU

Nms mynbTunnekcopa-kommyTaTopa Sprinter TX MOXKHO M3MEHUTb B MEHIO BO BKagKe “3.2.4.7
/System/global”, uamensa napametp Name, a Take ¢ nomoLblo MeHto 1 SNMP areHTa.

2.5.3 AppecBcetn

Karaplh  MynbTUNAEKCOP-KOMMYTAaTOpP MMeeT OAMH cucTemHblit  Ethernet uHTepdelic,
NOAKAIOYEHHbIN K BCTPOEHHOMY KOMMYTAaTOpPy BTOPOro ypoBHA. [nsA 3Toro uHTepdeica 3agaHbl MAC
aapec, IP agpec, MmacKka v WA3 N0 YMOAYaHUIO. M3roToBUTENb YCTaHABAMBAET KaXKAOMY My/bTUMNNEKCOPY-
KOMMYTaTOpPy YHUKanbHbIM MAC-agpec, 3aBMCALLMI OT annapaTHOro CepUitHOro Homepa ycTpoicTea. MNpu
nsmeHeHnn MAC-agpeca yCTpoiiCTBa HeOHXOAMMO CNeauTb 3a HeCOBMNAAEHMEM afpPecoB Y Pas/MYHbIX
Y3/10B CETW.

2.5.3.1 Hacrtpoiika agpeca B cetu

IP agpec, MacKy M W03 N0 YMOYaHUIO AN MyNbTUNAEKCOopa-KommMmyTaTopa Sprinter TX MOXKHO
M3MEHUTb B MeHI0 B NyHKTax “3.2.5.3 /IP/current-config”, “3.2.5.6 /IP/stored-config”, a Takxe ¢ NOMOLLbIO
SNMP areHTa.

Ons noboro n3 VLAN-oB, IP agpec, macky M W03, MOXHO 3a4aTb pasHble B NyHKTe "3.2.6.1
/VLAN/VLANID".

2.5.4 [loBepeHHbIe y3nbl

Mo coobparkeHnam 6e30nNacHOCTU YCTPOMCTBO MOMKET ObiTb AOCTYNHO TOJIbKO C BblOpPaHHbIX
YNPaBAAIOLLMX KOMNbIOTEPOB (KOMMbIOTEPOB MMEIOLLMX ONpeaesieHHble agpeca B ceTn). lna onpegeneHus
CMUCKa O0BEPEHHbIX Y3/10B MOXHO MCMNO/b30BaTb KOHKpeTHble IP-agpeca, Bce aapeca TeKywen noacetu
(ncnonb3yeTca agpec n macka CeTM My/bTUMNNEKCOPA-KOMMYTATOPA), @ TaKMKe BCe Y3/1bl BCEX CETEN.
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2.5.4.1 HacrtpoiiKka goBepeHHbIX y3/10B

Cnucok AoBepeHHbIX Y3/10B My/IbTUMNEKCOpa-KoMmmyTaTopa Sprinter TX MoKeT 6biTb MU3MEHEH B
MeHI0 B NyHKTe “3.2.5.4 /IP/hosts”, a Tak:ke ¢ nomolubio SNMP areHTa.

HacTtpoiika goBepeHHbIX Y3108 A0cTynHa ¢ Bepcum MO: LPOS 1.0.9.4SR3.

B paHHOM MyHKTE Bbl MOMETe PeAakTUpPoBaTb CMMCOK A0BEPeHHbIX y310B. C 3TUX Y3108
paspelleH A0CTyn K ycTponctsy. [nA BKAOYEHUA/OTKAOUYEHUA HEeOoBXOAMMO HacTpamsaTb MapameTpbl
TrustAll n TrustLocal, KoTopble HaxogAaTca B nyHKTax “3.2.5.3 /IP/current-config” n “3.2.5.6 /IP/stored-
config”.

BrntouyeHne/oTKAYEHNE CIMCKA A0BEPEHHDIX Y3/10B, KOTOPbI MOXKHO 334aTh B
nyHKTe “3.2.5.4 IP/hosts”.

Yes - nosepAatb Bcem. [py 3TOM 3Ha4eHUM AOCTYN MMEIOT BCe He 3aBUCMMO OT CNMCKa
TrustAll [0BEPEHHbIX Y3108 (MO ymoN4aHuio).

No - pa3zpeluaeTt goCTyn K YCTPOMCTBY TO/IbKO Y3/1aM HaXO4ALMMCA B CIIUCKE
[OBEPEHHbIX Y3/10M. TakKe Npu 3TOM 3Ha4YeHUM yunTbiBaeTca napametp Trustlocal.

[octynHo ¢ Bepcum MO: LPOS 1.0.9.4SR3.

BK/toueHMe/oTKNI0YEHNE A0BEPEHHbIX Y3/10B U3 OKa/IbHOM CeTu.
YuuTbiBaetcs, Korga napametp TrustAll umeet 3HaueHne No.

TrustLocal Yes - noBepeHHbIMM ByAyT NOKaNbHble y3/bl M U3 cnMcKa hosts (No ymonyaHuio).
No - poBepeHHbIMM ByayT TONLKO Y3/bl U3 cNKcKa hosts.

BDoctynHo ¢ Bepcun NO: LPOS 1.0.9.4SR3.

MyHKT MeHto “3.2.5.4 /IP/host” BbirnaguT cneayowmm obpasom:

/IP/hosts Advanced ESC+h - Help
|>.. Network Mask | 20 0.0.0.0 255.255.255.255
| 1 192.168.0.133  255.255.255.0 | 21 0.0.0.0 255.255.255.255
| 2 192.168.0.203  255.255.255.0 | 22 0.0.0.0 255.255.255.255
| 3 0.0.0.0 255.255.255.255 | 23 0.0.0.0 255.255.255.255
| 4 0.0.0.0 255.255.255.255 | 24 0.0.0.0 255.255.255.255
| 5 0.0.0.0 255.255.255.255 | 25 0.0.0.0 255.255.255.255
| 6 0.0.0.0 255.255.255.255 | 26 0.0.0.0 255.255.255.255
| 7 0.0.0.0 255.255.255.255 | 27 0.0.0.0 255.255.255.255
| 8 0.0.0.0 255.255.255.255 | 28 0.0.0.0 255.255.255.255
| 9 0.0.0.0 255.255.255.255 | 29 0.0.0.0 255.255.255.255
| 10 0.0.0.0 255.255.255.255 | 30 0.0.0.0 255.255.255.255
| 11 0.0.0.0 255.255.255.255 | 31 0.0.0.0 255.255.255.255
| 12 0.0.0.0 255.255.255.255 | 32 0.0.0.0 255.255.255.255
| 13 0.0.0.0 255.255.255.255

| 14 0.0.0.0 255.255.255.255

| 15 0.0.0.0 255.255.255.255

| 16 0.0.0.0 255.255.255.255

| 17 0.0.0.0 255.255.255.255

| 18 0.0.0.0 255.255.255.255
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| 19 0.0.0.0 255.255.255.255
Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Y106b1 06aBUTL HOBbLIN Y3€/1 B CUCOK, BbibepeTe cTpoky ¢ 0.0.0.0 n Haxxkmute «Enter».

/IP/hosts/1 Advanced ESC+h - Help
|>..

| Network 192.168.0.133

| Mask 255.255.255.0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Network YctaHasamsaerT IP agpec y3na.

Mask YcTaHaBAnBaeT MacKy NoAceTu 414 3TOro y3na.

BHUMAHMUE! M3ameHeHue criucka adpecos 0o8epeHHbIX Y3708 Yepe3 telnet-ceccuto Mmoxcem npusecmu K eé
paspsigy 6e3 803MOXHOCMU 80CCMAHOB/AEHUA COEOUHEHUA C 3MO20 y3/a, ecau OH UCK/AKYeH U3 4ucaa
008EepPEHHbIX.

2.5.5 Taumayr

Ecnv nonb3oBaTenb He BBOAWUT KOMaHAbl B TeYeHWe onpeneneHHoOro BPeMEHW, coeduHeHue
yepes nocnenoBaTe/bHbIA MOPT C MOMOLLBIO KOHCOMbHOW MPOrpammbl, UAW YyOANEeHHO 4epe3 CeTb, C
MCMNo/ab30BaHNEM NPOTOKoNa telnet, byaeT pasopBaHO My/bTUNIEKCOPOM-KOMMYTAaTOPOM. [0 yMOAYaHUIO
Bpems TaliMayTa cocTaBnaeT 15 MuH.

2.5.5.1 Hacrpoiika TaiimayTa

Ha mynbTunaeKkcopax-kommyTtaTopax Sprinter TX Bpems TalimayTa MOKeT BbiTb U3MEHEHO Yepes
MeHI0 B NyHKTe “3.2.4.16 /System/telnet”, nsmexas napametp Timeout.

2.6 E1 uHtepdeiic
E1 nHtepdelic — aTo MHTEepdelic 0bopyaoBaHUA B COOTBETCTBUM CO cTaHAapTom ITU-T G.703.

MybTUNIEKCOP-KOMMYTATOP COAEPXUT OOMH, [Ba, 4YeTblpe, BOCEMb, LIECTHAAUATb MM
ABaauaThb YeTbipe MHTepdeiica E1 ana nepesaym AaHHbIX CO CKOpoCTbio 2048 K6UT/C, B COOTBETCTBMM CO
cneundukaumnent G.703. dusmyeckuin MHTEpPenc — CUMMETPUYHDINA, C CONPOTUBAEHMEM ANHMKN 120 OMm.

Ona nepepaunm noTtoka E1 HeoBXOAMMO HACTPOUTb BMPTYa/NbHOE COEAMHEHUE MEXAY
nHTepdencamm ABYyX MYNbTUMNIEKCOPOB-KOMMYTAaTOPOB. HacTpoiKka coeAuHeHMA NpPou3BOAMTCA NpuU
NOMOLLM NYHKTa MmeHio “3.2.2.1 /TDMoP/nopt/config”.

B cniyyae, Korga mysbTUMNIEKCOPbI-KOMMYTATOPbl COeANHEHbI APYT C APYFOM HENOCPeACTBEHHO
unn yepes KommyTatopsl Ethernet, notok E1 moHO nepegaBaTtb BHYTpU Kagpos Ethernet, 6e3 3arosoBkos
IP. Mpu 3aTom o0b6ecneyMBalOTCA MUHUMA/IbHOE BPEMA 33LEP’KKU, U MUHUMAJIbHbIE MOTEPU MOAOCHI
NPOMnyckaHWa KaHana. [OTOK fAaHHbIX, MOCTYMAlOWMN C KaX[Oro w3 aKkTUBHbIX WHTepodelicoB El,
pasbuBaeTcA Ha Kaapbl QUKCUPOBAHHOM AOJ/IMHbI, CHab)KaeTca 3aro/IOBKOM YPOBHA ajanTauuu
BMPTYa/bHOTO CoeaMHeHua W 3arosioBkom Ethernet ¢ ykasaHnem MAC-agpeca MynbTUNIEKCOpa-
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KOMMYyTaTopa HasHauyeHuA. [na Kaaoro M3 ucnosiblyembix MHTepdencoB E1 KaxKAoro M3 yCTpoMCTB
HeobxoAMMO yKa3aTb IP-agpec MynbTUNAEKCOPA-KOMMYTATOPa HasHauYeHUA n Homep ero uHTepdelica E1, c
KOTOpbIM ByAeT yCTaHOB/IEHO BUPTyasibHOE COeAMHEHME, a TaKkKe HeobxoaMmMo yKasaTb MAEeHTUPUKATOP
VLAN gns KagpoB, TPaHCMOPTUPYIOWMX AaHHbiM noTtok El. MaeHTUdUKATOP paBHbIA HY/KO YKasbiBaeT
MY/IbTUNNEKCOPY-KOMMYTATOPY Ha OTCYTCTBME HEODXOAMMOCTM TerMposaTtb Kagpbl. ECiv B TpaHCNopTHOM
CeTU nepearTca He TONbKO Kagpbl ¢ TDM-gaHHbiMK, TO cnegyeT 3agaTtb nosae npuoputeta 802.1p
MapKupoBaHHOro Kagpa 802.1Q. 3HayeHWe 3TOro NosAa AOKHO obecneumBaTb HaMBbICWIWMI NpuopuUTeT
Kagpam ¢ gaHHbimm TDM. Hencnonbsyemble MHTEPDENCHI MOXKHO BbIKAOYUTD.

Ecnn HECKONbKO YCTPOICTB COEAMHEHDI B TOMNOIOMMM TUMA «3BE343» UM KLEeNOoYKa», HAacTPOoMKa
BbINONHAETCA aHANIOTMYHO CAYYal0 «TOYKA-TOUKA» ANA KaxXaow napbl uHTepdencos. Heobxogmmo
BbIAENNTb KaXaoMy yCTponcTey nHamsmnayanbHble MAC- n IP-agpeca u onvcaTb BUPTYasibHble COeAMHEHUA
BCEX BKOYEHHbIX MHTepdencoB E1. Kaxablit M3 3TMX MHTEpPdENCOB MOXKeT ObiTb coeauHeH ¢ Ntobbim
ApYyrum nHtepdencom ntoboro MynbTUNIEKCOPA-KOMMYTATOPA B CETU.

Bce nHTepodeiicbl E1 mynbTUnaekcopa-KkommyTaTopa 0603HaYaloTCA AECATUYHBIMU YMUC/TaMU B
nopsaKe BO3pacTaHMA, HAuMHAA ¢ Hyaa. Ona paboTbl ¢ noAKaHaNnoOM HeOBXoAMMO yKasaTb HOMepa Takm-
CNOTOB, UCMOJIb3YEMbIX B NOAKAHane, B cnepytowem ¢opmare:

HOoMep WHTepdeica: AManasoH TalM-CNOTOB (HayaNbHbIN TAaMM-CNOT — KOHEYHbI Talim-Cc/oT)
WM CMUCOK TaMM-C/I0TOB Yepes 3anaTyro

Hanpumep, 0-16 uau 0,1,16.

Ecnm Homepa TaMm-C0TOB He yKa3aHbl, TO UCMONb3YyOTCA BCe 32 Talm-cnoTa.

2.7 Ethernet unrepdeiic
Ethernet nHTepdeic - nHTepdenc obopyaoBaHMA B COOTBETCTBMM CO cTaHaapTom IEEE 802.3.

MyAbTUNAEKCOP-KOMMYTaTOP COAEepXKUT uHTepdeincbl Ethernet 10/100/1000Base-T Aans
nepeaayn AaHHbIX co ckopocTbio 10, 100 nam 1000 M6uT/c B cooTBeTcTBMM cO cneumduKaumen IEEES02.3.
Ethernet-uHtepdelic mynbTUnNIEKCOpa-KOMMyTaTopa MOXKeT paboTaTb B peXKMMe aBTOCOr/1acoBaHUsA, a Tak
€ NO03BOSIET BPYYHYIO YCTAaHOBUTb CKOPOCTb WM pPeEXMM AyNJaeKkca ANA KaXaoro WHTepodeirica B
OTAENIbHOCTH.

BHUMAHUE! Hecoomsemcmsue ycmaHOB0K cKopocmu u Oynsaekca Ha mnopmy Ethernet
MyAbMUnaAeKkcopa-KoMmmymamopa u nopmy nooKawo4Yaemozo 060py008aHUA Moxem npusodums K
b6s10KUpOBKE 8CMpoeHHo20 Ethernet Kommymamopa u Heso3MoMHocmu nepedavyu OAHHbIX KAK Yepes
HernpasusbHO CKOH(U2YpUPOBAHHLIU nopm, mak u Yepes opyaue nopmei!

BHUMAHMUE! lMepedaua E1 nomokos yepe3 uHmepdgelic Ethernet ycmaHoeneHHbIl 8 pexum
nosyoynnexkca Moxcem npueooums K OWUBKAM CUHXPOHU3AUUU U 8bICOKOMY yposHio BER ecnedcmeue
4acmo 803HUKAOWUX Koaau3uli 8 amoli KoHgpuypayuu!

MyHKT meHto “3.2.3.12 /Eth/nopt/config” HacTpanBaeT pexkmum paboTbl BbIGPAHHOMO MaKeTHOro
nHTepdelica, CKOpoCTb, AyNaeKC.

NHTepdelic moxKeT paboTaTb B 0HOM M3 C/IEAYIOLLNX PEXNUMOB:

down MHTEpPdENC BbIKNOYEH;

NHTepdenc NponyckaeT TONbKO TerMPOBaHHbIE Kafpbl, 3TOT PEXKUM UCMONb3YeTCA ANA
CBA3U C APYrMM MY/IbTUMNAEKCOPOM-KOMMYTaTOPOM HEMOCPEeACTBEHHO;

trunk
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multi

access

QinQCustomer

QinQProvider

MHTepdenc NPonycKaeT BCe Kaapbl; PEXXMM Mo YMONYaHUIO, UCNOJIb3YEMbIA, EC/IU ABHO
He yKasaH Apyroi pexxum. MoMTMKa MCNoAb30BaHUA MHTEPENCOB onpeaenaeTcs
BHELWHMM 060pya0BaHMEM, HANPUMEP, MAPLLPYTM3aTOPaMM 3-T0 YPOBHS,
CBA3bIBAOLLMMU MYNbTUNIEKCOPbI-KOMMYTATOPbI;

NHTepdec UCNoNb3yeTcs ANA Nepeaaydm Nnosib3oBaTeIbCKMX AaHHbIX. [1aKeTbl ¢ Apyrum
naeHtnoumkatopom VLAN ID He KOMMYTUPYHOTCA B 3TOT MHTepdeiic. MakeTsl,
nocTynawuime B 3TOT MHTEpdENC, TETMPYIOTCA C MAEHTUDUKATOPOM, PaBHbIM YKazaHHOMY
napameTpom VLAN ID;

K/IMEHTCKUI NopT, ppermbl Ha BXOZEe BCeraa TermpyroTca BTOpbIM Terom (ecan 6es Tera,
To nepsbiM); 802.1Q OTKAIOYEH;

NopT, Ha BXOZE KOTOPOro NPUHMMAIOTCA TO/IbKO ppeimbl ¢ ProviderTag, KoTopble
KOMMYTUPYIOTCA B COOTBETCTBMMU C Tabanueit vlan’os.

ProviderTag - Ter, KOTOpbI ycTaHaBAMBaETCcA 4/1a ppeinmoBs B pexxkume QinQProvider.
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3 JloKanbHbIi U  yAANEHHbIA [OCTYyN K MYAbTUNJIEKCOpY-
KOoMMyTaTopy.

Ona KOHPUrypaLmm M AMArHOCTUMKK, a TaKXKe ANA U3MEHEHMA U OOHOBAEHWA MPOrPAMMHOrO
obecneyeHnA BO3MOXKEH KaK IOKabHbIM, TakK U yAANEHHbIN A40CTYN K MyAbTUNAEKCOpPY-KoMmmyTaTopy. Oba
BMAA AOCTYNa coAepKaT eANHbIN MEXaHU3M 3aLLUTbl OT HECAHKLMOHMPOBAHHOMO A0CTYMNa, OCHOBaHHbIM Ha
naeHTMdMKaLMM No0 MMEHU NONb30BATENSA U MaPOo0. YCTPOMCTBO NOALEPKUBAET UAEHTUPUKAUMIO Tpex
Pa3/IMYHbIX NOAb30BaTENEN: MPUBUNETMPOBAHHOIO C MMeHem admin U HENPUBUAEIMPOBAHHbIX C UMEHAMMU
operl un oper2. MpUBUNEIMPOBAHHbIM NOMb30BATE/Ib MOMKET U3MEHATb HAaCTPOMKM YCTPOMCTBA U OOHOBAATL
nporpammHoe obecneyeHne, HENPUBUAETMPOBAHHbIE NOIb30BATENN MMEKD OFPaHUYEHHbIE BO3MOMXKHOCTU
No HaCTPOWMKe YCTPOMCTBA, U MOFYT NPOCMATPMBATb AMATHOCTUYECKUE COOBLLEHMS.

Mpoun3BoauTe b yCTaHABAMBAET MO YMOYAHUIO CAeAylolLMe Napoun:

Mma nonb3osatens Maponb

Admin admin
operl operl
oper2 oper2

JloKanbHBIM JOCTYN K YCTPOMCTBY OCYLLECTBAAETCA Yepe3 noc/iefoBaTeNbHbl nopT. Oaa sToro
HYHO COeAMHUTb YCTPOMCTBO M NOC/AeAO0BaTe/bHbIA NOPT YMPABAAOLWEro KOMMbioTepa Kabenem wu
3anNyCcTUTb Ha YMpaBAAOWEM KOMMNbiOTEPe TEPMUHANbHYKO MPOrpammy, NoAAepXUBAKOLWLY 3IMYAALMIO
ANSI TepmuHana, Hanpumep, Hyperterminal w3 coctaBa Windows, nporpammbl CTOPOHHUX
npounsBoguTenemn, Takue Kak: PuTTY, SecureCRT u gpyrue.

MapameTpbl HAaCTPOMKM NoOCAeAO0BaTENIbHOrO NopTa KomnblotTepa — 115000 K6uT/c, 8 6uT, 6e3
YyeTHOCTH, 6e3 KOHTpoNA Nepeaaumn.

Mocne 3anycka TepMMUHANbHOM NPOrPaMMbl, B OTBET Ha MPUIAaLIEHME CUCTEMBI, HY}KHO HabpaTb
MMSA NOAb30BaTeNS, @ 3aTEM NaPO0Jb, MOC/E YEro OTKPOETCA MEHI0 KOHOUIYPUPOBaHMA.

[anee MoOXHO BBOAWTb Nt06ble KOMaHAbl YNpaBaeHMUA U KOHOUTypaLuumn, onucaHHbIe HUXKeE.

YpaneHHbI 4oCTyn K yCTPOMCTBY OcyLuecTBAseTcs Yepes ceTb IP no npotokony telnet uan HTTP.
Onsa 3TOro Hy)XHO NOAKMOYUTL OAMH M3 abOHEeHTCKMX MHTepdeicos Ethernet Kk cetn n ybegutbes, yto
CBETOAMOAHbIE MHANKATOPbI MOKA3bIBAKOT HaIMUME COEANHEHMUA.

Ons nogkntoyeHua no npoTokony HTTP, Heobxogumo 3akthm uepes Web-uHtepdeic Ha
yCTpoMcTBO, Hanpumep, no agpecy http://192.168.0.24, sBBeanTe NOrMH M Naposb. [0 yMOAYAHMIO NOTUH —
admin, naposb — admin.

Ona nogkntodeHus no npoTokosy telnet, HeobxoAMMO 3anycTUTb Ha ynpasBAstoLEem
KomnbloTepe 06yl nporpammy — KaueHT telnet, Hanpumep, Hyperterminal u3 coctaBa Windows.
HeobxoamMmo yKkasaTtb IP agpec mynbTURAeKcOpa-KOMMYyTaTopa, Npu 3TOM B nyHKTe “3.2.5.4 /IP/hosts”
MY/IbTUMNEKCOPA-KOMMYTaTOPa, B CBOK o4epenpb, A0MKeH BbiTb paspeLleH A4OCTyN K HEMY YNpaBAAoLWEro
KOMMbloTepa € AaHHbIM IP agpecom. MoKHO pa3pelunTb A4OCTYN TONbKO C Onpeae/ieHHbIX KOMMNbOTEPOB, CO
BCEX KOMMbIOTEPOB JIOKA/NbHOW ceTu, uanm ¢ nwboro KomnbioTepa. LOCTYMHOCTb MyAbTUM/IEKCOpa-
KOMMYTaTOpa MOXHO NPOBepPUTb KOMaHAOM ping ¢ yaAaneHHOro KomnbloTepa.

HacTtponkm nporpammbl telnet goskHbl BKAto4YaTb amynaumio ANSI TepmuHana u nepesog,
CTPOKM Nocne BO3BpaTa KapeTKu.

Mocne 3anycka KaueHTa telnet B oTBeT Ha npuraaweHne cucTembl HyXHO HabpaTb MmA
no/ib30BaTeNA U Napo/b, NOC/E YEro OTKPOETCA MeHIO KOHUIypupoBaHusa.
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[anee MOXHO KOHPUIYpUPOBaTb MY/bTUMIEKCOP-KOMMYTATOP Yepe3 MyHKTbl  MEH!o,
OMnucaHHbIe HUXKe.

Echn nonb3oBatesnb He KOHPUIypupyeT YCTPOWCTBO B TeYEHWEe ONpeaeNeHHOro BPEMEHM,
coeanHeHune telnet 6yaeT pa3opBaHO MyNbTUMNIEKCOPOM-KOMMYTAaTOPOM U3 coobpakeHuin HesonacHocTU.
Mo ymonuyaHMio BpemMsa TalmMayTa COCTaBAseT 15 MUH N MOXKeT 6bITb U3MEHEHO Yepes NYHKT MeHto “3.2.4.16
/System/telnet”.

YteHune n 3anunce $paiiioB nporpammHoro obecrneyeHuns npu yganeHHoOM AoCTyne npomMsBoauTca
no npotokoay FTP. [1nA aToro 3anyctute Ha yaaneHHOM KOMMbtoTepe nporpammy — KameHt FTP, Hanpumep,
Internet Explorer. Mporpamma ao/xKHa Ucnonb3oBaThb passive mode (B IE cooTBeTcTBylOWIME YCTAHOBKM
Tools > Internet Options > Advanced > Use passive mode). JJornH 1 naponb Ans A0CTyna K AUPeKTopumn
/mnt/flash ToT e, 4yTo M Ana npuBMAErMPOBAHHOrO AOCTYyMNa K YCTPOMCTBY. MMoAAep>KMBalOTCA UYTEHMe,
3anucb 1 yganeHue ¢paiinos.

3.1 KomaHpAbl TepMUHANbLHOrO ynpaBaeHus

B aTom pasaene onucaHbl KOMaHAbl YNPaBAeHUA U OUArHOCTUKM, AOCTYMHble C JI0Ka/JbHOro
TepMuHana (KoHconn) ycTpoicTBa W yAaneHHo no npoTtokony telnet. AnAa Habopa 3TUX KOoMaHA,
HEoObX0AMMO YCTAaHOBUTb COEAMHEHME C MYNbTUNNEKCOPOM-KOMMYTATOPOM 4epe3 NocaenoBaTeNbHbIM
nopT MaM Yepes ceTb Mo NpoToKosny telnet. BBog KOMaHAbl AONXEH 3aBepllaTbCA KAaBuLen BO3BpaTa
KapeTkn <CR>. CnpaBKy Mo BCEM AOCTYMHbIM B AAaHHbIA MOMEHT KOMaHAAM MOMKHO NOYYNTb, HabpaB «?»

CnpaBKy MO UCNOAb30BAHUIO KOHKPETHOM KOMaHbl MOYKHO NONYYnTb, Habpas

UMSA_KOMAHObISTAB> NV UMA_KOMAHObI< ?>

3.1.1 CuHTaKCUC KOMaHA,
CVHTaKCUC KOMaHZ, BBOANMbIX B KOMaHZHOM CTPOKE:
KomaH@a [napamemp | napamemp] [Kkarou [napamemp]]
roe:

KomaHga CTporo 3agaHHaA nocnegoBaTe/IbHOCTb CUMMBOJIOB, oOnpegenAatollan ,u,aaneﬁmme
napameTpbl U CMbIC/1 BbIMOJIHAEMOTO AeﬁCTBM‘r‘I.

MapameTp KntoyeBoe cnoB.o, IP-agpec, macka cetn, MAC-agpec, 4ncno, caoBo, CTPOKA.
Kntou 3HaK «-» 33 KOTOPbIM CeayeT O4MH CUMBOJI.
KomaHpaa, Kntoumn 1 napameTpbl OTAENATCA APYr OT Apyra CUMBOaMM «Npobesny.

MNpy oNUcaHUM CUHTAKCMCa KOMaHA UCNO/b3YHTCA cneaytolime 0603HaYeHUs:

® B YI/IOBbIX CKOBKax <> yKa3blBaloTCA 06s3aTe/IbHbIE MAPaMETPbI;

e B KBagpaTHbIX CKOBKax [] yKasbiBatoTca HeobA3aTeNbHble NapameTpbl;

e cumBon “|” obo3HavaeT noruyeckoe “nnn” — BbI6OP MeKAy PasAUYHbIMUM NapameTpamu;
®  K/lOYeBble C/10Ba BbIAENAOTCA KUPHbIM WPUDTOM.

Tunbl napameTpoB KOMaHA:

KntoyeBoe cn10BO — CNOBO Hecyuwee onpegeneHHyo CMbICNTOBYKO HArpysky, Hanpmmep, HassaHue
BBOAMMOTO NapameTpa.

IP-agpec —A.B.C.D —3agaeTcA B BUAE YeTblpex AeCATUYHbIX YNCeN, pasaeieHHbIX TOYKAMMU.
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Macka cetn — A.B.C.D —3agaeTca B Buae YeTblpex AeCATUYHbIX Ynucen, pasgesieHHbIX TOYKamMu.

MAC-agpec — HH-HH-HH-HH-HH-HH — 33apaetcAa B BuMae wecTn rpynn 4vmcen, pasaesieHHbIX
cumBonamum “-“ Kaxgana rpynna cocTouT U3 ABYX LWeCTHaALATEPUYHbIX YMcen.

MocnegHue nATb BeAEHHbIX KOMaHA XpaHATca B 6ydepe. UTobbl BOCMNOAb30BaThCA paHee
BBEeleHHOM KOMaHAoi, HeobxoAMMO HaxKaTb Knasuwy “ (BBepx) nnn “J” (BHU3).

3.1.2 CoobuweHusa 06 owmnbKax

B Tabn. 6.2 npuseaeHbl coobleHns 06 owmrbKax, KOTopble MOTYT BbIBOAWUTLCA BO Bpems paboTbl

C KOMaHAHOM CTPOKOW.

Tabn. 6.2. CoobuieHnsa o6 owmbkax.

CooblueHne 06 owmnbke

syntax error: invalid
parameter

syntax error: omitted
parameter

syntax error: invalid type
syntax error: missed value

syntax error: invalid
delimeter

privileged comand: no
rights enough

is not recognized as a
command

open error

OnuncaHue oWmnbKN

HeBepPHbIN NapameTp

nponyLieH napamerp

HeBepPHbIN TUM NapameTpa
nponyLLeH NapameTp Kato4a

nponyLeH ob6s3aTenbHbIN
pasgenutenb

KOMaHAa HedoCTynHa
nonb30oBaTeNto

KomaHAaa He 6bina
naeHTMdMUMpPOBaHa, BBeAeHa

ownboYyHasa Koma HAOa

OTKpPbITUE painna He yaanochb

3.1.3 CucremHble KOMaHAbI

PekomeHayemble aencTens

BBECTW NPaBuW/ibHbII NapameTp

BBECTU MPOMYLLEHHbI NapamMeTp

BBECTM MapameTp NpasuibHO

BBECTM MPOMYLLEHHbIA NapameTp

BBECTM MPOMYyLLEHHbI pa3genunTenb

C NOMOLLbIO KOMaHAbI SU BOUTU Noa,
nmeHem admin

C nomMolbto cnpasku “?” cneayet
NPOBEPUTb KOPPEKTHOCTb BBOAMMOW

KOMaHAbl.

BBECTW NpaBUAbHOE MMs daina

DTN KOMaHAbl NO3BONAKOT NPOCMOTPETb UIN USMEHUTL NMapPaMeTpbl OI'lepaLI,MOHHOﬁ CUCTemMbl,
cBeageHuA 06 YYE€THbIX 3anncax nonb3oBaTesnen, napamMeTpbl TepMMHaﬂbHOVI ceccmmn n T.N.

arp

OTobpasutb Tabamuy cootsetctema MAC u IP agpecos.

CuHTaKcuc:

arp [-a] [-c] [-v]

MapameTtpsbl:
-a noKasaTtb Tabanuy;

- 04YMCTUTb Tabauuy;
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-v dUNbTP TabaMLbl ANA BbIBOAA HAa 3KPAH C YKAa3aHHbIM MAEHTUPUKATOPOM
VLAN;

cd

M3meHunTb TeKYLLI,Mﬁ KaTazior Ha noakartanor dirname TEKYLWEro Katanaora (,CI,OI'IYCKaETCﬂ

n un o on

ncnonb3osatb “/”, “.” n “.” pNA yKasaHUA Ha KOPHEBYIO, TEKYLLYHO U POAUTENLCKYHO AUPEKTOPUM
COOTBETCTBEHHO).

CuHTaKcuc:

cd <dirname>

Npumep:
MepeiiTn B KaTasnor mnt U3 KOPHEBOTO KaTanora.

LPOS > cd mnt

cls

Ouunctnto 9KpaH TepMUnHana.

CuHTaKcuc:
cls

exec

NcnonHWTb KomaHapl MHTepdelica KoMaHAHOM CTPOKK M3 daina.

CuHTaKcuc:

exec <String filename>

Mpumep:

LPOS > exec /mnt/flash/running command

exit
3aBepLlnTb TEKYLLYl0 ceccuio ynpasneHusa. OcTaHaBAMBAET TeKyllyto ceccuio telnet m
pa3pblBaeT COeANHEHME.,

CuHTaKcuc:

exit
list
MoKa3aTb CNMCOK MapameTpoB.

CuHTaKCcuc:
list [path to attribute]

MNpumep:
BbIBOA, cnncKa napameTpos no nytv TDMoP/1

LPOS > 1list TDMoP/1
config Directory

state Directory
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statistics Directory
log
BblgaTb Ha 3KPaH CMMCOK CUCTEMHbIX COOOLEHMA C MOMEHTA NOCAeAHEero BKAOYEHUA
yCTpoicTBa.
CuHTaKcuUc:
log [-a][-e][f filter]
Mapamerpbl:
-a BK/IIOYMTb BblAauy BCEX CUCTEMHbBIX COOBLLEHUNI, XpaHALmMXcA B paline
YPHana;
-e OYMCTUTb CMUCOK;
-f dnnbTpaumMA BbIBOAA KOMaHAbI;
MNpumep:
LPOS > log -f ethstat
28.08.15 12:10:56.439 : [ethstat] Eth 0: 1G Up Full duplex
28.08.15 12:11:20.455 : [ethstat] Eth 1: 100M Up Half duplex
Is
BbiBecTM cnncok panios B TEKYLLEN ANPEKTOPUN MYIbTUMNIEKCOPA-KOMMYTATOpPA.
CuHTaKcuUc:
Is
mail

OTnpasuTb NoOYTOBOE COODOLLEHUNE

CuHTaKcuc:

mail [--binary] [--stat] [-f Attach file] [-p [1..65535] SMTP port ] <-r Remote server ip> [-s
subject | [-v [0..4094] SMTP server vlan] [body String Body] <from String From> [pass
String Password] <to String To>

Mapametpbl:
--binary
--stat

f

-v
body
from
pass
to

oTnpaBnaTb paiinbl B BUHAPHOM perknme;
OTNPaBUTb CTaTUCTUKY;

“.n

nyTb 40 $alnoB BAOKEHUA, pa3aenutenb mexay dannamm “;” — Touka
C 3anaTomn
SMTP nopT, AocTynHble 3Ha4eHuA [1..65535];

IP-agpec yaaneHHoro cepsepa (SMTP-cepsepa);

Tema coobLeHus;

VLAN SMTP-cepBepa, AnanasoH 3HayeHui [0..4094];

TeKCT cooblueHma. Ecnm He ykasaH, To 6epeTca n3 notoka stdio;
e-mail agpec otnpasuTens;

naposb;

e-mail agpec nonyyarens;
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MNpumepbl:

LPOS > mail -r 192.168.0.221 from sprinter228@nsc-com.com to
sprinter22l@nsc-com.com —-s test subject body test body

LPOS > mail -r 198.168.0.221 from sender@domain.com to
recipient@domain.com pass mypassword body text body --stat -f
system.cfg,;log

mapmac
[Moka3aTb Ta61w|u,y KOMMYTauUnn NaKeToB.
CuHTaKcuc:
mapmac [-c] [-f] [-m part of MAC] [-p ports]
Napamerpbi:
- OUUCTUTbL TabANLY OT aBTOMAaTMUECKN A06aBNEHHbIX afipecoB mac-aJpecos;
-f oTobparkaeT Bce mac-agpeca, B TOM yncie gobassieHHble aBTOMATUYECKU;
-m YyacTb mac-aJpecos, KOTOPble NOKa3biBaTb; €C/IM Mac-aZpec He 3aAaH, TO
NOKa3biBaeTcA Ta6m/|u,a mac-aapecos,
-p duNbTp TabANLUbI ANA BbIBOAA Ha 3KPaH MO YKa3zaHHOMY CMUCKY NOPTOB;
MNpumep:
[ToKa3aTb Ta6nv|u,y mac-a4pecos AnAa nopta 0
LPOS > mapmac -f -p 0
# MAC address name pri ttl ports
25 54-A5-4B-AA-14-32 0 6 0
26 5A-00-3B-00-19-9F 0 7 0
35 F0-79-59-5C-17-01 0 7 0
37 FF-FF-FF-FF-FF-FF bcast 0 7 0,1,cpu
MocmoTpeTb BCo Hasy mapLipyTnsaumm
LPOS > mapmac -f
# MAC address name pri ttl ports
0 00-10-20-30-40-50 user 1 7 0,2
1 00-13-D4-4A-9B-30 learned 0 5 3
2 00-16-EC-2B-36-D4 learned 0 6 3
3 00-18-F3-06-D1-94 learned 0 7 3
4 00-30-4F-3E-06-61 learned 0 7 3
5 01-80-Cc2-00-00-00 learned 3 6 cpu
6 5A-00-3B-19-DD-A8 learned 0 7 2
7 5A-00-3B-1C-2F-F5 learned 0 7 cpu
8 5A-00-3B-1D-30-F6 learned 0 5
menu

3anycTuTb NHTEpPdENC MeHIO.

CuHTaKcuc:
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menu

mirror

3epkanunposaHue Tpaduka B dann /mnt/mem/mirror.pcap. He Bkntovaet B cebss TDMoP
Tpadpduk. ®daitn MOXKHO NpPocMOTpeTb € nomowbto nporpammbl  Wireshark 1 npoumnx
aHaNM3aTopOoB ceTeBOro TpaduKa.

CuHTaKCUC:
mirror [-] [64..1600]] [clear] [enable] [save]

MNapamertpbi:
- MaKcuMasbHas gnvHa gperima, 4onycTMumble 3HaYeHus [64..1600];

clear  0YMCTUTbL NpeablAyLLYIO CECCUIO 3epKannpoBaHna TpaduKa;
enable BKNOYMTb 3epPKAaNNpPOBaHUE TPADUKa;

save 3anucartb pesyabTaT B daiin;

MNpumep:

OuMwaem  npeablaywyto  Ceccuo  3epKanuMpoBaHus  TpadduKa,  BKAKOYAEM
3epKa/IMpoBaHue, XKaem HeobXo0AMMbI MPOMENKYTOK BPEMEHU U COXpaHAeM B paia pesynbraT.

LPOS > mirror clear

LPOS > mirror enable

LPOS > mirror save

Saved to /mnt/mem/mirror.pcap

ps
MokasaTb MHGOPMaLMIO O AAECTBYHOLMX NPOLECCAX YCTPOWCTBA.

CuHTaKcuc:
ps
Npumep:
LPOS > ps
name state wait sleep cpu time
idle ready started 90.623%
SCPUMon-1 susp event 89 0 0.663%
Log susp event 708 1 0.016%
ATUMonitor susp sleep 1 0 2.091%
ethstat susp sleep 76 0 2.463%
ethlink susp event 41045 0 0.000%
ipdeamon susp lock 31 0 0.184%
TCP _Deamon susp sleep 27 0 0.112%
SIPServer susp Jlock 13 0 0.093%
IGMPSnooping susp lock 95 0 0.057%
NTP susp lock 77 1 0.074%
LLDP susp sleep 38 1 0.048%
EIl daemon susp sleep 47 0 0.841%
statistics susp sleep 12 0 0.080%
rstp susp lock 137 0 0.470%
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DyingGasp susp sleep 623 1 0.008%
ftpdeamon susp event 707 1 0.008%
httpdaemon susp event 705 1 0.008%
SNMPTraps susp Jlock 45 0 0.040%
SNMPAgent susp lock 521 1 0.006%
telnetdeamon susp event 648 1 0.009%
console ready unsuspended 0.000%
monitoring susp sleep 12 0 2.096%
pwd
BbIBOAUT UMS TEKYLLEN ANPEKTOPUMN.
CuHTaKcmc:
pwd

reset-config

YCTaHOBMUTb YaCcTU TEKYLLEN KOHOUTYPAL MM 3HAYEHUSA MO YMOSIYAHMIO.

CuHTaKcuUc:
reset-config [relative path]

MNapametpbi:
relative path YacTb NyTW HaCTPOEK, TEKYLLME 3HAYEHMA KOTOPbIX HY*KHO cOpoCUTb
Ha 3HAYEHMSA MO YMOJIYAHUIO.

Npumep:
CbpocKTb HAaCTPOMKM Ha 3HAYEHMA NO YMONHYAHUIO ANs BTOPOro uHtepdelica E1

LPOS > running-config

set E1/2/config/Enable No
set E1/2/config/Unframed Yes

LPOS > reset-config E1/2
Reverted 2 changed. Failed to revert 0
LPOS >

running-config
BbIBECTM TEKYLLYHO KOHOUIYpaLumMIo YyCTPOMCTBA B BUAE KOMaHL MHTepdeinca KomaHLHOM

CTPOKMU. Mo YMO/I4YaHUIO, B BbIBO4 KOMaHbl NONaga0T napameTpbl, CO 3Ha4YEHUAMN OT/INHHBbIMU
OT 3HAYEHU No YMO/TYaHUIO.

CuHTaKemc:
running-config [-f dest filename] [filter Filter string] [full] [-r relative path]

NapameTpbi:
-f daiin ana coxpaHeHua pesyabTaTa paboTbl KOMaHAbI;

filter  wnbTp AnA N06OK YaCTM UMEHU BbIBOAMMbIX NapPaMeTpPOB;
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save-config

set

full NMoKasaTb MOJIHYI0 KOHbUTypaumio;

-r NOKa3aTb NapamMeTpbl MO OTHOCUTE/ZIbHOMY NYTU, YKa3aHHOMY NOC/NE KHo4a

MNpumep:
BbIBECTN KOHOUIYypaLUmio € npumeHeHnem ¢ouabTpa no crpoke /3"

LPOS > running-config filter /3

set E1/3/config/SyncSource 3

set TDMoP/3/config/FrameSize 11

set TDMoP/3/config/JBSize 11

set TDMoP/3/config/RemoteIP 192.168.0.225
set TDMoP/3/config/RemoteChannel 1

set TDMoP/3/config/Slip Enabled

set TDMoP/3/config/AdminStatus Connect
set VLAN/32/Name VLAN-32

BbiBecTu KoHOUTrypaumto nHtepdencos Ethernet c oTHoCUTENbHBIMK MYTAMM

LPOS > running-config -r Eth
set 0/VLAN/DefVLAN 99

set 0/VLAN/Role access

set 1/VLAN/Role access

set cpu/VLAN/DefVLAN 123

set CSFP2/VLAN/DefVLAN 123

set CSFP2/VLAN/Tagged 3,5,123
set CSFP2/VLAN/Role QinQProvider

CoxpaHuTb TekyLLyto KoHourypaumio B /mnt/flash/system.cfg

CuHTaKcuc:

save-config

Mpumep:
LPOS > save-config
Saving configuration to /mnt/flash/system.cfg

Saved

YCTaHOBUTb 3HaYeHue napameTpa.

CuHTaKcuc:

set <attribute> <value>

MNapameTtpbl:
attribute nyTb 0O NapameTpa;

value 3Ha4YeHune napameTpa,

Npumep:
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show

stat

YcTaHoBUTb 3HavYeHue “VLAN-32” napametpy “VLAN/32/Name”

LPOS > set VLAN/32/Name VLAN-32

BbIBECTM Ha KOHCOJIb COAEPKMMOE YKa3aHHOro danna.

CuHTaKcuc:

show <filename>

NapameTtpbi:
filename vma daiina ana BbIBOAI;

MNpumep:
BbiBoA, copepkumoro daiina system.cfg.

LPOS > show system.cfqg

#System{
#global{
Set Name=LPOS;
}

}

MNMoKasaTb cocToAaHMe uHTepdeincoB ycTpoicTea. KomaHaa 6e3 ykasaHus napameTpos
BbIBOAWT TOJIbKO HE Hy/1E€BbIE CYETUMKM.

CuHTaKcuc:

stat [--cont] [--new] [--rate] [--step [1..96]] [-c columns] [-i [1..1000]] [-m modules] [-p
ports] [-t type]

MNapametpbi:
--cont 0BHOBANATbL CTAaTUCTUKY Kaxkayto cekyHay. "Ctrl+C" ana sbixoaa
--new HayaTb HOBbIN MHTEPBA/ CHATUA CTaTUCTUKM
--rate oTODparkeHWe 3HauyeHul B popmate eanHUL, B CEKYHAY
--step WHTepBaN rPynnMPOBaHUA CTaTUCTUKM, KOIMYECTBO MHTEPBA/IOB B rpynne
- cnucok ¢unbTpoB ctonbuos ana otobpaxkeHua (rx,0k — oTobpasut Bce
CTON6LbI B UMEHW KOTOPbIX MPUCYTCTBYET Uan rx unam Ok)
-i rnybuHa NCTOPUM CTaTUCTUKKN B MHTEPBANax, AManasoH 3HayeHuin [1..1000]
-m Cnucok dunbTPOB MMEH Moaynelt CTaTUCTUKKU ANA BbiBOAA, Hanpumep: E1,

Eth, TDMoP (moxHO 3amaBaTb AOOYH0 4YacTb HaMMEHOBaHUA MoAyAs,
Hanpumep, npu ¢unbTpe th, oTobpasnTca CTaTUCTMKA, OTHOCALLAACA K
moaynto Eth)

-p CNUCOK GUNBTPOB Ha NOPTLI 4N1A BbIBOAA CTAaTUCTUKK, Hanpumep: 0, 1, sfp...

-t Cnucok ¢puabTPoB HaMMeEHOBaHWUI Tabauw, ANA BbIBOAA CTAaTUCTUKM: Errors,
Info, Warning, Extend, Hist (in — oTobpa3uTt Bce TabauLbl B UMEHWU KOTOPbIX
NPUCYTCTBYET in, B ;AHHOM c/lydae 370 Tabauubi: Info, Warning)
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Npumep:
LPOS > stat -m E1 -p 1,3 -t Info
El-Info dd.mm hh:mm Total rxOk txOk rxFDev txFDev
1 Now 17:54 554 554 554 0 0
3 Now 17:54 554 554 554 0 0

stored-config

BbIBECTM COXPaHEHHYID KOHOUrypauuio yCTpoicTBa B BMAE KOMaHZ MWHTepdeiica
KOMaHZHOM CTPOKU. Mo yMON4YaHWio, B BbIBOA KOMaHAbl MONazatoT NapameTpbl, CO 3HaYEHUAMM
OT/IMYHBIMM OT 3HAYEHUIA MO YMONYAHMIO.

CuHTaKcuUc:
stored-config [-f dest filename] [filter Filter string]

Mapamerpsbl:
-f dalin ans coxpaHeHuna pesyaibTata PaboTbl KOMaHAbI;

filter  dwnbTp AnA N06OK YaCTM UMEHUN BbIBOAMMbIX NAapaMeTpPOB;

Npumep:
BbIBECTM COXPAHHEHHYIO KOHOUIYpaLMIO C NPUMEHEHUEM PUbTPa no cTpoke "VLAN"

LPOS > stored-config filter VLAN
set Eth/0/VLAN/DefVLAN 32

set Eth/0/VLAN/Tagged 10

set Eth/0/VLAN/Role trunk

set Eth/1/VLAN/DefVLAN 10

set Eth/1/VLAN/Untagged 10,32

set Eth/1/VLAN/Role access

set Eth/CSFP2/VLAN/Member 32

set Eth/CSFP2.1/VLAN/Member 32

set Eth/CSFP3/VLAN/Member 32

set Eth/CSFP3.1/VLAN/Member 32

set IP/stored-config/DefaultVlanID 10
set IP/stored-config/TrustUnkVlan No
set VLAN/10/Name control

set VLAN/10/Auto Disabled

set VLAN/32/Name VLAN-32

su
Mo3Bo/AET 3aHOBO BOMTU B CUCTEMY C APYrMM MMEHEM MoJ/b30BaTens, He pa3pbiBas
TEKYLLEero coeAnHeHus.
CuHTaKcuc:

su [username]

Napamerpbi:
username WMA Noab3oBaTens ;
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Npumep:
Bxopg B cuctemy nog umeHem admin.

LPOS > su admin
Enter password
LPOS >

whoami
MoKa3blBaeT MMSA TeKyllero nosib3osartens (admin, operl, oper2).

CuHTaKcuc:
whoami

3.1.4 KomaHpgbl ynpasneHusa pailnamm

copy
KonupyeT daiin B Apyroe mecto HasHayeHus.

CuHTaKcmc:
copy <source filename> <dest filename>

Napamertpbi:
source filename nma ¢paina, UCTOYHMKA A1 KONUMPOBAHUSA;

dest filename uma daina HasHavyeHus;

MNpumep:
LPOS > copy /mnt/flash/system.cfg /mnt/flash/backup system.cfg

delete
Yaanaet panin nam gupeKkToputio.

CuHTaKcuc:
delete <filename>

MNapametpbi:
filename  vima daiina unn gupektTopuu;

MNpumep:
Ypanenue daiina backup_system.cfg

LPOS > delete /mnt/flash/backup system.cfg

format

dopmatupyet dainosylo cuctemy Ha flash. YpanawoTtca KypHanbl M coxpaHeHHan
KOHdUrypaumsa yctpoiictea. O6pas onepaumMoHHOM CUCTEMbI HE NOBPEXKAAETCA.

CuHTaKcuc:

format

mkdir
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Co3faeT HOBYHO ANPEKTOPUIO

CuHTaKcuc:
mkdir <dirname>

NapameTpbi:
dirname  vms co34aBaeMO AUPEKTOPUM;

Npumep:
CospgaHue ampektopum htdocs.

LPOS > mkdir htdocs

mnt
MpuMoHTUpPOBaHUE ¢dannoBoi cuctembl K dnew-namatv. HeobxoanMmo Mcnonb30BaTb
ONA COXpaHeHMA KoHdUrypaumm, ecan o atoro ¢paell-namaTb bblla OTMOHTUMPOBAHA, HaNpumep,
BbINOJIHEHWMEM KOMAHAOM umnt UaK 3arpy3Koi yCTPOMCTBA C 3aBOACKMMM HACTPOMKaMM.
CuHTakcuc:
mnt
umnt
OTMOHTMpPOBaTb PannoByto cuctemy oT diell-NamsaTH.
CuHTaKcmc:
umnt
3.1.5 KomaHpgbl ynpassieH1UA NOTOKOM
spregdebug
KomaHga ans oThafiku NapameTpoB perynatopa CKopocTu
CuHTakcuc:
spregdebug [-r IP]
MNapameTpbi:
-r IP-agpec cepBepa ¢ NporpammHbiM obecneyeHMemM MOHUTOPUHIA NAaPaMeTpPoB
perynatopa CKOpocTu;
MNpumep:
LPOS > spregdebug -r 192.168.0.130
3.1.6 CeTteBble KOMaHAbI
ping

Mocblnaet ICMP-nakeT No yKasaHHOMY CETEBOMY aZpecy W BbIBOAUT B OKHO TepMUHanNa

BpeMA ero nepeaayun Tyaa v o6patHo uam cooblieHne ob oTcyTcTBME OTBETA.

CuHTaKCuUC:
ping <IP adpec> [-w timeout ms] [-t repeat] [-v VLAN ID]
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Napamerpbl:

IP adpec |P agpec, NnMHIryemoro ycTpoiicTaa

-t Konnuyectso 3anpocos (N0 yMoA4aHWIo 0AMH) , ANana3oH 3HaYeHWi
[1..100]. Ons oCcTaHOBKWM HaxaTb Nt06Y0 KNaBuLwy

-v Homep VLAN’a, B KOTOPOM OCYLLECTBAAETCS NUHT, AMana30oH 3HaYEeHUN
[1..4094];

-w Bpemsa oxknagaHus oteeTa (Mo ymonyaHuto 1000 mc) , AManasoH 3HaAYEHN M
[1..30000];

Mpumep:

«MuHr» IP-agpeca 192.168.0.225 ¢ gBymaA 3anpocamum.

LPOS > ping 192.168.0.225 -t 2
Echo reply 0.248ms
Echo reply 0.240ms
Ping statistics:
Packets: Sent 2, Received 2, Lost 0 (0% loss)
Approximate round trip times:

Minimum 0.240ms, Maximum 0.248ms, Average 0.244ms

telnet
CuHTakcuc:
telnet <host> [port] [-v vianid]
MNapametpbl
host IP-apgpec yoaneHHOro KomnbloTepa;
port HOMep nopTa, AOoNYCTUMble 3HaYeHuA [1..65534];
-v naeHtuoukatop VLAN ID;
Npumep:
LPOS > telnet 192.168.0.225 -v 32
connecting...
Welcome to LPOS 225
login:
3.1.7 KomaHpgbl obHOBNEeHMA nporpammHoro obecneyeHuMs M nepesanycka
yCcTpoicTBa
reset

Bbi3biBaeT cbpoc M nepesanyck YNPaBAAOLLEro MMKPOMPOLEccopa, W HayasbHyo
3arpysKy BCEX Y3/10B MY/IbTUM/IEKCOPa-KOMMYTaTopa. Ty KOMaHAy MOMKET BbINOJIHATb TOJIbKO
afAMUHUCTPATOP.

CuHTaKcuc:
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reset

systemupdate

O6HoBIEHME NPOrpamMMHOro obecrneyeHusa MyIbTUNAEKCOPA-KOMMYTATOPA

CuHTaKCuUC:
systemupdate

3.1.8 KomaHpbl onepaumMoHHOK CUCTEMbI

passwd

MNo3BoONAET N3MEHUTbL NAPOJIb AAHHOMO MOJ/Ib30BaTENA WKW APYroro nonb3osatena (npu
YyKa3aHuu ero uMmeHu). MNaponb MOXKET COCTOSATb U3 TATUHCKUX BYKB U LMDP U MOXKET UMETb AJINHY
00 18 cumBONOB BKAOUMTENIBHO. BO M3bexkaHue owmMboK npu BBOAE Napos/ib BBOAUTCA ABa pasa.
Mosnb3oBaTeib admin MOXET U3SMEHUTb NapPOoJ/ib 1It06Oro NoJsib3oBaTens.

CuHTaKcuc:

passwd [ums nonv3osamers]

MNpumep:
MN3meHeHMe naposia noab3oBaTtens operl nonb3osarenem admin.

LPOS > passwd operl
Enter old password
Enter new password

Enter new password again

scpuup

O6HOB/EHME NpPOrpaMMHOro obecrneyeHuWs NPOLLECCOPa, OTBEYAMOLWEro 3a KOHTPO/b
COCTOSIHMA OKpYHKatoLLel cpeabl (TemnepaTypa, HanpsaKeHue ...)

CuHTaKcuc:

scpuup <filename>

MNapameTpbi:
filename  nyTtb go daitna o6HoBNEHUS;

MNpumep:
LPOS > scpuup /mnt/flash/fileupd.bin

3.1.9 CneumanbHble KOMaHAbI

debug

KOHTpOAb 1 0TOBparkeHWe KypHana OTaA04HbIX COObLLEeHNIA

CuHTaKCuUC:
debug [-d] [-e] [-m module] [clear] [show]

Napamerpbi:
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-d BbIK/IIOYNTb OTNAAKY;
-e BKNIOYUTb OTNAAKY;
-m yKasatb uma moayna (CP,SIP,IP,ICMP,EMAC,FFS);

clear OUYMCTUTb TEKYLLUI NOT;

show  noKasaTb XXypHaa OTAa4KM;

Mpumep:

OuncTMM npeablaywmn CceaHc OTNagKW, BKAOYMM oTnagky moayns ICMP, caenaem
TecToBbIl Ping, oTKAtouMM 0TnaaKy. MocmoTpum pesybTart.

LPOS > debug clear
LPOS > debug -e -m ICMP
LPOS > ping 192.168.0.225
Echo reply 0.759ms
Ping statistics:
Packets: Sent 1, Received 1, Lost 0 (0% loss)
Approximate round trip times:

Minimum 0.759ms, Maximum 0.759ms, Average 0.759ms

LPOS > debug -d
LPOS > debug show

[4] 04169861.641 Echo request
[8] 04169862.044 IP

[4] 04169862.239 ICMP income
[4] 04169862.420 Rcv reply
[4] 04169862.680 Echo ok

3.1.10 KomaHab! obuwieit AMarHocTukmn

3TV KOMaHAbI MOKA3bIBAOT TEKYLLME 3HAYEHUSA NMUTAIOLLENO HANPAXKEHUA U TeMNepaTypbl BHYTPU
MY/NbTUMNNEKCOPa-KOMMyTaTopa M obecneunBaloT AOCTyN K »KypHaay, B KOTOPbIA 3anucbiBalOTCA BCe
CcUCTEMHble CO0bLLEeHNA MyabTUMNIEKCOpa-KoMmMyTaTopa. HypHan cogepuT 2730 nocneaHmx coobuieHmi
M HaxoguTCA B CUCTEMHOM MNaMATU  MYyNbTUMAEKCOPaA-KOMMYyTaTopa, W MNo/b30BaTenn, Kak
NPUBUAETMPOBAHHbIN, TaK WU HEMPUBUAETMPOBAHHbIE, HE MOTYT cTepeTb cooblieHua. Bce aHomanuu B
paboTe MynbTUNIEKCOPa-KOMMYTaTopa, NponagaHue UAK NOABAEHWE CUTHaNa Ha BHELWHUX MHTepdeicax,
NOAK/AIOYEHNE U OTKAIOYEHME YNPaBAAIOWErO KOMMbIOTEpPA AR KOHOUrypauum MynbTUMNIEeKcopa-
KOMMYTaTOpPa, 3aMMCbIBalOTCA B XKYPHaA C yKazaHMEM BPeMEHU BO3SHUKHOBEHMS.

envir

MoKa3bIBaeT CUCTEMHYIO MHPOPMaLMIo 06 ycTpoiicTae.

CuHTaKcuc:
envir

Npumep:
LPOS > envir
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getkey

getsign

lasterr

sendpkt

Name: 62x, 63x scpu
Ver: 2.4.8.9 [boot 2.1]
SN: 7C 19 17 00

MoKa3bIBaeT IMLEH3NOHHbIN K/tOM.

CuHTaKcuc:
getkey

Npumep:
LPOS > getkey
8C3SIQ2F-0OE5VF4Q0L-R9C12KD4-B3F6T1J5

OTobpaxkaeT AaHHble, Tpebyemble AN reHePUPOBaHUA NIMLEH3MOHHOTO KtoYa

CuHTaKcuc:
getsign

Npumep:
LPOS > getsign
6BD17JDF-U4L9BH6N-KPSJ6N1 7-SSEMF2J0

MNMoKasaTb NocnegHUn Aamn Nocsie CUCTEMHOrO cHos.

CuHTaKcuUc:
lasterr [clear]

Napamertpbi:
clear OYUCTUTb NOCNeAHWI Aamn;

OTnpaBuTb ONpeaesneHHbl Noab3oBaTeem Gppeinm B ceTb

CUHTaKCUC:
sendpkt [-| length] [-n count] [-p port] [-r] [-v vianid]

Mapametpbl:
- AnnHa dpelima, gonyctumble 3HadyeHua [50..1500];
-n Kon4ecTBo ¢pperimos;
-p HOMep NopTa Ha3HAYEeHUA MYNbTUMNIEKCOPA-KOMMYTATOPa;
-r reHepupoBaTb cay4YaHblin MAC-aapec UCTOYHUKA;

-v naeHtnomkaTtop VLAN;

Npumep:
LPOS > sendpkt -1 64 -n 10 -p 1 -v 10
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FF FF FF FF FF FF 54 A5 4B 7C 19 17 81 00 00 0OA
00 2E 00 01 00 02 00 03 00 04 00 05 00 06 00 07
00 08 00 09 00 OA 00 0B 00 0OC 00 0D 00 OE 00 OF
00 10 00 11 00 12 00 13 00 14 00 15 00 16 00 17

setkey

YCTaHOBUTL J'IVILI,eH3VIOHHbIl\;1 K104,

CuHTaKcuc:
setkey <key>

Napamertpbi:
key NINLLEH3UMOHHbIN KNtOY;

Npumep:
LPOS > setkey 8C3SIQ2F-OE5VF4QL-R9C12KD4-B3F6T1J5
8C3SIQ2F-0OE5VF4QL-R9C12KD4-B3F6T1J5

sysdump
Cos3pgaeT apxmB C OT/1Ia04HOMN MHbOopMaLMen ana ciy*Kbbl TEXHUYECKOM NOAAEPKKM

CuHTaKcuc:

sysdump

MNpumep:
LPOS > sysdump
Dump saved to /mnt/mem/dump.zip

3.2 MeHI0 KOHPUrypupoBaHua

[ns nonHoro n 6onee AeTanbHOro KOHPUIrypMpoBaHMA nmeeTcs UHTepdelic B BUAE TEKCTOBOIO
MNepapxuyeckoro meHto. [ia ero 3anycka Heobxoanmo HabpaTb KOMaHZy menu U HaxaTb «Enter». [na
nepexoga B Tpebyemoe noameHio HeobxoAMMO BblBpaTb ero Knasuwamm co cTpenkamm “N (sBepx) nam
“d” (BHM3) M HaxaTb «Enter». [na Bo3BpaTa B MEHIO BEPXHEro YpOBHA cnedyeT BblbpaTb MyHKT “..".
MprMep OCHOBHOMO MEHIO MPUBEAEH Ha PUCYHKE.

Advanced ESC+h - Help
[>..
| E1
| TDMoP
| Eth
| System
| 1P
| VLAN
| ATU
| flash
| Envir
| EthGlobal
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BerHﬂﬂ CTPOYKa YKa3blBae€T Ha3BaHUe 0To6pa>+(aeN\oro MEHIO U ero nosioXeHme B CTPYKType
MEHIO.

[nsa 3anycka meHo Bam Heob6xo4MMO MOAKNIOUUTLCA K YCTPOMCTBY Yepes noc/ienoBaTesbHbIN
nopt (miniUSB), nnbo yepes nHtepdelic Ethernet.

Mpu Mcnonb3oBaHUKM Noc/ienoBaTe/IbHOrO MHTEpdelica HEOBXOANMMA YCTAHOBKA CMeLManbHbIX
ApariBepoB, KOTOpble MOXHO CKauyaTb C caiiToB B ceTu Internet, M nporpamma TepmuHan (Hanpumep,
HyperTerminal).

Mpu ucnonb3oBaHUU Ans ynpasneHus UHTepdeinca Ethernet Ha ynpasnsatowem KomnbioTepe
OO/IKHEH ObITb ycTaHOBAEH KnueHT telnet. Mo ymonyaHuio ycTpoiictBo umeet IP agpec 192.168.0.24 v
Macky 255.255.255.0. Yb6egutecb, UTO YNpaBAAKOWMA KOMMbIOTEP HaXoAWTCA B OAHOM MoAceTn C
MYNbTUNNEKCOPOM-KOMMYTaTOPOM. YCTPOMCTBO A0/IKHO OTBEYaTb Ha KOMaHAy ping.

Mocne NoaKAOUYEHNA K YCTPOMCTBY HEOBXOAMMO BBECTU JIOTUH U Naposib. [0 yMONYaHMIO NOTUH
— admin, naponb — admin. 3atem Bbl yBuguTe noackasky LPOS>. Beeante KomaHAy menu v HaxmuTe
«Enter», yTobbl NONYYUTL AOCTYN K MEHIO YCTPOMCTBA (3TO HEOBXOAMMO cAenaTtbh B TEKyLLUEel peanmsauum
MO). B aanbHeliwem nocse BBoAa N0rMHa U Napona byaert cpasy OTKPbIBATLCA MEHIO.

[lna nepexoaa B HyXHbIA pa3gen Heobxoammo BbibGpaTb ero Kaasuwamu co ctpenkamm “P’
(sBepx) nam “J4” (BHM3) 1 HaxaTb «Enter». [InA U3MeHeHUA 3HayeHUs napameTtpa HeobxoAMMO BbibpaTb
ero ctpenkamu “P” (sBepx) nam “4.” (BHU3) 1 HaxaTb «Enter». 3aTem HyXHO AMBO BBECTM 3HaYeHue C
KNaBMaTypbl 1 HaxKaTb «Enter», 6o BbI6PaTb HOBOE 3HAYEHME NapaMeTpa M3 NPeasioKEHHbIX CTPEAKAMU
M HaxaTb 2 pasa «Enter».

[na cbpoca CTaTUCTUK MCNO/Mb3yiTe coyeTaHue KaaBuw «ESC+R». ECNM B KOPHEBOM MyHKTE
MEHI0 HaXKaTb «ESC+R», To byayT cOpoLeHbl BCe CTAaTUCTUKK. s cbpoca KaKoW-TO KOHKPETHOW CTaTUCTUKM
Heob6X0AMMO nepenTM K Heill B MeHI0 M HaxaTb «ESC+R» pana cbpoca. T.e. npoucxoaut cbpoc Bcex
B/IOYKEHHbIX CTAaTUCTMK OTHOCMTE/IbHO TEKYLLLETO NYHKTA B MEHIO.

ONns BKAOYEHUS pPacCWUMPEHHOro peXuma MeHl (bonee pgeTanbHasa HaCTPOMKa) HaxmuTte
coyeTaHue Knasuil «ESC+A».

[na npocmoTpa TeKywen KoHoUrypaumm ycTpoicTBa (3Ta Ta KOHUrypauus, ¢ KOTOPOK OHO
paboTaeT B AaHHbIN MOMEHT) HeobXxoaMMO HaxKaTb «ESC+M». OT OCHOBHOM KOHUrypaumm, ¢ KOTopow
YCTPOWCTBO 3arpy»KaeTca nocse nepesarpysku, OHa MOXKET OTANYATbLCA, ecln Bbl M3MeHAeTe, NnapameTpsbl
HACTPOMKM U He COoXpaHsaeTe UX B NamATb («ESC+S»).

Takke gna bbicTporo BbIGOpa MOXKHO MCMO/b30BaTb GPUALTP BCEX MYHKTOB. [ 3TOro BBEAUTE
HYKBbI, COLEPrKALLMECA B HYXKHOM NYHKTE, U NPOU30MAeT GUAbTPALMA NYHKTOB NO HAa3BaHMIO.

Mpumep:

Beoaum 6yKBy t, 0oTOOparkaloTCcA BCe MYHKTbl MEHIO, coaeprKalime b6yksy t, a umeHHo, TDMOoP,
Eth, System, ATU, EthGlobal.

B camom HW3Y OKHa 0To6pa)1<aeTcn nocnegHee CO6bITMe, 3anncaHHoe B N10r.

[na Toro 4tobbl COXPaHUTb BHECEHHbIE M3MEHEHUs B KOHPUrypaumio ana Toro, 4tobbl OHO B
cnefyrowmin pas 3arpy3snaocb MMEHHO C STUMM HAacTPOMKaMM UCMOJb3yiTe codeTaHMe KnaBul «ESC+S».

[ns BbIxoAa U3 pexnuma MeHIo 1 Nepexoa B KOMaHAHbIA PeXMM HaXKMUTE covYeTaHMe KNaBuLl
«ESC+Q» unn «CTRL+C».

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 55



Sprinter TX TY6665-005-62880827-2013

[Ons Bo3BpaTa B MEHIO BEPXHErO YPOBHA HEOBXOAMMO BbIOpPATb MYHKT «..» W HaXaTb KaaBuwy
«Enter».

3.2.1 NyHkr /E1

MyHKT MmeHto /E1 cnysknUT Ans NpocMoTpa TeKylmx cTaTycoB E1 nopToB u Bbibopa E1 nopTta gna
ero fanbHenweln KOHOUrypaLmm n NPOCMOTPa CTaTUCTUKN OLIMOOK.

JE1 Advanced ESC+h - Help
|>.. Name Status
| O Send: AlS Recv: NOS,CodeErr,RarePulseErr

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.1.1 NyHkT /E1/nopt/config

[aHHbIV NYHKT MEHIO NO3BONAET KOHOUTYPUPOBaTb Bbl6paHHbIN UHTepdelic E1.

/E1/0/config Advanced ESC+h - Help
[>.. CRC4

| --Status-- FASOffload Disabled
| StrStatus Send: Ok Recv: Ok

| LinkStatus Down

| SignallLevel

| RTT

| RX NOS,CodeErr,RarePulseErr

| TX AlS

| --Config--

| LonglLine Disabled

| Description

| Enable Yes

| Loop No

| Unframed No

| SendFormat TDMoP

| SyncSource -1

| PRBSCheck No

| RxSpeed 0

| Encoding HDB3

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin
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StrStatus

LinkStatus

SignalLevel

Longline

OTobparkaeT cocTonHUe NpuemMHUKa/nepegaTynka nopta E1.

OK - oTcyTcTBMe ownbOoK B paboTe npuemHmnka/nepeaatinka nopra E1;

AIS - npucyTcTBue curHana AlS B npuHumaemom/nepenasaemom notoke E1;

RAI - npucytcTteue curHana RAl B npuHMmaemom/nepegasaemom notoke E1;
LOS - npucytcTBue curHana LOS B npuHMmaemom/nepesasaemom notoke E1;
AZS - npucyTcTBMe curHana AZS B npuHMmaemom/nepesasaemom notoke E1;
NOS - oTcyTCTBME CUTHANA Ha NpuemHuKe/nepeaatymke nopta E1;

CodeErr - Hannune owmnbok KoamposaHusa (AMI/HDB3) Ha npuémHuKe/nepeaatunke
nopta E1;

PRBSErr - Hannuune olwnboK ncesaocny4anHoM ABOUYHOM nocnegoBatenbHocTu PRBS
(PRBS - pseudo-random binary sequence) Ha npuémHuke/nepeaatunke nopra E1
(Bo3MosKeH, ecnm Ha nopTy yctaHoBneH dopmat nepeaaun PRBS);

TestErr - Hannune owmnbokK paboTbl Tectepa E1 Ha npuémHmke/nepeaatunke nopra E1
(Bo3MoO3KeH, ecnum Ha nopTy yctaHoBNeH dopmat nepegauun Test);

MIfASErr — Hannune oWwnB0K MyNbTUKALPOBOMN CUHXPOHU3ALLUN;
CRC4Err — Hannune owmnbok B CRC-4;

RCRC4Err — Hannune ycTaHOB/MEHHbIX 6UTOB MHAMKALMKM owmnboKk CRC-4 B ABYX NOCNefHUX
HeYeTHbIX Kagpax MynbTudpenma;

RarePulseErr - Hannuve oWNBOK, rOBOPALLMX O TOM, YTO MMMNY/IbCbl MPUXOAAT PEXKE, YEM
Nno/IoXKeHo npu KoguposaHun AMI/HDB3;

TXlock -Ha nopTy KOpOTKoe 3amblKaHue (TX+ un TX-);
Unframed - nopt paboTaeT B HehpeliMMPOBaHHOM PeEXKUME;
Loop - Ha NOPTY BKOYEH NIOKaNbHbIN Wend;

Remote loop - Ha NOPTY BKAOYEH YAaNEHHbIN Wneind.

RTT - Bpema OT MOMeHTa NOCbIZIKK 3anpoca 40 MOMEHTa NONYyYeHMA OTBeTa.

OTobparkaeT coCTOAHWE NopTa.
Up - ecTb coeanHeHUE;

Down - HeT coegnHeHuA.

YpoBeHb curHana, abm.

TonbKo Npu BKAtOYEHHOM LongLine anroputme NoaCTPOMKM YPOBHA CUTHANA Ha OJIVMHHbIX
nuHuax E1 (bonee 100 m).

Bk/loueHne/oTK/I0uYeHNE aropuTMa NOACTPOMKM YPOBHA CUTHANA Ha ANMHHbIX AnMHUAX E1
(6onee 100 m).

He pekomeHayeTca BKAOYaTb HA KOPOTKMX AUCTaHLUAX.

Disabled - oTknto4eHo (Mo ymonyaHuio);
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RTT

RX

X

Description

Enable

Loop

Enabled - BkntoyeHo.
OtobpakaeT Round Trip Time Bpema OT MOMEHTA MOCbIIKK 3anpoca 40 MOMEHTa
noay4yeHuA oTeeTa.

OTobpaxkaeTcsa ecaun BKAOYEHa nepeaaya TecToBoro ¢ppenmmpoBaHHOro notoka E1
(SendFormat - Test).

N3amepsnetca B Ul -unit interval. 1Ul = 0.48MmKc.

OTobparkaeT cTaTyc npMemHMKa nopta E1.

OK - otcyTtctBMe owmnboK B paboTe npuemHmnka/nepeaatinka nopra E1;

AIS - npucytctBue curHana AlS B npuHumaemom/nepenasaemom notoke E1;

RAI - npucytcteue curHana RAI B npuHMmaemom/nepesasaemom notoke E1;
LOS - npucytctBue curHana LOS B npuHumaemom/nepesasaemom notoke E1;
AZS - npucyTcTBume curHana AZS B npuHumaemom/nepesasaemom notoke E1;
NOS - oTcyTCTBME CMTHaNa Ha NpueMHuKe/nepeaatymke nopra E1;

CodeErr - Hannume ownboK KoamposaHma AMI/HDB3 Ha npuémHuKe/nepeaaTymKke nopra
E1;

PRBSErr - Hannuune olwnboK ncesaocay4anHom ABOUYHOMN nocaegoBatenbHocTu PRBS
(PRBS - pseudo-random binary sequence) Ha npMémHuKe/nepeaatunke nopra E1
(BO3MOXKEH, €cn Ha NopTy ycTaHoBAeH dopmaT nepeaayn PRBS);

TestErr - Hannume oWMB0OK paboTbl TecTepa E1 Ha NpMémHUMKe/NnepeaaTtumnke nopra E1
(Bo3MOXKeEH, ecn Ha nopTy ycTaHoBAEH popmaT nepeaayun Test);

RarePulseErr - Hannuve olWNBOK, rOBOPALLNX O TOM, YTO MMMNY/IbCbl MPUXOAAT PEXKE, YEM
no/ioXKeHo npu KoguposaHun AMI/HDB3;

MIfASErr — Hannuuve oWnBbOK MyNbTUKAAPOBON CUHXPOHU3ALNMY;

CRC4Err — Hann4yme ownbok B CRC-4;

RCRC4Err — Hannune ycTaHOBNEHHbIX 6UTOB MHAMKALUMKM ownMboK CRC-4 B ABYX NOCAeHUX
HEYEeTHbIX Kagpax MynbTUdpenma;

OTobpakaeT cTaTyc nepeaaTymKka nopta E1.

MoKeT NnpMHMMaTbL 3HaYeHnA aHanorudHble RX: NOS, AlS, AZS, LOS, RAI, PRBSErr, TestErr,
Loop, TXLock,MfASErr, CRC4Err, RCRC4Err, Ok.

TXlock -Ha nopTy KOpOTKoe 3ambikaHue (TX+ u TX-);
TeKcToBOE OonMcaHue uHTepdeiica.

BkitoueHune/oTkaouenHne E1 nopra.
Yes - BK/loUEH (MO yMOAYaHUIO);

NoO - BbIK/THOYEH.

YcTaHOBKa yaanéHHoro wnenda Ha nopty E1.

Yes — wnelid ycTaHOBMEH — AaHHble NOCTYMaloLLMe Ha BbIXOA nepeaatymKka nopra E1
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Unframed

SendFormat

SyncSource

PRBSCheck

RxSpeed

Encoding

CRC4

3aBOPaYMBalOTCA M NepeaatoTca 06PaTHO HA YAANEHHbIW W03, IKBUBANEHTHO YCTAaHOBKE
¢du3nyeckoi 3arnyLwku B nopt E1.

No — wnend cHAT — nopT E1 paboTaeT B HOpManbHOM pexMme (No yMoYaHUIo).

BKkntoyeHne/oTKAOUEHNE KOHTPOAA GPeiMOoBOI CTPYKTYPbI BXOAHOTO NOTOKa E1.
Yes — ycTaHOBANEH peXxum nepegaum 6e3 KoHTpons ¢bpermmoBOi CTPYKTYpPbI;

No — yCTaHOB/IEH PeXMM Nepesaydn C KOHTposiem GppPeiMoBOMN CTPYKTYpbI (No
YMONYaHUIO).

[aHHble nepepasaemble B IMHULO.

AZS — TecToBbIN peXKMM — Ha Bbixog, nopTa E1 nogaétca curHan AZS;

AIS — TecToBbIV pexXMm — Ha Bbixod nopta E1 noaaérca curHan AlS;

PRBS — TecToBbI peXXnMm — Ha Bbixoa nopta E1 nogaértca ncesagoc/yyvaHas gBOUYHasA
nocnegoBatesibHOCTb PRBS, To ecTb HedpenMMUPOBAHHbIM TECTOBbIA MOTOK AAHHbIX CO
cKopocTblo 2048 KbuT/c;

Test — TecTOBbI peXkMM — Ha Bbixod nopTa E1 nogaértca ppemmMmnpoBaHHbIN TECTOBbIM
noToK E1;

TDMOoP — HopMa/bHbIN pexxkum paboTtbl nopta E1 (mo ymonyaHmio).
3agaHue UCTOYHMKA CUMHXPOHM3aUmMK BbIXoAHOro noToka E1. 3aech yKasbiBaeTca Ha3BaHMe

nopta E1, cny»Kawero MCTOYHMKOM CUHXPOHM3ALLMM BbIXOAHOTO NOTOKa E1 AaHHOro nopta
(He pekomeHayeTcs).

Mo ymon4YaHUIO YyCTPOMCTBO paboTaeT B peXnme BOCCTAHOB/IEHMA YacTOTbl U BbICTAaB/IEHO
3HayeHwue: -1.

BkatoyeHne/oTKAOUEHUE peXkuma permctpaumnmn PRBS olimbok.

MpoBepsaeT NOToK, Kak PRBS-31 nocnepnoBaTenbHOCTD.

Yes - BKNOYEHO;

No - BblK/IHOYEHO.
OTK/IOHEHWE YacTOTbl BXOAALLErO NOTOKa OT BHYTPeHHel, B ppb

Cnoco6 KoanpoBaHWA CUTHanNa.

HDB3 - 6unonspHoe KogupoBaHME C BbICOKOW MIOTHOCTbIO (MO YMOIYaHUIO);
AMI - nooyepenHaa NHBepPCUA eAUHULL.

Mcnonb3oBaHWe LMKAMYECKON NPOBEPKM U36bITOYHOCTU B MyabTudpeinmax. Mo
ymonyaHuio sce onumm CRC-4 BbIKAOYEHDI.

Check - nepecuntbiBaTb CRC-4 1 NpoBepsTb ro ¢ NnepesaHHbIM;

Send - cuntatb U otnpasnaTb CRC-4 (npw BrAtoueHHoM onuunm FASOffload - reHepauwms O-
oro TamM-cnoTa);

REICheck - npoBepsTb 6UTblI MHAMKALMK owmnboK CRC-4;
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REISend - ycTaHaBAnBaTb 6UTbI MHAMKaLMM ownboK CRC-4.
leHepauus 0-oro Talim-cnoTa.

FASOffload Enabled - reHepupoBatb -0-011 TaM-CNOT;

Disabled - He reHepupoBaTb 0-011 TAMM-CNOT, NepeaaBaTb €ro NPO3payHo C NOTOKOM
TDMoP (no ymonyaHuio).

3.2.1.2 NyHKT /E1/nopt/statistics

[JaHHbI NYHKT MEHIO NO3BOAAET NPOCMOTPETb CTAaTUCTUKY BbIGpaHHOTO MHTepdeica E1.

e B MeHI OTOOpaXKEHWUA CTAaTUCTUKM CYETUMKM, HAUMHAIOWMECA HA X, XapaKTepusyloT paboTy
npuémHuka nopta E1;

®  HauymMHalouwmecsa Ha tx oTobparkaloT 3HauYeHUs CYETUMKOB XapakTepmsyowmx paboTy nepenaTtynka

nopta E1;
JE1/1/statistics Advanced ESC+h - Help
[>.. | rXMfASErr 0
|>Total 99642 | txOk 99641
| Start 26.08.1511:21:01 | txNOS 0
| Finish 27.08.15 15:01:42 | txAIS 0
| rxOk 99642 | txAZS 0
| rxNOS 0 | txLOS 0
| rxAIS 0 | txRAl 0
| rxAZS 0 | txPRBSErr 0
| rxLOS 0 | txLocks 0
| rxRAl 0 | txFDev -79
| rxPRBSErr 0 | txCRC4Sec 0
| rxTestErr 0 | txCRC4Rem 0
| rxCodeErr 0 | txMfASErr 0
| rxRareErr 0
| rxFastErr 0
| rxFDev -87
| rxCRC4 0
| rxCRC4Sec 0
| rxCRC4Rem 0

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 15:01:28.147 : [console] Control session started by admin from de

Total

Start

Finish

rxOk

rxNOS

Obuee Bpema cbopa CTaTUCTMKM Nepesayn u Npuéma AaHHbix Yyepes nopt E1.
[aTa v Bpema Havana cbopa CTaTUCTUKKM Nepesaym U NpMéma AaHHbIX Yepes nopT E1.
[aTa n Bpema oKoH4YaHuMA cbopa CTaTUCTUKKN Nepesaym U NpMémMa AaHHbIX Yepes nopT E1.

Ko/iMuecTBo CEKYHA, B TeYEHNE KOTOPbIX B MPMHMMaeMOM NOTOKe E1 OTCYTCTBYIOT OLUMBKM.

KosimyectBo CeKyHZ, B TEYEHWE KOTOPbIX Ha BXOZEe MPUMEMHMKA nopTa E1 otcyTtcTByeT
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rxAlS

rxAZS

rxLOS

rxRAIl

rXxPRBSErr

rxTestErr

rxCodeErr

rxRareErr

rxFastErr

rxFDev
rxCRC4

rxCRC4Sec

rxCRC4Rem

rxMfASErr

txOk

txNOS

txAIS

txAZS

txLOS

BXOZHOW CUTHanN.
KonnyecTtBo cekyHA, B Te4eHMe KOTOpPbIX NpuHMmMmaeTca curHan AlS.
KonnyecTtBo cekyHa, B Te4eHMe KOTOPbIX NpUHUMAeTcA curHan AZS.

KonnyecTtBo cekyHA, B Te4eHUe KoTopbix NpMHMMaeTca curHan LOS (MHaMKaTop oTcyTCTBUA
CUHXpoHM3aumn G.704).

KonnyectBo cekyHA, B TeYeHME KOTOPbIX NPUHMMaeTcA curHan RAI (MHAMKaTOpP yAaneHHoM
OlWMBKKM B E1 NOTOKe yCTaHaBAMBAEMbI CTaHUMEN).

Konuuecteo owmnbok ncesaocnyyaliHon ABOWYHOW nocneaosaTenbHoctu PRBS (PRBS -
pseudo-random binary sequence), AaHHbIN CYETYMK WMCMONb3YyeTcA Koraa Ha mopty E1

ycTaHoBneH ¢popmat nepegaym PRBS.

KosnuyectBo ownbok pabotbl Tectepa E1, 4aHHbIA CYETYUK MCMOJIb3YETCA KOrAa Ha MopTy
E1l yctaHoBneH dopmaT nepeaaum Test.

Konnuectso ownbok KoanposaHma AMI/HDB3 Ha npuémHuke nopra E1.

Ko/imyecTBo olMBOK, roBOPALLMX O TOM, YTO MMMY/IbCbl MPUXOAAT PEXKE, YEM MOJIOXKEHO
npv KoguposaHun AMI/HDB3.

KonunyecTto owwmnbOoK, roBOPALLMX O TOM, YTO MMMY/IbCbl MPUXOAAT YaLLle, YEM NOOXKEHO
npu KoanposaHmum AMI/HDB3.

OTKIOHEHME YaCcTOTbl BXOAALLErO NOTOKA OT BHYTPEHHeN, B ppb
Konuuyectso owmnbok CRC-4 Ha npueMHuKe
KonnuecTtBo cekyHA, B TEYEHUM KOTOPbIX 6blM 06HapyKeHbl ownbKM CRCA Ha NpUEMHMKe

KoNMuecTBO CeKyHZ, B TEYEHUMM KOTOpbIX B 6WUTax WMHAMKAuMM owwnbok CRC-4 Ha
npuemHuKe 6binnM 06HapyKeHbl OLMOKK

Ko/iMyecTBO CeKyHA, B TeYEHMUM KOTOPbIX BblM 06HapYKeHbI OWUBOKM MynbTUdPENMOBOI
CUHXPOHWU3ALMN HA MPUEMHUNKE

KonnuyectBo ceKyHA, B TeuyeHMe KOTOPbIX B nepegaBaemom noToke E1 oTcyTcTeytoT
OLLNBKM.

Konunyectso CeKyH/A, B T€YEHUE KOTOPbIX HA BbIXOA4E NepenaTtdynmka nopta El OTCYyTCTBYET
CUrHas.

KonnyectBo ceKkyHA, B Te4eHue KOoTopbix nepegaerca curHan AlS.
KonnyecTtBo cekyHA, B TeYeHMe KOTopbIx nepegaerca curHan AZS.

KonnuyectBo cekyHA, B Te4eHWe KoTopbix nepegaerca curdan LOS (MHAMKaTop oTcyTCTBMA
CUHXpOoHM3aumn G.704).
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KonmyecTBo ceKkyHZ, B TedeHMe KOTopbix nepegaetca curHan RAl (MHAMKATop yaaneHHoM

txRAI - .
olWM6KM B E1 MOTOKe yCTaHABAMBAEMbIW CTaHUMEN).

Konuuyecteo owmnbok nceegocnyyaliHoM ABOWYHOW nocnepoBaTenbHoctu PRBS (PRBS -
txPRBSErr  pseudo-random binary sequence), AaHHbIM CYETYMK MCNONb3yeTcA Korga Ha nopty E1
ycTaHoBAeH popmat nepesaym PRBS.

txLocks OWwKnBKN, perucTpmpyemble NpyM KOPOTKOM 3aMblKaHUM Ha nepegade (TX+ Ha TX-).
txFDev OTKNOHEHME YAaCTOTbl UCXOAALLENO MOTOKA OT BHYTPEHHEMN, B ppb

KonnyectBo CceKkyHA, B TEYEHUM KOTOPbIX OblinM 06HapykeHbl ownbkn CRC4A Ha

txCRC4Sec
nepeaaTynKke
txCRC4Rem Ko/inyectBo cekyHA, B TeYEHMM KOTOpbIX B 6OuTax uHAMKauum ownbok CRC-4 Ha
nepeaaTynKke 66111 06HapPYyKEHbI OLIMOKK
KonunyecTtBo cekyHa, B Te4eHUM KOTOPbIX ObliM 06HapyKeHbl OWNBOKM MYyNbTUDPENMOBOM
tXMFASErr YHA p py yneTUdp

CUHXPOHU3aUUN Ha nepeaatynke

3.2.2 MyHKT /TDMoOP

MyHKT meHto /TDMOP caykut ana npocmoTtpa Tekywmx cratycoB TDMoP noptos u Bbibopa
TDMoP nopta gns ero ganbHenwen KOHPUrypauymn n NPOCMoTPa CTAaTUCTUKW.

/TDMoP Advanced ESC+h - Help
[>.. Name Status
| O Power Down

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.2.1 NyHkT /TDMoP/nopt/config
JaHHbIN NYHKT MEHI0 N03BOAAET KOHOUTYPUPOBaTb BbiIOpaHHbIN MHTepdeiic TDMoP.

[JaHHbIV NYHKT MEHI0 BbIFNAAUT cnepyowmm obpasom, Npu cOpOLLIEHHbIX HACTPOMKax (no
YMOJI4aHUI0):

/TDMoP/0/config Advanced ESC+h - Help
I>.. | IBSize 4

| --Status-- | LocalTS 0-31

| StrStatus Power Down | RemoteTS 0-31

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 62



Sprinter TX TY6665-005-62880827-2013

| SIPStatus Down | Loop No

| LinkStatus Down | SpeedReg PID

| CurrentiB 0 | Compression Disabled
| Speed 0 | KeyFramelnterval 16

| --NetConfig-- | DoubleSend -1

| AdminStatus Listen | LostRequest Enabled
| RemotelP 0.0.0.0 | ConstSpeed No

| RemoteChannel 0 | ConstSpeedValue 0

| FrameSize 2 | Slip Disabled
| VLANID 32 | SlipLeft 75

| VLANPri 6 | SlipRight 125

| ToS 0 | --NATConfig--

| MaxTimeout 4000 | WANIP 0.0.0.0
| UselP Yes | SIPPort 5060

| GatewayBypass Disabled | TDMPort 41000

| --Config--

| Description

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

StrStatus

SIPStatus

LinkStatus

CurrentJB

Speed

000 «HCK KommyHuKaumm Cnbupu», 2015 r.

OTtobpasrkaeT cTatyc nepegaym TDMoP.

OTobparkaeT cTaTyc coegnMHeHMs nNo npoTokony SIP.

Down - coeguHeHWe He YCTaHOBNEHO;

Waitinglnvite - oxxnpgaHue npuraaleHuns yctaHoBku SIP-coeanHeHus;

WaitingResponce - oxkvaHve OTBETa Ha NpuUraalleHre YCTaHOBKM SIP-coeguHeHus;

WaitingAck- oxxnpaHve noATBepKAeHNA, YTO OTBET NOJYYEH;

ResolvingHost - onpeaeneHme MAC'a yaaneHHOW CTOPOHbI;

Too much frames in JB — npeBbllLIEH MaKCUMa/IbHO BO3MOKHbI pasmep AXKUTTep-
bydepa (makcumanbHoe Konunyectso Ethernet dppeimos B jitter-6ydepe,
orpaHMyeHo Ynciom 512, 1.e. AONXKHO BbINOAHATLCA ycaoBue JBSize/FrameSize <

256);

Connected - coegHeHWe yCTaHOBNEHO;

CocTofAiHMe AaHHOro coeauHeHuA.

Up - coeguHeHWe yCTaHOBNEHO, UAET Npuém 1 nepesadya TDMoP ¢ppeiimos;

Down - He ocyLecTBaaeTcs Npuém unm nepesadya TDMoP ¢ppeiimos;

OTobpakaeT TEKYLLMIA pasmep oKUTTep-bydepa B MKC.

3HayeHue BbIXOAHOM YacTOTbl MOTOKA Ha MHTepdelice E1. 3HayeHne gaHHOro
napameTpa yCTaHaB/NMBAETCA Ha OCHOBE BHYTPEHHErO a/Ir0PUTMa BOCCTAaHOB/IEHUA
YaCTOTbl CUHXPOHM3AUMKN. 3HAYEHUS MOTYT BbITb Pa3HbIMM HA ABYX LW/IH03aX A8
OLHOrO M TOro e NnoToka E1, Ho NpM 3TOM Camo 3HayeHWe Ha O4HOM LUJTH03e

NPaKTN4eCKn He JO01KHO USMEHATCA C Te4eHNeEM BpeMEHN.
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AdminStatus

RemotelP

RemoteChannel

FrameSize

VLANID

VLANPri

ToS

MaxTimeout

UselP

YcTaHaBMBAET peXKMM paboTbl A1s AaHHOTo nopTa. Pexkum paboTsbl BbibMpaeTca
OTAE/IbHO 4/11 KaXKaoro nopra.

Listen - B faHHOM peXXMMe LU/I03 OXMAAET 3aNpocC Ha YCTaHOB/EHUe coeaNHeHUA
OT YAaNEHHOTO W/03a (Mo YMONYaHMIO);

Connect - B faHHOM pexXunme W3 OTNnpPaBaAET 3alMpocCbl Ha YCTaHOBJ/IEHUE
coegunHeHuA,

Blocked - nopt 3a6/10KMpoBaH, yCTaHOB/IEHNE COEANHEHUS A1 3TOFO NopTa
HEBO3MOXHO.

AlwaysSend - npuHyguTenbHa nepegaya NoToka, 6e3 co3gaHma coegmHeHNA no
npotokony SIP.
IP-agpec yaanéHHoro wsw3a.

Homep nopta E1 Ha yganéHHOM LWAO3E, C KOTOPbIM YCTaHAB/IMBAETCA COeANHEHNE.

YcTaHasnmBaeT pasmep ¢pelrima B Y2 mc. MoKeT NpuHMMaTh 3HaYeHua: ot 1 go 63
(31.5mc). Mo ymonuyaHuto paBHoO 2.

YcraHoBKa meTku VLAN ID 802.1p ana nakeToB AaHHOro NopTa, 3a4aETCA KakK
pecatnyHoe ymcno ot 0 go 4095. 0 — o3HA4YaeT OTCYTCTBME METKMW.

3Ha4yeHMe No ymonyaHuio: 32.

but npnoputeta B meTtke VLAN ID 802.1p. 3aaaéTca Kak aecatnyHoe uncno ot 0 go
7.

3Ha4yeHMe No YyMOoNYaHMIo: 6.

Heobxoanmo, utobbl TpaduK E1 umen camblii BbICOKMI MPUOPUTET B MECTHOM CeTU
Ethernet.

YcTaHoBKa MeTKU npuoputeTa (6aiTa) IP ToS ana naketos, NnepeaatolMxca B pamKax
OAHHOro coeanHeHuA. 3HadeHue 3a4aéTca B AecATUYHOM dopmaTe, Ananas3oH
3HavyeHwu ot 0 go 255 c warom 1.

3Ha4yeHMe no ymonyanuto: 0.

YcTaHaB/IMBaeT MaKCMMabHOE BPeMA IKCTPANOAALUN B MUITUCEKYHOAX.
MaKkcrMmanbHoe Bpems, B Te4YeHWe KOTOPOro B C/ly4ae OTCYTCTBMA MAKETOB C
AaHHbIMM NoToKa E1, wnto3 6yaeTt BocCTaHaBAMBaTb COAEPKUMOE STUX NMAKETOB HA
OCHOBE NpeaplAyLMX MPUHATbIX MAaKETOB M TEM CaMblM NOALEPKUBATL BbIXOAHOM
notok E1. MoxeT npuHumaTth 3HadyeHua: ot 0 go 7000.

3Ha4veHune no ymonyaHuto: 4000 mc.

BrAtoyeHne/oTKNI0YEHNE peXnMa Nepeadun NakeTos ¢ AaHHbIMKM NoToKa E1 6e3
IP/UDP 3aronoBKos.

[aHHbI pexkMm paboTbl NO3BOSET CHU3UTbL MPOMYCKHYH CNOCOBHOCTbL
Heobxoaumyto A1 nepeaayn notoka E1, npu sHaveHmm napametpa «No». PaboTa B
AAHHOM pPeXKMMe BO3MOXHa TO/IbKO B C/lyYae, eCAN LWAK3bl HAXOAATCA B 0AHOM IP
noAacetu. YCTaHOBKA COeAMHEHMA MEXKAY LUI03aMN NPOUCXOAUT C UCMNO/Ib30BaHUEM
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GatewayBypass

Description

JBSize

LocalTS

RemoteTS

Loop

IP 3aronoskoB, 6e3 IP 3aro/10BKOB NepeAatoTCcA TO/bKO NAKETbI C AaHHbIMW NMOTOKa
E1.

Yes - BKNoYeHO (Mo ymonyaHuio);
No - OTKNOYEHO.
OTBeyvaeT 3a NpoxoxaeHue noToka E1 mexay pasiMyHbIMU NOACETAMM, MUHYA

wnto3. MpumeHAeTcs B TOM C/yyae, Korga noaceTu, No cyTu, obpasyloT eaAnHyo
NNOKaNbHYO CE€Tb, 0BMEHMBAACH MPU 3TOM 06bIYHBIMM AAHHBIMU YEPEe3 L3,

Disabled - Bbiknto4eHo (Mo ymon4yaHuio);

Enabled - BkntoyeHo.
OnuncaHue nopra.

YcTaHOBKa pa3mepa BbIXOAHOM ovepeam, B MUIINCEKYHOAX.

OH Ao13KeH bbITb 60/blUEe, Yem GAYKTYyaLUs TPAH3UTHOTO BPEMEHM B CETH.
Hanpumep, ecnn ans cta naketos Bpemsa TpaH3uTa Kosiebnetca ot 2.5 go 6.5 mc, 1o
bydep gonxKeH 6biTb, XoTA 6bl 4 MC, YTODObI HM OAMH NAKET He 6bln NoTepsaH. Jlyylue,
ecnu bydep euwe 6oblie, TOrAa CMOXKET paboTaTb MexaHM3M nepesanpoca
noTepsAHHbIX NaKeToB. Bo Bcex cayyasx, Koraa AMcnepcus BpeMeHn 3aepKKu
npesbilaeT eaAuHULbI MUAUCEKYHA, BeNMUYnHa Bydepa — KOMNPOMUCC Meay
3a[1ePXKKOIN N KONNYECTBOM NOTEPAHHbIX NAaKeToB.

MoKeT npMHUMaTb 3HayeHus: oT 1 mc go 2000 mc Ha nopT, Ho He 6osiee 4000 mc Ha
BCe YCTpOMCTBO (HaumHas ¢ 9.4SR26).

CnepyeT yunTbiBaTb, YTO MaKCUManbHoOe KoaundecTBo Ethernet dppeitmos B jitter-
6ydepe, orpaHMYEHO YMCIOM 512, T.e. AONKHO BbIMNONHATLCA YCA0BUE
IBSize/FrameSize < 256 (HaunHas c 9.4SR28)

Mo ymonyanuio 4 mc.

Cnu1cok TaliM-cnoToB, BXOAHOIo NoToka E1 noKanbHOro Wto3a, AaHHbIe KOTOPbIX
6yAayT nepeAasBaThcA Ha yAaNEHHbIN W03 Yepes IP/Ethernet ceTb. CnMcoK Tam-
CNOTOB 3agaeTca nepeyncneHmem (20,11,18,19), ananasoHom (18-20) nam nx

KombuHaumamm (11, 18-20). MopaaoK nepeyncieHmsa TaitmM-C0TOB B CMIUCKE He
MMEET 3HaYeHuA.

3Ha4yeHue no ymonyanHuio: 0-31.
Cnuncok TaliM-cNoToB, BbIXOAHOTO NoToKa E1 yaanéHHoro wnto3a, B KOTopbix byayT

pa3smeLlaTbcs gaHHble npuHaTbie u3 IP/Ethernet cetn yaanéxHbim wno3om. Cnncok
Talim cNoToB 3a4a€ETcs aHanornyHo LocalTs.

3Ha4yeHue no ymonyanHuio: 0-31.

YcTaHOBKa nokanbHoro wierida Ha nopty E1.

Yes - wnend ycTaHOB/EH - gaHHble NnocTynatowme us anHum E1 nepeaatorca
0bpaTHO B NIMHUIO;

No - wneid cHAT - nopT E1 paboTaeT B pexxume nepegaym AaHHbIX (MO yMOAYaHUIO);
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YcTaHaBnmBaeT PeXnM BOCCTAHOB/IEHUA YACTOTbI. MoxxeTt NMPUHUMATb 3HAYEHUA!

SpeedRe
i PID, FT.
BkatouyeHne/oTkAoueHWe cxkaTua E1 noToKa. C:kaTue ocyluecteaseTca 6e3 notepb.
Ecnn cxkaTue BKAOYEHO, TO HEMCMONb3yeMble B KaHasle TaM-CNOTbl HE NepeaatoTcs;
Compression

Disabled - oTkntoueHo (Mo ymonyaHuio);
Enabled - BkntoyeHo.
B ciyyae BKIIOUEHHOTO CXKATMA MOXKHO PEryinpoBaTb MHTEPBA MeEXKAY

nepeaayamu nakeTos co Bcemu Tanm-cnotamum (KeyFramelnterval). Moxet
KeyFramelnterval NPYHUMAaTL 3HaueHMA oT 0 10 65535 ppeiimos.

Mo ymonyaHuio umeeT 3HavyeHne 16 ¢ppelimoB, T.e. MaKeT CO BCEMU TalM-CI0TaMM
byaeT oTnpaBaATbCA Yepes Kaxable 16 dpenmos.
3agepkKa nepen oTnpaBKon Ay6anMpoBaHHbIX ppPenmos;
[vana3oH 3HayeHu ot -1 go 63 dpelimos;
-1 (no ymon4yaHuio) AybaMpoBaHME OTKIOUYEHO;
DoubleSend
0 - ay6MpoBaHHbIN Gpenm byaeT OTNpPaBAEH C/IeAYIOLWUM;
1 - oybanpoBaHHbIN ¢ppeiim byaeT oTnpasneH Yyepes 1 dpenm;

2 - nybnmpoBaHHbIM dpeim byaeT oTnpasaeH Yyepes 2 hppeiima;

Bk/louyeHne/oTKA0UYEeHNE Nepe3anpoca NoTePsAHHbIX Gperimos.
LostRequest Enabled - BKntouyeHo (No ymonyaHuio).

Disabled - oTkntoueHo.

BKI'HO‘-IEHMG/OTK}'II'O‘-IEHME pexXnma NOCTOSIHHOM CKOpPOCTH.

Yes - BkntoveHo. Ecauv yctaHoBieHo Yes, TO HEO6XOAMMO BbICTaBUTb CKOPOCTb B

ConstSpeed
onstopee napametpe ConstSpeedValue. (Mcnonb3oBaTb He pEKOMeEHAYeTCA)

No - oTKnto4eHo.

BbicTaBnsAeT 3Ha4YeHWe NOCTOAHHOM ckopocTtu. UcnonbsyeTca, ecnm 3Ha4YeHue

ConstSpeedVal
onstopeedyalue napametpa ConstSpeed npnHMmaeT 3HaueHue Yes.

BkAtoyeHne/oTKAOYEHNE peXXMMa OTC/NEKMBAHUA MPOCKaib3biBaHMA (T.e. MbBO
nepenosiHeHus, AMbo  ONyCTOWEHUA  AXKUTTep-bydepa) npu  BHelHeW

, CUHXPOHU3ALNN.
Slip P 4
Disabled - Bbiknto4yeHo (N0 ymonyaHuio);

Enabled - BkntoyeHo.

JleBas rpaHULa B NpoLEeHTax OT AXKUTTep-bydepa.
SlipLeft MoKeT NpMHMMaTbL 3HaYeHMA B ananasoHe 10-90%.

Mo ymon4yanutio 75%.
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MpaBas rpaHMLLa B NPOLEHTax OT AKuTTep-bydepa.

SlipRight MoeT NnpuHUMaTb 3HayeHus B aManasoHe 110-200%.

Mo ymonyaHuio 125%.

IP - agpec WAN nopta NAT poytepa.

WANIP
Mo ymonyaHuto 0.0.0.0 - He yCTaHOB/EH.
SIP nopT ycTpoMncTBa Ha yAaNEHHOM KOHLLE.
SIPPort Mo ymonyaHuto 5060.
Ucnonb3yetca npotokon UDP;
UDP nopTt Ha yaaneHHOM yCTPOMUCTBe 414 nepeaayn rno npotokoay UDP/TDMOP.
TDMPort
Mo ymonyanuio 41000.
3.2.2.2 MyHKT /TDMoP/noprt/state
[aHHbIV NYHKT MeHI0 0TobparkaeT TekyLee coctosiHMe BbiIbpaHHoro TDMoP nHtepdeiica.
/TDMoP/0/state Advanced ESC+h - Help
|>..
| StrStatus Power Down
| SIPStatus Down
| Uptime 0 days, 0 hours, 0 min, 0 sec
| LinkStatus Down
| Timeout 0
| RedirectedMAC 00:00:00:00:00:00
| RedirectedIP 0.0.0.0
| RedirectedChannel 0
| CurrentJB 0
| Speed 0
| UsedTimeslots 0
| FPS 1000
| EthFrameSize 316
| Bandwidth 2468
| MinJB 0
| MaxJB 0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

StrStatus OTtobparkaert cratyc nepegaym TDMoP.

OTobparkaer cTaTyc coeanHeHus no npotokony SIP.

Down - coeanHeHue He YCTaHOB/1eHO;
SIPStatus A y :

Waitinglnvite - oxknpaHve npurnalweHuns yctaHoBku SIP-coeanHeHus;

WaitingResponce - oxxnaaHve oTBeTa Ha NpurnaweHmne yctaHoBku SIP-
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COeAMHEeHUs;
WaitingAck- oxngaHue NnoaTBepKAEHWA, YTO OTBET NOJIyYEH;
ResolvingHost - onpeaenenne MAC'a yaaneHHOM CTOPOHbI;

Too much frames in JB — npeBbILEH MaKCMMa/IbHO BO3MOMHbIM pasmep OAKUTTep-
bydepa (MakcumanbHoe Konnuectso Ethernet ppenmos B jitter-6ydepe,
orpaHMYeHo Ynciom 512, T.e. AONKHO BbINONHATLCA ycnosue JBSize/FrameSize <
256);

Connected - coegnHeHWe YyCTaHOBAEHO.

Uptime Bpems nepegayn noToKa;
LinkStatus OTobparkaeT COCTOAHUE IMHKA NOPTa;
Timeout CKO/IbKO BpeMeHu He 6bl1o dpeiimoBs, Mc

RedirectedMAC MAC-agpec Kyaa 6bl1m nepeHanpasieHbl Gppenmbl
RedirectedIP IP-appec Kyaa 6b111 nepeHanpaBaeHbl Gperimbl

RedirectedChannel Homep KaHana Kyaa 6ol nepeHanpasaeHbl Gppenmbl

CurrentIB TekyLiee 3HaYeHNe AxKnUTTep-bydepa, MKC

Speed TeKylLee OTK/IOHEHWE OT ONopHOM YacToTbl (20487w), ppb
UsedTimeslots KonnuyectBo Talm-cnoToB, KOTOPbIE B TEKYLLMI MOMEHT U3MEHAIOTCA
FPS Konnuectso ¢ppelimoB B CEKYHAY

EthFrameSize O6wmin pasmep ppenma

Bandwidth TeKylLan WWPKUHa NOAOCHI NPOMYCKaHUA, KBuTt/c

MinJB MWHUMaANbHbBIN (MFTHOBEHHbIN) pasmep AXnTTep-bydepa, MKC
MaxJB MaKcMMabHbIN (MFTHOBEHHbIN) pasmep AxXuTTep-bydepa, MKc

3.2.2.3 NyHkT /TDMOP/nopt/statistics

[aHHbIV NYHKT MEHI0 0TOBParKaeT CYETYMKM OLIMBOK BbibpaHHOro TDMoP nHtepodeiica.

/TDMoP/0/state Advanced ESC+h - Help
[>..

| Start 09.01.00 01:45:27

| Finish 11.01.00 21:56:04
| Valid

| Resend
| Ovf

| Undf

| Ignored
| Interp

O OO O oo
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| Resync
| SlipAdd
| SlipRem
| Lost

| LostReq
| Restored
| Fatal

| txDiscards
I
I

| Recommened)B

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 17:16:20 : [console] Change of the user is made to admin

[elNelNelNolNoNolNolNoelololNolNo

5

Start
Finish
Valid

Resend

ovf
Undf

Ignored

Interp

Resync

slipAdd

SlipRem

Lost

LostReq

Restored

Fatal

Hauyano cbopa cTaTUCTUKW.
KoHeu, cbopa CTaTUCTUKM.
Konunuyecteo 6e30wmnb0o4HO npuHaThIX TDMOP dpeinmos.

Konnuecteo ¢pelrimos, nepeaaHHbIX NOBTOPHO NO 3anpocy yAaseHHOro
MY/IbTUMNNEKCOPA-KOMMYTaTOpA.

Konnuecteo ppeiimoB, OTOPOLLEHHbIX U3-3a NEPENOIHEHUS BXO4HOTO bydepa.
KonnuecTtso cboeB, BbI3BaHHbIX HEXBATKOM AaHHbIX B bydepe nepesauu.
KonunyectBo otbpolieHHbix TDMoP ¢bpeimos.

KonnuectBo ¢pperimoB, 3aMeHeHHbIX MpU Nepeaaye Ha Npeablaywmnii NakeT Us-3a
3aZlep*KKM UM NoTepu AaHHbIX B ceTn Ethernet.

KosimyecTBo MHULMALMI NpoLecca Nepesayn, BOSHUKAET NPU PECUHXPOHMU3ALIUM.

Konunyectso ﬂpOCKaﬂb3blBaHVII7I, BO3HMKLUMX N3-32 MasIOMN 3aMOJHEHHOCTH OXUTTEP-
6ycbepa. PerMCTpMPVETCH B Cniydae, Korga ncnosab3yeTca BHEWHAA CUHXPOHU3aUuA.

KonnyectBo npockanb3blBaHM, BO3HUKLLMX U3-3a MEPenoIHEHNS AKUTTep-6ydepa.
Pernctpupyetca B c/lyyae, KOraa UCMo/b3yeTCs BHELLHAA CUHXPOHM3ALLMA.

KonunuyectBo notepsiHHbIX ¢ppeinmos TDMoP.
KonunyectBo nepesanpocos ¢ppeiimos TDMoP.

KonunyecTtBo BoccTaHOB/EHHbIX dppelrimos TDMoP ¢ nomolybio npoLeaypbl NOBTOPHOM
nepeaayu.

Konunyecrso annapaTtHbIX OLINBOK.
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KonnyecTtso nakeTos, KOTOpblE 6b1n OT6pOLIJeHbI n He 06p360TaHbI n3-3a

txDiscards nepenosiHeHNA BbIXOAHOM oyepeau.
AvgSpeed CpenHaa CKOpOCTb.

AvgJB CpegHuit pasmep aKutTep-bydepa, MKc.
MinJB MWHUMaNbHBIN pasmep OKUTTep-bydepa, mc.
MaxJB MaKcMmanbHbIn pasmep AxuTTep-bydepa, mc.

RecommenedJB PeKomeHAayemblit pasmep AKnttep-bydepa, mc.

3.2.3 MyHkT /Eth

[aHHbIN NYHKT MEHIO CAYXKMUT ANA NPOCMOTPA TeKywwmx ctatycoB Ethernet noprtos u Bbibopa
Ethernet nopTa gns ero ganbHelwen KOHPUIrypaLUumn n NPOCMOTPa CTAaTUCTUKM.

/Eth Advanced ESC+h - Help
|>.. Name Link Speed Duplex STP ChangeTime

| emac Up Auto Full Forward 01.01.00 00:00:00

| SFPO Up 1G Full Forward 01.01.00 00:36:49

| Down  N/A N/A Forward 01.01.00 00:00:00

| cpu Up 1G Full Forward 01.01.00 00:00:00

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

HenopakntoyeHHble NOPTbl BbIAENAIOTCA KpacHbIM LBeToM. [nAa KoHburypaumm m npocmoTpa
CTAaTUCTMKM HeoBXoAMMO BbIOPATb HYXHbIM NOPT.

3.2.3.1 NyH«KT /Eth/emac

MopT emac - 3To NOPT U3 CPU B CTOPOHY CBMTYA.

/Eth/emac Advanced ESC+h - Help
[>..

| config

| state

| statistics

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.3.2 NyHkKT /Eth/emac/config

B AaHHOM NyHKTE MOXHO 334aTb TEKCTOBOE OMMCaHMe AaA NopTa emdc U NOCMOTPETb Mac-
afpec MyNbTUNAEKCOPa-KOMMYyTaTopa.

/Eth/emac/config Advanced ESC+h - Help
|>..
| Description
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| PhysAddress 54:A5:4B:9A:36:29

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Description TeKcToBOE ONUCAHWE JNA NOPTa;
PhysAddress dursnyecknin agpec mynbTunaekcopa-kommyTtaTopa (MAC-agpec);

3.2.3.3 MNyHKT /Eth/emac/state

B faHHOM NyHKTe 0TOBPaXKaloTCA CTaTyc, CKOPOCTb Nepeaaydm n pexxum aynjaekca nopta emac.

/Eth/emac/state Advanced ESC+h - Help
|>..

| Status Up

| Speed 100M

| Duplex Full

| LastChange 27.08.15 17:03:53

| MTU 1522

| RXUtil 1

| TXUtil 1

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 17:16:23.913 : [console] Change of the user is made to admin

Cratyc nHtepdeiica.
Status Up - BKAKOYEH.

Down - BbIK/IIOYEH.

CkopocTb Nepegaym nHTepdeica.
10M - 10M6wuT/c.

Speed 100M - 100M6wuT/c.
1G - 1I6éuT/c.

Auto - aBTomaTnyeckoe onpeaeneHue.

Perknum obmeHa BbIBpaHHOro MHTepdeinca.
Auto - aBTomaTM4ecKoe onpeaeneHune (no ymondaHuio).
Duplex Full - nonHOAYNNEKCHBIN PEXKMUM: OAHOBPEMEHHAA Nepeaaya u npuem.
Half - nonyaynneKkcHbl pexmMm: B 04MH MOMEHT BPEMEHW OcyLLLecTBAseTcA 160

nepegava, 1Mbo npuem.

LastChange [ata v Bpems nocieaHero MsmeHeHus.

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 71



Sprinter TX TY6665-005-62880827-2013

MTU MaKcmMmanbHbI pasmep dpenma
RXULil 3aHATaA NponycKkHas cnocobHoCTb MHTepdeiica Ha NpMeme, B NPOLEHTaXx.
TXUtil 3aHATaA NponycKHas cnocobHOCTb MHTepdeica Ha Nnepeaaye, B MPOLEHTaXx.

3.2.3.4 NyHkT /Eth/emac/statistics
B JaHHOM NYHKTE MeHI0 0TOBPaXKaloTcA cHETUMKM OLMBOK ANA nopTa emac.
e B CYyeT4YnKax, Ha4ynHarwmeca Ha rx, OTO6pa)-KaI-OTCFI 3Ha4YeHNA NPUHUMaEMbIX NAaKeTOB;

e B cyeTymKax, HauMHatowMmeca Ha tx, OTO6pa)-I-(aIOTCFI 3Ha4YeHuA nepegaBaembiX MNakKeToB;

/Eth/emac/statistics Advanced ESC+h - Help
|>..

| rxUnicast 22754655

| rxNUnicast 399114

| rxBroadcast 338779

| rxMulticast 60335

| rxPause 0

| rxUndersize 0

| rxOversize 0

|  rxErr 0

| FCSErr 0

|  rxFCSErr 0

| rxDiscard 0

| rxFiltered 90

| rxGoodOctets 34936676

| txUnicast 22751295

| txNUnicast 3936

| txBroadcast 84

| txMulticast 3852

| txGoodOctets 1023317

Filter: <Press any letter key to start filtering items>
LOG:28.08.15 13:11:20 : [console] Change of the user is made to admin

rxUnicast KonmuyecTtBo NpuHATLIX Unicast NakeTos.

KonnyecTBo NpuHATLIX He unicast NakeTos, To ecTb Koauyectso broadcast + multicast
NakeTos.

rxNUnicast

rxBroadcast  KonuyecTBo NpuHATLIX broadcast nakeTtos.
rxMulticast KonunuectBo npuHaTbix multicast nakeTtos.
rxPause KonnyectBo NpuMHATLIX pause NaKeToB.

rxUndersize KonnyecTBo NakeTos ¢ g/IMHON mMeHbLue 64 6aiT 1 BepHbIm FCS.

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 72



Sprinter TX TY6665-005-62880827-2013

rxOversize KonnyectBo nakeToB ¢ A/MHOW 6osblue makcumanbHon (1522 6aiita) n BepHbim FCS.

rxErr KonnuyectBo owmnbOK Ha npueme.

rxFCSErr KonnyectBo NpuHATLIX NAKETOB C AOMNYCTUMOM AnnHOM (64-1522 6ainTa) n HeBepHbim FCS.

rxDiscard KonnyecTBo nakeTos, KOTopble 6blin 0TOpoLLEHbl U He 06paboTaHbl U3-3a NepenoaHEHUA
BXOZHOM oyepeau.

rxFiltered KonnuyectBo NpuHATLIX NaKeToB, KOTopble bblnM oT6poLleHbl M3-3a HeBepHoro VLAN ID
unu orpaHnyeHna MAC-agpecos Ha nopry.

rxGoodOctets KonunyectBo NpUHATbIX 6aNT 6e3 oWnbOK.

txUnicast KonnyectBo nepefaHHbIX unicast makeTos.

. KonunyectBo nepegaHHbIxX He unicast nakeTos, To ecTb Koan4vecTso broadcast + multicast

txNUnicast
NaKeToB.

txBroadcast  KosnnuectBo nepegaHHbix broadcast nakeTos.

txMulticast KosmuectBo nepepgaHHbix multicast nakeTos.

txGoodOctets KonnuyecTBo nepesaHHbIX 6anT 6e3 oWnbOoK.

3.2.3.5 MyHKT /Eth/SFP nopt

B OaHHOM MYHKTE MEHIO MOXKHO MeperTU K KoHoUrypauum nopTa, NPOCMOTPETb CTAaTUCTUKM
COCTOSIHMI, CYETYMKOB OLLIMOOK, MHPopmaLumio o sfp moayne.

/Eth/CSFP2

| config
| DDM
| IDProm
| LLDP

| PHY

| QoS

| RSTP

| state

| statistics

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20.397 : [console] Change of the user is made to admin

Advanced ESC+h - Help

3.2.3.6 NyHKT /Eth/SFP nopt/DDM

B AaHHOM NyHKTe MeHI0 MOXHO npocmoTpetb DDM (Digital Diagnostics Monitoring) - ¢yHKums
UMPPOBOro KOHTPOAA MapameTpoB npoussoguTencHoct SFP moayns. [lo3BonseTr oOTCAexuBaTb B
peanbHOM BpPEMEHW TaKMe MapaMeTpbl KaK: HanpaXKeHue, TeMnepaTtypy MOAy/A, TOK CMeweHuA U
MOLLHOCTb Jia3epa, ypOBEeHb MNPUHMMAEMOro CUrHana, CUrHaabl TPeBOrM U npeaynpexaeHua. Huxe

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 73



Sprinter TX

TY6665-005-62880827-2013

NMokasaH npumep oTobpaxeHus uHbopmaumu, Korga B SFP nopT nogkntoueH Sprinter TX (SFP), 6es

HacTpoeHHon nepegauyn TDMoP. TemnepaTypa paBHa 0, T.K. Sprinter TX (SFP),

HE nogaepxuBaert

namepeHue temnepatypbl. CurHan LoRXPower nHpopmmpyeT 0 HU3KOM curHane nepegade - TDMoP He
nepegaetca. CurHan LoTXPower nHopmMpyeT 0 HU3KOM curHase Ha BxoAe uHTepdeiica E1 - Ha Bxopa

HW4ero He Nno4aHo.

/Eth/SFPO/DDM
|>..

| Temperature 0
| vcc

| TXBias

| TXPower
| RXPower
| RXLevel

| Alarms

| Warnings

Filter: <Press any letter key to start filtering items>

LoTXPower,LoRXPower
LoTXPower,LoRXPower

Advanced ESC+h - Help

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Temperature Temnepatypa, C;
vce HanparkeHwue, B;

TXBias TOK HaKayku nasepa, A;

TXPower MouwHocTb nasepa, mBT;

RXPower MowHocTb Ha Npueme, MBT;

RXLevel

CurHanbl TpEBOTK:

HiTemp - BbiCOKaA TemnepaTypa;

LoTemp - H/3Kaa TemnepaTtypa;

HiVCC - BbICOKOE HanpAaXeHue;

LoVCC - H13Koe HanpAaXeHue;
Alarms HiBias - BbICOKWNIA TOK CMELL,EHUA;

LoBias - HU3KN TOK CMeLLEeHUs;

YpoBeHb NPUHMMAEMOro CUrHana, abm;

HiTXPower - BbICOKaA MOLLHOCTb CUTHA/Ia Ha Nepeaade;

LoTXPower - HN3KaA MOLLHOCTb CUTHaNA Ha Nepeaaye;

HiRXPower - BbICOKaA MOLLHOCTb CUFHA/Ia Ha Npueme;

LoRXPower - H/3KaA MOLLHOCTb CUTHANA Ha Npueme;

Warnings CurHanbl npegynpexaeHua:
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HiTemp - BbiCOKaA TemnepaTypa;
LoTemp - HU3Kaa TemnepaTypa;
HiVCC - BbICOKOE HanpAXeHUe;
LoVCC - H1n3Koe HanpAaXeHue;
HiBias - BbICOKWNIA TOK CMELL,eHUs;

LoBias - HU3KN TOK CMeLLeHus;

HiTXPower - BbICOKasa MOLLHOCTb CUrHaNa Ha nepeaye;

LoTXPower - H/13KaA MOLLHOCTb CUTHaa Ha Nepegade;
HiRXPower - BbICOKaA MOLHOCTb CUTHa/1a Ha Npueme;

LoRXPower - H/3KaA MOLWHOCTb CUTHaNa Ha Npueme;

3.2.3.7 NyHKt /Eth/SFP nopt/IDProm

B AaHHOM MNyHKTe MeHI0 MOXKHO npocmoTtpeTb IDProm SFP-moayna. MNo3sonsaeTt oTcnexmsaTb B
peasnbHOM BpPEeMEHW TaKue napameTpbl KaK: TUM YCTPOMCTBA, pPa3beM MOAKAIOYEHUA, CKOPOCTb
nepegayu, 4iMHa BOJIHbl. HuKe noKasaH npumep otobpaxkeHus uHPopmauuu, Korga B SFP nopt

noakntoyeH SFP-moaynb npounssoactesa APAC Opto.

/Eth/SFPO/IDProm

|>..

| Type SFP

| Connector SC

| Encoding _8B10B

| Speed 1300

| Wavelength 1550

| CPLinkLength

| FBLinkLength 10

| Vendor APAC Opto
| PartNumber LS48-C3S-TC-N-K5
| Revision 0000

| SerialNumber 8819059090
| Manufactured 11.09.2008

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

Type Tun ycTponcTBa;

Connector Twun BHewWHero pasbema;

ERCLAL] Unspecified, 8B10B, 4B5B, NRZ, Manchester, Reserver.

Speed CkopocTb nepegayn, Mbps;

Wavelength [JnvHa BoNHbI Ha nepegavy, Hm;

Koa nocnepoBaTenbHOro anroputma KoguposaHuaA; MoXKeT NpUHUMATb 3HAYEHUA:
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CPLinkLength  [OanbHoCTb Nepenaun megHoro SFP-moaynsa, m;
FBLinkLength  [JanbHoCTb Nepegaym onTuyeckoro SFP-moayns, Km;
Vendor Mpounssogutens SFP-moayns;

PartNumber Homep nnatbl SFP-moayns;

Revision Homep pesnsunm nnatbl SFP-moayns;

SerialNumber CepuiiHbIi Homep SFP-moayns;

Manufactured [Oata npoussoactsa SFP-moayns;

3.2.3.8 MNyHKT /Eth/nopt/PHY

[aHHbIA NYHKT MEeHI0 No3BonsieT KOHOUrypupoBaTb BbibpaHHbIi Ethernet nopt Ha ¢dmsmnyeckom

YPOBHe.
/Eth/0/PHY Advanced ESC+h - Help
|>..
| Loopback No
| Speed 100M
| Aneg Enabled
| PWDown No
| RestartAneg No
| Duplex Full
| AnegDone Yes
| Modes 10Half,10Full,100Half,100Full
| PartnerModes 10Half,10Full,100Half,100Full,Pause,AsymPause
Filter: <Press any letter key to start filtering items>
LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BkatoyeHne/oTKAOYEHWE 3aBOPOTa NpMeMa Ha nepeaady.
Loopback Yes - BKAloYeEH;

No - OTK/OYEH (MO YMONYAHMIO).

CKopocTb nepeaaun nHtepdeinca.
10M - 10M6wuT/c.
Speed 100M - 100M6wuT/c.
1G - 1réwuT/c.
Auto - aBTOMaTU4ecKoe onpegeneHue.
BkntoueHne/oTKNOUEHWE aBTO-ONpeaeneHnsa CKOPOCTH.

Aneg
Enabled - BkntoyeH (No ymo4aHuio);
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Sprinter TX

PWDown

RestartAneg

Duplex

AnegDone

Modes

PartnerModes

Disabled - oTkntoueH.

CocTosHMe nHTepdelica.
No - nHTepdeiic BKAOYEH (N0 YMONYaHUIO);

Yes - nHTepdENC BbIK/IOYEH.

MNepe3anyck aBTO-onpeaeneHna CKOPoCTu.
Yes - BKNOYEH;

No - oTK/Il0UYEH (OTKNKOYEH).

Pexknm obmeHa BbibpaHHOro MHTEpdEiica.

Auto - aBTomaTM4ecKoe onpeaeneHune (no ymoadaHuio).

Full - nonHoAyNNEKCHbIM peXnMm: O4HOBPEMEHHasA nepeaaya u npuem.

Half - nonyaynneKcHbIN pexKMm: B O4NH MOMEHT BpeMEHU OCyLLEeCTBAAETCA NGO
nepegaya, Mbo npmem.

NHpopmumpyeT o Tom, ObI10 1 aBTO-ONpPeAENEHNE CKOPOCTU UHTepdelica nan oHa bbinia
onpeaeneHa no yMmoyaHuio.

Yes — aBTO-onpeneneHne CKOPOCTU YCMeLlHo;

No — ckopocTb bblna onpegeneHa No yMoa4aHuIo.
BO3MO3KHbIE PeXMMbI TEKYLLLETO MHTepdeiica.

Bo3MoXKHble pexKuMbl MHTepdeica Ha BCTPEYHOM YCTPOWCTBE.

3.2.3.9 NyHkT /Eth/nopt/QoS

/Eth/1/QoS
|>..

| InLimitMGMT
| InLimitMode
| InRate

| InRateDouble
| OutRate

| VlanPriMap
| DefPri

| Priority

| PriOverride

Advanced ESC+h - Help

Disabled
All
0

0
01234567
BKO

tag

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

InLimitMGMT

BKAtoueHMe/oTK/IIoYEHNE OrpaHnYeHmns TpaduKa 158 BXOAALLErO MeHeAKMEHT TpaduKa
(mgmt > BPDU, IGMPSnooping...).

Disabled - BbIkNt04YEHO (MO YyMONYAHMIO).
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Enabled - BkntoyeHo.

BxoaAawmi TpaduK, KOTOpbIN HEOBXOAMMO OrPaHMYMBATD.
All - Becb (No ymonyaHuto).

InLimitMode  BMuU -broadcast + multicast + unknown unicast.
BMcast - broadcast + multicast.

Bcast - broadcast.
InRate OrpaHuYeHne NponyckHom cnocobHocTn Ha Bxoae, Kbut/c.

OrpaHuyeHre NpPonycKkHOM cnocobHOCTU ANA BCcex 4x ouepeaein.

Mo yMmoYaHUIO: HUKaKoe 3HaYeHue He 3aAaHo (no ¢akTty aTo - Q0) -orpaHMYeHne
AencTByeT Ans Bcex 4x ouepeaen.

Q1=2xQ0 - nonoca NPonycKaHWa gna AaHHOM ovyepeam OrpaHNYMBaAETCA ABOMHbLIM
3HayeHnem ana odyepean QO.

Q2=2xQ1 - nonoca NponycKkaHWa gna AaHHOM ovyepeam OrpaHNYMBaETCA ABOMHbLIM
3HayeHnem gna ovyepeam Q1.

Q3=2xQ2 - nonoca NPonyckaHWa gna AaHHOM ovyepeam OrpaHNYMBaETCA ABOMHbLIM
3HayeHnem gna ovyepean Q2.

lpumep:
Hanpumep, orpaHnunm nopt 1M6éwut/c (InRate).

Ecnun InRateDouble He 3agaBaTb HMKAKOro 3HaYeHMA (No ymoadaHuio odepeapb QO), To
Bce 4 oyepeam byayT orpaHuyeHbl 1M6uT/c.

InRateDouble

Ecnu 3agaTh InRateDouble paBHbim:

Q1=2xQ0, To o4epeam 6yayT C pa3HbIM NPUOPUTETOM NO MNPOMYCKHOM CNOCOBHOCTU.
Q1,Q2, Q3 6yayT obpabaTtbiBaThCA B ABa pa3a b6bicTpee, yem QO, 0buian NponyckHas
CNOCOBHOCTb BCEX OYepeaen Tak U ocTaHeTcs 1 M6ut/c.

Ecnu 3apaTh InRateDouble paBHbim:

Q1=2xQ0,

Q2=2xQ1, To oyepegm Q2, Q3 6yayT B 4 pasa bbicTpee obpabaTbiBaThes, Hem Q0,a Ql B
2 pasa b6bicTpee, yem QO.

Ecnum 3agaTh InRateDouble paBHbim:

Q1=2xQ0,

Q2=2xQ1,

Q3=2xQ2, To oyepenb Q3 6yaeT B 8 pa3s 6bicTpee obpabaTbiBaThes, Yem QO, Q2 B 4 pasa
6bicTpee, uem QO, a Q1 B 2 pa3a bbicTpee, yem QO.

OutRate OrpaHu1yeHne NpPonycKkHOM cnocobHocTH Ha Bbixoae, Kbut/c.

Mepeonpeaenser NpUOPUTET A5 TerMpoBaHHbIX ppenmos VLAN ID.

VianPriMap Mo ymonuanuto 01234567.

Mpumep:
YcraHoBMM 3HavyeHue: 00112233
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N3meHuBLIMiicA
Mpuopurter
npuopuTeT B
BXOAALLLUX
COOTBETCTBUM C
TerMpoBaHHbIX
e napameTpom
P VlanPriMap
0 0
1 0
2 1
3 1
4 2
5 2
6 3
7 3
Ewe npumep:
YcTtaHoBUM 3HayeHue: 76543210.
Mpuweawnii dppenm c npuoputeTom 3, Ha Bbixoge byaet umeTb NpuopuTeT 4.
MpuopuTteT npwu TermpoBaHuu dpeimoB meTkoh VLAN (802.1q) B COOTBETCTBMM CO
cTaHgaptTom 802.1p.
Moa npuopuTeT Bblaensetcsa 3-x butosoe none PCP (Priority code point) B 3aronoske IEEE
802.1q.
BKO - Background (camblit HU3KWIA NPUOPUTET).
BE1 - Best Effort.
DefPri EE2 - Excellent Effort.
CA3 -Critical Applications.
VI4 - Video, <100ms lantecy and jitter.
VOS5 - Voice, <10ms lantecy and jitter.
IC6 - Internetwork Control.
NC7 - Network Control (cambiii BbICOKUIA NPUOPUTET).
Mo ymonyaHuto: BKO (cambliii HUsKuii npuopumem).
Cnocob ycTaHOBAEHMA NPUOPUTETOB - MOXKET BbITb OAHUM U3: tag, ip, tagip, iptag, no;
onpeaenseT NopALOoK onpeaeneHnsa NpuopuTeTa Ansa Bxoaawmx Gpenmos.
no - npuopuTteT onpegenaetcs, ucxoga us DefPri.
Priority tag — nna HeTerMpoBaHHbIX GperMoB, NpuopuTeT onpeaenaetca, ucxona us DefPri; ana

TerMpoBaHHbIX GpenmoB, NPUOPUTET ONpPesenseTcs, UCXOAA U3 NpaBua onpeaeneHuns
npuopuTeTa ANA TErMPOBaHHbIX Gpelimos (Mo ymonuyaHuio).

ip - ecnn npuwen ¢peim c 3aronoskom IP, To npuopuTeT onpegenseTca, Ucxoas ns
npuoputeTta ppeinma, yctaHoBEHHOTO B nose ToS; ecan npuwen ¢peiim b6e3 IP
3aron0BKa, To 3a4aeTcA NPUOPUTET NO yMmoaYaHuto: DefPri.
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PriOverride

tagip - ecnv NpuyLwen HeTerMpPoBaHHbIN GPelrim, TO MPUOPUTET ONPEaEeNsaeTcsa, UCXOAA U3
npuoputeTta Gppeima, ycTaHOBIEHHOro, Hanpumep, ToS; ecnu NpuLwen TerMpoBaHHbIN
bpelim, NnpropuTeT onpeaenseTcs, UCXo4a U3 NpaBua onpeaeneHus npuopuTeTa ans
TerMpoBaHHbIX Gperimos.

iptag - ecnv npuwen HeTerMpPoBaHHbIM Gpeim, TO NPUOPUTET ONPEAENAETCA, UCXOLA U3
npuopwuTteTa ¢pperima, ycTaHOBNEHHOTO, Hanpumep, ToS; ecan NpuLen TErMPOBAHHbIN
dpenm, npuopuTeT onpeaenserTca, M3 npuopuTteta ppenma, yCTaHOBIEHHOTO,
Hanpumep, B nose ToS ana ppenima c 3aronoskom IP uamn gna ppeinma 6e3 3aronoska IP
13 NpaBua onpeaeneHns npuopuTeTa ANna TerMpoBaHHbIX GpeinmoB.

Paccmompum nodpobHee tagip:

Ecnun yctaHosneHo tagip v npuwen IP dpelim, To aAns oyepean NPMOPUTET onpeaenseTcs,
mcxodsa U3 npuoputeTa ppenma, yCTaHOBEHHOTO, Hanpumep, ToS;

Ecnu yctaHoBneHO tagip v npuwen TerMpoBaHHbI Gpeinm, To 4Na ovepean NpuopuTeT
onpeaensetca, ucxoga ns nona Priority, 3apaHHomy B 3arosioske 802.1Q.

Ecnn yctaHosneHo tagip v npuwen TernpoBaHHbIN IP dpeim, To ana oyepean npuoputeT
onpepgenseTca, ucxoas U3 nona Priority, 3apaHHomy B 3aronoske 802.1Q.

CBoaHas TabaMua No UICTOYHMKAM NPUOPUTETA A8 PasHbIX BXOAALMUX NAKETOB:

Tun

e untagged

untaggedip | tagged | taggedip

Priority

no DefPri DefPri

tag DefPri DefPri
ip DefPri ToS
tagip DefPri ToS
iptag DefPri ToS

DefPri DefPri
802.1Q | 802.1Q
DefPri ToS
802.1Q | 802.1Q
802.1Q ToS

rae,
DefPri - 3HaueHue napameTpa DefPri B nyHKTe meHto "3.2.3.9 /Eth/nopt/QoS"

ToS - 3HayeHue nonsa ToS, onpegenstowero TMn obcayKMBaAHUA U3 3arosioBKa IP-nakeTa,
obpaboTtaHHoe npasuaamu IPPri 3 nyHkTa meHto “3.2.10 /EthGlobal”

802.1Q - 3 6uta ana 3agaHuMA npuopuTeTa B 3arososke 802.1Q

VLAN - npuoputeT onpeaensietca, obpauwasch K VLAN ID Priority.

Ecnu PriOverride 3apaH, kak VLAN v B nyHkTe “3.2.6.1 /VLAN/VLANID” napametpy
PriOverride 3apaHo 3HayeHue Enabled, To npuopuTteT onpegensetcs, ucxoaa vs Priority,
3agaHHOMY aaHHomy VLAN ID.

SAMac - npyoputeT onpeaensertca, obpauasack K Source MAC-address Priority.

Ecnu PriOverride 3apaH, kKak SAMac v B Tabanue ATU ecTb cTaTUYecKasn 3anuch € AaHHbIM
MAC-agpecom, ToO NPUOPUTET ONpeaenseTca, ucxoaa us Priority, yctaHoBieHHOMY
paHHomy MAC-agpecy.

DAMac - npuoputeT onpeaennetcs, obpauance K Destination MAC-address Priority.

000 «HCK KommyHuKaumm Cnbupu», 2015 r.

WWW.Nnsc-com.com 80



Sprinter TX

TY6665-005-62880827-2013

Ecnu PriOverride 3apaH, Kak DAMac v B Tabauue ATU ecTb cTaTuyeckas 3anmch C
BaHHbIM MAC-agpecom, TO NpUOpUTET onpeaenseTca, ucxoas us Priority,

ycTaHoBAeHHOMY aaHHoMy MAC-aapecy.

3.2.3.10 MyHkT /Eth/nopT/LLDP

[aHHbIM NYHKT MO3BONSET HAcTPOWUTbL Mapamepbl NpoTokona LLDP ans otaenbHoro nopra.
MoapobHOe onncaHne NapameTpPoB, MOXKHO NOCMOTPETb B NyHKTe “3.2.4.3 /System/LLDP/Interfaces/nopt”.

/Eth/0/LLDP

[>..

| Admin txAndRx
| TLVs All

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 14:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

3.2.3.11 MNyukT /Eth/nopt/RSTP

JaHHbIA NYHKT NO3BO/ISET HACTPOUTb Mapamepbl npotokona LLDP ana otaenbHoro nopra.
MoapobHoe onvcaHne napameTpoBs, MOMXKHO NOCMOTPETb B NyHKTe “3.2.4.5 /System/RSTP/Interfaces/nopt”.

/Eth/0/RSTP

|>..

| Priority 128

| Edge Yes

| AdminCost 0

| P2P Auto

| RootGuard No

| --Status--

| PathCost 200000

| Role Designated

| State Forwarding

| Partner Rapid

| rxBPDU 1142

| rxConfig 0

| rxTCN 0

| Uptime 0 days, 2 hours, 50 min, 15 sec
| PortiD 8001

| BridgelD 8000-54a54b681130
| RootID 8000-54a54b681130
| DesignatedCost 0

| DesignatedPort 8001

Filter: <Press any letter key to start filtering items>
LOG:27.08.15 14:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

3.2.3.12 NyHKT /Eth/nopT/config

JaHHbIN NYHKT MeHI0 N03BoNAET KOHOUTYPUPOBaTh BbibpaHHbIN UHTepdelic Ethernet.

‘ /Eth/1/config

Advanced ESC+h - Help
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|>..

| Description

| Speed Auto

| Duplex Auto

| Link Auto

| FlowControl Auto

| Reservation No

| Learning Enabled

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Description CvimBO/IbHOE OnucaHue.

CkopocTb nepegayn nHTepdeica.
10M - 10M6uT/c.

Speed 100M - 100M6wuT/c.
1G - 1réwur/c.

Auto - aBTOMaTnyeckoe onpeaeneHue (no ymonyaHmio).

Pexknm obmeHa BbibpaHHOro MHTepdeiica.
Auto - aBToMaTH4ecKoe onpeaesieHne (Mo yMONYaHMIo).
Duplex Full - nonHOAYNNEKCHBIN PEXMM: OAHOBPEMEHHAA Nepeaaya U npuem.
Half - nonyaynnekcHblii pexxnm: B 0AMH MOMEHT BPEMeHU ocyllecTBaseTca Mbo
nepenaya, imbo npuem.
CocrosHMe noprTa.
Up — BKNOYMTb MOPT.
Link
Down — BbIKOYUTb NOPT.
Auto - aBToMaTM4ecKoe onpeaesieHre (Mo yMONYaHUIo).
®YHKUMA KOHTPONA NOTOKa. ECAM yCTPOMCTBO He ycneBaeT NPpMHMMaTh nepeaaHHble

eMmy ¢peimbl BCTPEYHbIM YCTPOMCTBOM, TO OHO NocbliaeT Pause-dppeiim, yTobbI
NPUOCTaHOBUTL Nepesauyy.

FlowControl Enabled - BkntoyeH;
Disabled - BbiknoueH (No ymonyaHuio);

Auto - BK/IlOYaEeTCs, eC/iv yaasieHHasa CTOPoHa noaaepkmusaeT Pause-dpperimel.

Tun pesepBrpoOBaHKA.
Reservation No — HeT pe3epBMpPOBaHMA (N0 YMOIYAHUIO);

RSTP — pe3epBupoBaHue no npotokoay RSTP.
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Learning

OnHamunuyeckoe pgobasneHne MAC-agpecoB B Tabauuy ATU, ¢ KoTopbix npuxoaAt

naKeTbl B JaHHbIM NOpPT.
Enabled - BKnto4YeHo (No ymonyaHuio);

Disabled - oTkntoueHo.

3.2.3.13 MyuHkT /Eth/nopt/state

B gaHHOM NYHKTE MEHIKO MOXXHO NMPOCMOTPETb CTATyC, CKOPOCTb nepeaadn, pexxmm aynnekca u
BpemAa nocnegHero nsmeHeHuA.

/Eth/1/state
|>..

Status
Speed
Duplex
FlowControl
LastChange
MTU

Qlen

RXUtil
TXUtil

Up

1G

Full

Disabled

03.01.00 22:47:11
1522

0

1

1

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

Status

Speed

Duplex

FlowControl

Cratyc uHTepodelica.
Up - BKAKOYEH.
Down - BbIKNIOYEH.

Auto - aBToMaTH4YecKoe onpeaesieHne (No yMoa4aHuio).

CKopocTb Nnepegayn nHtepdemnca.
10M - 10M6wuTt/c.

100M - 100M6uT/c.

1G - 1TéwuT/c.

Auto - aBToMmaTnyeckoe onpegeneHune (no ymonyaHuio).

Perknm obmeHa BbIbpaHHOro MHTepdeinca.

Auto - aBToMmaTnyecKoe onpegeneHune (Mo ymoayaHuio).

Full - nonHoaynNEeKCHbIM peXknm: o4HOBpeMeHHas nepeaaya u npuem.

Half - nonypynneKkcHbI pexknum: B 04MH MOMEHT BPEMEHW OCYLLECTBASETCA B0

nepezava, MMbo npuem.

®yHKLMA KOHTPONA NOTOKA. ECcam ycTpoicTBO He ycneBaeT NPUMHMMATb NepesaHHble emy
dpelimbl BCTPEYHbIM YCTPOMCTBOM, TO OHO NocbliaeT Pause-dpelim, 4Tobbl NPUOCTaHOBUTb
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nepegavy.
Enabled - BknioyeH;
Disabled - BbikntouyeH (No ymonyaHuto);

Auto - BKNlOYaeTcs, eC/iv yaaneHHasa CTopoHa noagepuneaet Pause-dpperimel.

LastChange [aTta v Bpems NocnenHero UsSMeHeHus.

MTU MaKcmMmanbHbI pasmep dpenma

Qlen [nvHa ovepesm Ha OTNPaBKY, B 610Kax AaHHbIX

RXULil 3aHATan NPOMNyCcKHas cCNnocobHOCTb NHTepdeNca Ha Npueme, B MPOLEHTaXx.

TXUtil 3aHATas NponyckHasa cnocobHocTb MHTepdelica Ha Nnepeaaye, B MPOLEHTAX.
3.2.3.14 NyukT /Eth/nopt/statistics

JaHHbIA MYHKT MEHI0 MO3BOJIAET MPOCMOTPETb CTAaTUCTUKY MPUHATBLIX U nepedaHHbIX yepes

mHTepdelic nakeToB. [na cbpoca CTaTUCTUKM UCNONb3YITe codeTaHue Knasuw “ESC+R”.
e B cuyeTumKax, HauMHaloLlWMeca Ha rx, oTobparkatoTca 3Ha4YeHMA NPUHUMAEMbIX NAaKETOB;

e B cuetumkax, HaumHalowmecs Ha tx, oTobparkaloTca 3HaYeHMA nepesaBaeMbiX NaKeTos;

/Eth/1/statistics Advanced ESC+h - Help
|>.. | txFCSErr 0

| rxUnicast 247987 | txFiltered 0

| rxBroadcast 0 | txGoodOctets 117748156
| rxMulticast 1 | txCollisions 0

| rxPause 0 | txDeferred 0

| rxUndersize 0 | txSingle 0

| rxOversize 0 | txMultiple 0

|  rxErr 0 | txExcessive 0

| rxFCSErr 0 | txLate 0

| rxDiscard 0 | h640ct 0

| rxFiltered 0 | he5_127 1445

| rxGoodOctets 117334071 | h128_255 115

| rxBadOctets 0 | h256_511 419054

| rxFragments 0 | h512_1023 25

| rxJabber 0 | h1024_max 76350

| txUnicast 247980

| txBroadcast 1005

| txMulticast 405

| txPause 0

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 10:17:10.882 : [console] Change of the user is made to admin

rxUnicast

KonnyectBo NpUHATLIX unicast naketos.
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rxBroadcast
rxMulticast
rxPause

rxUndersize

rxOversize

rxErr
rXFCSErr
rxDiscard
rxFiltered
rxGoodOctets
rxBadOctets

rxFragments

rxJabber

txUnicast
txBroadcast
txMulticast

txPause

txFCSErr

txFiltered
txGoodOctets

txCollisions

txDeferred

txSingle

KonnyecTtBo npuHATbIX broadcast nakeTos.

KonnyecTtBo npuHATbIX multicast nakeTos.

KonnyectBo NpuHATLIX pause NakeToB.

KonnuyecTtBo nakeToB ¢ A/IMHOW MeHbLle 64 6anT 1 BepHbim FCS.

KonnyectBo nakeToB ¢ AMHOWN 6osblue makcumanbHon (MTU 6aiT) u BepHbiM FCS.
3HayeHne MTU 3agaetca B meHto “3.2.10 /EthGlobal/MTU”
Ko/simuecTBo olWnBOK Ha npueme.

KonnuectBo NpuMHATLIX NAKeTOB C AOMNYCTUMOM AnnHon (64 - MTU 6ainT) n HesepHbim FCS.
3HaueHne MTU 3agaerca B meHto “3.2.10 /EthGlobal/MTU”

KosimuecTtBo naketoB, KOTopble Obl/I OTOPOLLEHbI U He 06paboTaHbl U3-3a NepPenoHEHUS
BXOZHOW oyepeau.

KonnyectBo NpuHATLIX NakeToB, KOTopble bblan oTbpoLleHbl U3-3a HeBepHoro VLAN ID
naun orpaHnvyeHna MAC-agpecoB Ha nopTy.

KosimuectBo npuHATbIX 6aliT 6€3 owmnboK.
Ko/simyecTtBo npuHATbIX 6aT C oLIMBKamK.

KonnyectBo NpMHATLIX NAKETOB C AJIMHON MeHbLue 64 6alT n HeBepHbIM FCS.

KonnuyectBo NpmMHATLIX NAaKETOB C ANNHOMN 60/blue MakcMmanbHoi (MTU 6anT) n
HeBepHbIM FCS.
3HayeHne MTU 3agaetca B meHto “3.2.10 /EthGlobal/MTU”

KonnyecTtBo nepefaHHbIX unicast naketos.
KonnyectBo nepefaHHbIX broadcast nakeTos.
KonnyecTtBo nepenaHHbIX multicast nakeTos.

KonnyecTtBo nepefaHHbIX pause NakeTos.

Konnuectso nepeaaHHbIX NaKeTOB € 4ONYCTUMOWN ANNHOM (64 - MTU 6aiiT) n HeBepHbIM
FCS.
3HaueHne MTU 3agaetca B meHto “3.2.10 /EthGlobal/MTU”

KonnyecTBo nakeToB, OTOPOLLIEHHbIX Ha Nepeaaye U3-3a BbIXOAHbIX MPaBuUA
Konunyectso 6aiT 6e3 ownMbOoK.
KonnyecTBo Konnusuii Ha nepegave.

KonmuecTBo nepesaHHbIX MAaKeTOB, KOTOpble OblIM 334EePKaHbl M3-3a 3aHATOCTU
nepeaaroLei cpegbl BO BpemMs NepBoi MOMNbITKY.

Konnyectso ycnewHo nepeaaHHbIX NaKeToB, BO BpeMA nNepeaayvyn KOTopbiX BO3SHUKA
TOJIbKO O4HA KO/NIZIN3UA.
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txMultiple gg}f:rlic;zzz;nfi:i:;;.egaHHblx NakeToB, BO BPeMA NnepeAayn KOTOpPbIX BO3SHUKO
txExcessive KonunuectBo He nepeAaHHbIX NAKETOB M3-3a TOTO, YTO BO3HUKAO 16 KONAU3UI NoapAa,.
txLate KonunuyectBo pas, Korga Konnmsua bbina obHapyKeHa nocne nepegaum 512 n 6onee 6ur.
h640ct KonnyectBo nepegaHHbIX U NPUHATLIX GperimoB ¢ AnrMHoM B 64 6aliTa.
h65_127 KonnuyectBo nepegaHHbIX U NPUHATbIX GpeNMOoB ¢ 4NMHOW OT 65 Ao 127 6aurT.
h128 255 KosimuecTtBo nepegaHHbIX U NPUHATLIX GpenmoBs ¢ AnHoM oT 128 ao 255 6aur.
h256_511 Konunyectso nepegaHHbIX U NPUHATLIX GpelimoB ¢ ganHom oT 256 go 511 6air.
h512 1023 KonunyectBo nepegaHHbIX M NPUHATbIX GperimoB ¢ ganHom ot 512 po 1023 6aurT.

h1024_max KosmuecTBo nepegaHHbIX U NPUHATLIX GpernmoBs ¢ A4nHoM oT 1024 6ainT.

3.2.3.15 MyukT /Eth/nopt/VLAN
/Eth/1/VLAN Advanced ESC+h - Help
|>..
| DefVLAN 32
| DefVLANPri BKO
| Tagged 10
| Untagged
| Member
| Auto 1,32
| Role trunk
| QinQTag 8100
| ForceVLANId No
| RemoveVLANs

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 10:17:10.882 : [console] Change of the user is made to admin

DefVLAN

DefVLANPri

VLAN Ha3zHa4yaemblt ppelimam no yMoa4aHuUo

MpuopuTeT HazHaYaembl Gpelrimam No YMoI4aHMIO B COOTBETCTBUM CO
ctaHgapTom 802.1p. Moa npuopuTeT Bbiaenserca 3-x butosoe none PCP (Priority
code point) B 3aronoske IEEE 802.1qg. Cosnaaaet ¢ Eth/nopt/QoS/DefPri

BKO - Background (cambili HU3KWMiI1 NpUopUTET).
BE1 - Best Effort.

EE2 - Excellent Effort.

CA3 -Critical Applications.
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VI4 - Video, <100ms lantecy and jitter.
VOS5 - Voice, <10ms lantecy and jitter.
IC6 - Internetwork Control.
NC7 - Network Control (camblit BbICOKWIA NPUOPUTET).
Mo ymonyaHuio: BKO (cameblii HUsKuii npuopumem).
Cnuncok BnaHoB, KOTOpble ByAyT BbIXOAUTb U3 NOPTA TEMMUPOBAHHBIMU.

Tagged Ecnun nopt B pexkume trunk, To Bxoasuime Gbpeinmbl AONKHbI UMETb METKY U3 3TOrO
Crucka

Untagged CnuncoK BnaHOB, KOTOpPbIe byayT BbIXOAUTb U3 NopTa b6e3 Tera

Member Cnucok BNaHoB, KOTopble ByayT BbIXOAUTb U3 NopTa 6e3 U3MEHEHUs MeTKHU (B ToOm
COCTOSIHMM, B KOTOPOM OHW BOLU/IN B APYrol nopT)
Cnncok aBToMaTnyecku fobasneHHbix VLAN'OB onepaLmoHHOM CUCTEMOWM, OHM
6yayT paboTaTb B peXXMme COOTBETCTBYIOLLEM NapameTpy "Role":
multi — Member;
QinQCustomer — Member;

Auto QinQProvider — Member;
trunk — Tagged;
access - Untagged
Hanpumep, ngeHtndukatop VLAN, ykasaHHbIl B napameTpe DefVlan, byaet
MPUCYTCTBOBATb B 3TOM CMUCKeE.
Pexum paboTbl nopTa.
multi - wvHTepdeiic nponyckaeT BCe Kagpbl; PeXumM No  yMOJYaHWIO,
MCMNONb3yeMbIi, eC/IM ABHO He YKas3aH APYron pexum. MNMoanTuka ncnonb3oBaHua
WUHTepdelicoB  onpeaensercs BHEWHUM  0bOpyaOBaHUEM, Hanpumenp,
MapLlupyTM3aTopamnm  3-ro  ypoBHA,  CBA3bIBAOWMMMU  MYSIbTUMNIEKCOPbI-
KOMMYyTaTopbl;
access - UHTepdenc NPMHMMaET TOIbKO He TerMpoBaHHble KaApbl U TETUPYET WX
meTkon DefVLAN/DefVLANPri.
3TOT peXxnM UCNob3yeTcs Aaa nepeaadm Noib3oBaTeNbCKUX AAaHHbIX.

Role

trunk - vinTepdeiic NponycKkaeT TONbKO TerMpoBaHHbIE Kaapbl M3 criucka Tagged.
3TOT peXKMM UCMONb3YETCA AJ1A CBA3M C APYTUM MY/IbTUNIEKCOPOM-KOMMYTAaTOPOM
HenocpeacTBEHHO;

QinQCustomer - KNVEHTCKWIA NOPT, Gpeimbl Ha BXOAE BCEraa TErMPYHOTCA BTOPbIM
Terom (ecnu 6e3 Tera, To nepsbiM); 802.1Q OTKAIOYEH.

QinQProvider - nopTt, Ha BXoAe KOTOPOrO MPWUHMMAIOTCA TONbKO ¢dpenmbl C
ProviderTag, KoTOpble KOMMYTUPYHOTCS B COOTBETCTBMM € Tabanuelt vlian’os.

Mo ymonyaHuto — multi.
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3aronoBok 802.1Q ansa ¢pelimos B pexkume QinQ.

QinQTag
Mo ymonyaHuto 8100.
Pexknum npuHyantensHom 3ameHbl meTkn VLAN(802.1q) Ha Bxoaawmx dpeinmax, Ha
DefVLAN.
ForceVLANId
No - BblKNtOYEH (MO YMONYaHUIO).
Yes - BKAtoyeH.
RemoveVLANS Cnuncok VLAN'oB KoTopble Hago NCKAUYNTb U3 cnuckos Tagged/Untagged/Member

(kpome Auto).

3.2.3.16 MNyukr /Eth/nopt/PIRL
DTOT NYHKT NPUCYTCTBYET HE HAa BCEX anMnapaTHbIX BEPCUAX MYNbTUMNIEKCOPOB-KOMMYTATOPOB.
PIRL - Port Ingress Rate Limiting - orpaHuyeHne NnponyckHoM cnocobHOCTN NopTa 414 BXOAALWEro

TpaduKa. JaHHbIA NYHKT MEHIO CAYXKUT 1A NPOCMOTPA TEKYLLMX NPAaBUA OrpaHNYeHns BXxogawero Tpadumka
ana BblbpaHHoro Ethernet nuntepdelica 1 Boibopa Npasuaa gas ero KOHPUryprMpoBaHua.

/Eth/1/PIRL Advanced ESC+h - Help
|>.. Enabled Rate Class Type

| O No 0 Low0,Mid1,Norm2,High3

| 1 No 0 Low0,Mid1,Norm2,High3

| 2 No 0 Low0,Mid1,Norm2,High3

| 3 No 0 Low0,Mid1,Norm2,High3

| 4 No 0 Low0,Mid1,Norm2,High3

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.3.17 MyHkT /Eth/nopt/PIRL/HOMep npaBuna

[aHHbIA MYHKT MEHIO CAYXKWUT ONA KOHOUIYPUPOBAHMA MNpaBuaa OrpaHUYeHMA BXOAALLErO

TpaduKa.
/Eth/1/PIRL/0 Advanced ESC+h - Help
|>..
| Rule 0
| Enabled No
| Rate 0
| Type
| Class Low0,Mid1,Norm2,High3
| Counting L2
| FactRate 0
Filter: <Press any letter key to start filtering items>
LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin
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Rule Homep TeKkywiero npasuna. Bcero goctynHo 5 npasun (0-4).

BKkntoyeHne/oTKNOUEHUE TeKYLLEro NpasumAa.
Enabled No - BbIKNOYEHO (N0 YMONYaHUIO);

Yes - BKAtoyeHo.
Rate OrpaHnYeHne CKopoCTU A0 YKa3aHHOTro 3HaYeHus, B K6uUT/c.

Tun TpadumKa, nonagatoLwero Nog orpaHUYeHue.
UnkUcast - Hen3BecTHbIN unicast Tpadumk
UnkMecast - HenssecTHbIM multicast Tpaduk
Bcast - broadcast Tpadpuk
Mcast - multicast Tpaduk
Ucast - unicast Tpaduk

Type
Mgmt - Managment (RSTP,LLDP, etc)
ARP - arp-Tpaduk
TCPD - TCP Data
TCPCtl - TCP Control (TCP-SYN,TCP-FIN)
UDP - udp-Tpaduk
NonTCPUdp - He TCP- n He UDP-Tpaduk

Mpuoputet TpaduKa, KOTOPbIM HEOHXOAMMO OrpaHUINBaATb.
LowO - npnopwutet O;
Mid1 - npuopwutet 1;
Class Norm2 - npuopurert 2;
High3 - npuopwurter 3;
OrWithType - yunTnBaTb ellle M TUN Tpaduka.

Mo ymonyaHutio: Low0,Mid1,Norm2,High3.

Cnocob pacyeTta orpaHUYEHNA CKOPOCTY.
frames - nepecuet B ppeinmsl,

L1 - Bcero 6aiT Ha ypoBHe 1 mogenn OSI [Mpeambyna(86anT)..opeiim..CRC32+IFG

Counting (126a017)]

L2 - Bcero 6aliT Ha ypoBHe 2 mogenu 0S| (Frame DA..CRC32) (no ymonyaHuio)

L3 - Bcero 6aiiT Ha ypoBHe 3 mogenu OS| (Frame DA..CRC32)-18-4(ecnu TerupoBaHHbI).
FactRate OrpaHn4YeHHan ckopocTb nocse nepecyeta (Counting).

O6uian cyTb TakoBa:

Ectb N npasun, Kaxxgoe n3 KOTopbixX - orpaHN4YeHnE CKOpPOCTH.
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Bce ¢pelimbl, KOTOpble YAOBNETBOPAOT 3TOMY nNpaBwuay (Mo TMRNY WAW MPUOPUTETY), NONaZaloT B
orpaHuMunTeNb, 1 IMbBO NponycKatoTca, MMbo oTbpackiBatoTCcA (€C/M OrpaHMYEHME UcUepnaHo).
Mpumep:

MycTb y Hac ecTb 2 NpaBwWJIa Ha NOPTY:
1. TCPData unu 311 npuoputeT. 10MBit/s
2. UDP nau 21 npuoputet. 40MBit/s

Becb Tpaduk, KOTOpbI Nonagaet nog npasuao npuoputet 3 nam TCP gaHHble byaeTt orpaHuyeH 10M6uT/c.
Becb Tpaduk, KOTopbI Nonagaet nog npasuao npuoputet 2 nam UDP aaHHble 6yaeT orpaHunyeH 40M6éut/c.
3.2.4 TMyHKT /System

JaHHbIA MYHKT MeHI0 NMo3Bo/IAeT BblOpaTb A1 MPOCMOTPA U KOHOUIYPUPOBAHUA CUCTEMHbIE
napameTpbl U MPOTOKObI.

/System Advanced ESC+h - Help
|>..

| EthMirror

| global

| HTTP
| LLDP
| RSTP
| SNMP
| syslog
| telnet
| time

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:25:42.248 : [console] Change of the user is made to admin

3.2.4.1 NyHKT /System/LLDP/Entries

B AaHHOM nNyHKTe MeHI oTobparkaeTca Tabnuua ¢ napameTpamu COCeAHUX YCTPOWMCTB,
nony4yeHHbIMK Yepes LLDP. N3 Tabanupl MOXKHO yBUAETb Kakoe ycTpoicTeo (ero IP u MAC agpeca) U Kakum
MMEHHO MOPTOM MOAKNOYEHO K TEKYLLEMY YCTPOMCTBY.

/System/LLDP/Entries/ Advanced ESC+h - Help
[>.. Chassis Rport ManAddr

| 11 54-a5-4b-8d-45-37 0 192.168.0.238

| 2 SFPO 5a-00-3b-00-19-0f 3 192.168.0.255

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:11:20.248 : [console] Change of the user is made to admin

3.2.4.2 NyHKT /System/LLDP/Entries/nopt

[JaHHbIV NYHKT NO3BOASET NPOCMOTPETb NapameTpbl LLDP 3anucu.

/System/LLDP/config Advanced ESC+h - Help
|>..
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| Port SFPO

| Active true

| ChassisID 5a-00-3b-00-19-9f

| RemotePortID 0

| SysName Sprinter TX(LPOS)

| SysDesc LPOS 1.0.9.4SR26 (24.07.2015) [1402MS ,10451D][621.100 rev 0]: Eth.2 E1.1
| ManAddr 192.168.0.225

| RecvTime 15.04.14 06:53:00

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:11:20.249 : [console] Change of the user is made to admin

Port TeKywmi nopT.

Active AKTUBHOCTb.

ChassisID MAC-agpec NoAK/IIO4EHHOTO K JaHHOMY MOPTY YCTPOMCTBA.
RemotePortiD MopT ycTponcTBa, KOTOPbIM OHO NOAKAOYEHO K AaHHOMY MOPTY.
SysName CcTeMHOE MMSA BCTPEYHOIO YCTPOMCTBA.

SysDesc OnucaHne BCTPEYHOTrO YCTPOMCTBA.

ManAddr IP agpec BCTpeYyHOoro yCcTpomncTaa.

RecvTime Bpemsa npuema LLDP coobuieHuin.

3.2.4.3 NyHKT /System/LLDP/Interfaces/nopt

JaHHbIM NYHKT no3BonAeT HacTpouTb LLDP napameTpbl A5 0TAENbHOIO NopTa.

/System/LLDP/Interfaces/0 Advanced ESC+h - Help
|>..

| Admin txAndRx

| TLVs All

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:11:20.020 : [console] Change of the user is made to admin

Pexnm paboTbl npoToKona.
tx - nepepasatb LLDP nHdpopmauuto.
Admin rx - npyuHumatb LLDP nHdopmaumto.
txAndRx - nepegaBaTb ¥ NnpuHUMaTb LLDP nHdopmauuto (no ymonyanuto).

Disabled - BbikntoyeH.

TLVs TLV (oT type-length-value) — 6uHapHaa KOHCTPYKLMA U3 Tpex none (Tun, oanHa,
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3HauyeHwue), rae nepsble ABa MMEIOT GUKCMPOBAHHbIM pa3mep M 3a4at0T pasmep
ANA TPeTbero, YTo NO3BOAET NIEFKO KOANPOBATL/AEKOANPOBATH NH06YI0
nocneaoBaTebHOCTb AaHHbIX NoJie-3HaYeHme.

All - Bca LLDP nHdopmauus (no ymonyaHuto).
portDesrc - onvcaHue nopra.

sysName - ima ycTpoicTBa.

sysDesc - onvcaHue ycTponcTsa.

sysCap - BO3MOXKHOCTM YCTPOMCTBA.

3.2.4.4 NyHKT /System/LLDP/config

JaHHbIM NYHKT NO3BOJIAET HAacTPaMBaTb NapamMmeTpbl NpoTokosna LLDP.

/System/LLDP/config Advanced ESC+h - Help
|>..

| Enabled Yes

| TXInterval 30

| TXHoldMultiplier 4

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BkntoueHne npotokona LLDP npousBoguTtca Ans BCero YyCTPOMCTBA, @ He ANA KaXKAoro nopra
OTAENbHO, NO YMONYAHUIO OH BKJ/IHOYEH.
BkntoueHne/oTKAoUeHWe npoTokona LLDP.
Enabled Yes - BKAoYeH (No ymonyaHuio);

No - oTKNItOYEH.

YactoTa otnpaBku LLDP-coobuieHunii coceaam.
TXinterval MoKeT NnpMHMMaTb 3HaYeHna ot 5 go 500 cek.

Mo ymonyaHwuto: 30 cek.

MHOKHMTeNb, Ha KOTopbIN YMHOXaeTca TXInterval pns nonyyvenua TTL.

TTL - Bpemsa B Te4eHMe KOTOPOro cocea, byaeT XpaHnTb nHbopmaumio 06

ycTpolicTse.
TXHoldMultiplier

[dvnana3oH 3HayeHuin ot 2 go 10.

Mo ymonyaHuto 3HauyeHue 4, COOTBETCTBEHHO, COCEAHME YCTPOMCTBa byayT
XpaHUTb MHbOpPMaLMto B TeyeHMe 120 cek.

3.2.4.5 NyHKT /System/RSTP/Interfaces/nopt

B AaHHOM BKNaZKe MEHK MOMKHO HacTpauBaTb napameTtpbl RSTP ans BbibpaHHoro Ethernet
nopTa.

/System/RSTP/Interfaces/0 Advanced ESC+h - Help
|>..
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| Priority 128

| Edge Yes

| AdminCost 0

| P2P Auto

| RootGuard No

| --Status--

| PathCost 200000

| Role Designated

| State Forwarding

| Partner Rapid

| rxBPDU 1142

| rxConfig 0

| rxTCN 0

| Uptime 0 days, 2 hours, 50 min, 15 sec
| PortlD 8001

| BridgelD 8000-54a54b681130
| RootID 8000-54a54b681130
| DesignatedCost 0

| DesignatedPort 8001

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

1ot napameTp NO3BOAAET 3a4aTb NPMOPUTET NopTa. MI3meHAA 3Ha4YeHue, Bbl
M3MeHsAeTe WaHC 3Toro nopTta ctatb Root Port - KopHeBbIMm nopTom. MeHbLiee

Priority 3HayYeHMe yBeNNUMBAET LLUAHC.
Mo ymonyaHuio - 128. lnanasoH 3Ha4veHun: ot 0 go 240.
Bk/touyeHne/BbiKAOUYEHME peXkMMa edge port — KpaliHUI MOPT; eC/M BKAKOYEH, TO
NnepeBoAMTCA B PEXKUM Nepeaaydm Npu NoAKJUYEHUM BHELLHEN ceTH, be3

e 3a4epKKU.
Yes - BK/IOYEH (MO YMOAYaAHUIO).
No - BbIKAtOYeEH.
3agaeT CTOMMOCTb COeAUHEHUSA, YEM MEHbLLE CTOMMOCTb COeAUHEHUS — TEM Bbllle
NPUOPUTET NOPTA, 3HAYEHME MO YMOJIYAHMIO 3aBUCUT OT CKOPOCTU COEAMHEHWS:
10M6wuTt/c: Cost=2 000 000

AdminCost 100M6uT/c: Cost=200 000
1réut/c: Cost=20 000
Mo3ToMy AaHHbIN NapameTp Mo ymoadaHuo - 0.
BktouyeHne/BbiKkAOYEHME COEAMHEHMA TUMNA TOUYKA-TOUKaA.

P2pP Yes - BbikntoYeH.

NoO - BbIK/HOYEH.
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RootGuard

PathCost

Role

State

Partner

rxBPDU

rxConfig

rxTCN

Auto - aBTomaTMyecKoe onpeaeneHune (no ymondaHuio).

BkntoueHne/BbikAoYeHe GpyHKUuKM Root Guard.

(DYHKLI,MH 3aWNTbl KOPHA obecneynBaeT BO3MOKHOCTb 3a4aTb pacnosioXXeHune

KOPHEBOIo MOCTa B CeTW. 3710 obecneumBaet YBEPEHHOCTb B TOM, YTO NMOPT, Ha
KOTOPOM aKTUBU3NPOBAHA d)yHKLI,MFI 3alWNTbl KOPHA, ABNAETCA HAa3HAYEHHbIM.

(DYHKLI,MIO 3aWNTbl KOPHA H606XOAMMO BKJ/IOYNTb HA BCEX MOPTAX, KOTOPbIE HE
AOJ/1IXKHbI CTaTb KOPHEBbLIMW.

Yes - BbIkNtoYeH.

No - BbIK/lOYEH (N0 YMONYaHUIO).

CTOMMOCTb COeANHEHUSA, YEM MEHbLLE CTOMMOCTb COeAMHEHUS — TEM BblLLE
NPUOPUTET NOPTA, 3HAYEHUE NO YMOHAHMIO 3aBUCUT OT CKOPOCTU COEANHEHMUSA:
10M6wuT/c: Cost=2 000 000

100M6wuT/c: Cost=200 000

1réut/c: Cost=20 000

HacTpauBaTtb CTOMMOCTb COEAMHEHUA MOMKHO, MeHAA napameTp AdminCost.

Ponb nopra.

NonSTP - pe3epBMPOBaAHME BbIKIKOYEHO Ha NOPTY;
Root - KopHEeBOW, y4aCTBYET B NepPEChI/IKE AaHHbIX;
Designated - HazHauyeHHbIM, TOXe paboTaerT;

Alternative - LONONHUTENbHbIN, HE YYaCTBYET B NEPECHI/IKE AaHHbIX, PE3ePBHbIN
KOpPHEeBOW;

Backup - pe3epBHbIii, TOXKe He Y4acTBYET, Pe3ePBHbI Ha3HaYeHHbIN.

Cratyc paboTbl nopTa.

Discarding - ot6pacbiBaHWe, MOPT CAyLIAeT U HaYMHAEeT cam oTnpasasTb BPDU,
Kaapbl C 4AHHbIMU He OTMpaBAseT.

Learning - oby4yeHue: nopt caywaet 1 otnpasadeT BPDU, a Tak:ke BHOCUT
n3meHeHuA B Tabanuy MAC-agpecos, HO AaHHbIE HEe NepeHanpaBaserT.

Forwarding - nocbinaet/npuHmmaet BPDU, 1 ¢ AaHHbIMM OMEPUPYET, U y4acTBYET B
noagepraHnm Tabanupl mac-agpecos. To ecTb 3TO 06bIYHOE COCTOAHMNE paboyero
nopra.

Ncnonb3yemsbii TN npoTokona STP Ha gpyroli cTopoHe.
Konnyectso npuHATbIX BPDU naketos.

Konunuyectso npuHaTbix C-BPDU (Configuration BPDU). Bo Bpemsi paboTbl
YCTPOICTBA aHOHCUPYIOT cebs M NapameTpbl cBOMX NopToB Yepes C-BPDU.

Konunuyecteo npuHaTbix TCN (Topology Change Notification) BPDU naketoB. 3tu
nakeTbl OTNPABAAOTCA NPY 06HAPYKEHMU YCTPOMUCTBOM M3MEHEHUA B TOMONOTUU
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ceTw.
Uptime Bpemsa paboTbi.

Tekywmi naeHtudukatop noprta. Coctout us npuoputeta (Priority) n MAC-agpeca
YCTpOWMCTBA. Yem MeHbLUe 3HaYeHMe, TEM BbilLe NPUOPUTET.

PortID .
MoXHO HacTpanBaTb, MEHAA NapameTp Priority.
Yem meHbLie PortID, Tem 6o/iblue LWaHC Yy 3TOro NnopTta CTaTb KOPHEBbIM.
Tekywuii naeHtTMdMKaTop ycrpoicrea. CoctouT us npuoputeta (BridgePriority),

BridaelD KOTOPbI HAacTpaMBaeT BO BKAaAKe MeHio “3.2.4.6 /System/RSTP/global” n MAC-

g agpeca ycrponcrea. Yem meHbLue BridgelD, Tem 60/bLU€ WAHC YCTPOKNCTBA

BbIMIPaTb BbIODOPbI KOPHEBOTO YCTPOMCTBA U CTaTb KOPHEM.

RootID NaeHTUdMKATOP KOPHEBOIO YCTPOMCTBA.

DesignatedCost CToMmocTb coegMHEeHUA Ha3HAYeHHOro nopTa.

DesignatedPort NaeHTUdMKATOp Ha3HAYEeHHOro NopTa - NOPTa, KOTOPbIA 06C/YKMBAET AaHHbIN
CErMEHT ceTu.

3.2.4.6 MNyHKT /System/RSTP/global
B faHHOM BKIagKe MeHIO HacTpansatoTca napameTpbl RSTP ana Bcero ycTponcTsa.

/System/RSTP/global Advanced ESC+h - Help

|>..

| BridgePriority 32768

| ForwardDelay 15

| HelloTime 2

| MaxAge 8

| RootID this device

| BridgelD 8000-54a54b7c1917

| RootPort this device

| RootCost 0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3TOT NapameTp NO3BO/IAET YCTAHOBUTb MPUOPUTET KOMMYyTaTopa. MeHss 3To
3HayeHwue, Bbl MEHSETE LIAaHC KOMMYTaTopa BbIMrpaTh Bbibopbl Root Bridge -

BridgePriority KOPHEBOro YCTPOMCTBA. YMEHbLUIEHWE BENNYUHbI YBENNUMBAET LUAHC.
Mo ymonyaHuto - 32768. [lnanasoH 3HaueHui: ot 0 go 61440 c warom 4096.
Bpema (B cekyHAax), KOTOPOe NOPTbl KOMMyTaTOpa NPOBOAAT B pexmumax Listening
u Learning.

ForwardDelay

Mo ymonyaHuto - 15 cekyHa. [lnanasoH 3HavyeHui: oT 4 go 30.
2*(Forward Delay - 1) >= Max Age
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MHTepBan (B cekyHaax) mexay nepegadamu BPDU KommyTaTopom.

HelloTime Mo ymonyaHuio - 2 ceKyHabl. [lnanasoH 3HayeHui: ot 1 go 10.
Max Age >= 2*(Hello Time + 1)
Bpems (B cekyHAax), KOTOPoe KOMMYTaTOpP XKAET nepes, Hayanom pekoHPUrypaumnu
cetn. Ecam oH He nony4vaeT BPDU B Te4eHWe 3TOro BpemMeHu, OH NbITaeTcA HavyaTb
peKoHobUrypaumtio.

MaxAge Mo yMmonuaHuIo - 8 cekyHA, [lManasoH 3HauyeHuii: oT 6 4o 40.
Max Age >= 2*(Hello Time + 1)
2*(Forward Delay - 1) >= Max Age
NaoeHTUdMKaATOp TEKYLLETO KOPHA.

RootID
this device - paHHOe YCTPOMCTBO - KOPHEBOE.

BridgelD NaoeHTUdMKaTop AaHHOrO YCTPOMCTBA

RootPort MopT BeAyLNt K KOPHEBOMY YCTPOMCTBY

RootCost CToMmocCTb NyTU A0 KOPHEBOTO YCTPOMCTBA

3.2.4.7 NyHkKT /System/global

JdaHHbIN

NYHKT NO3BOJIAET MNMPOCMOTPETb CUCTEMHbIE NaAPaMeTPbl  MYAbTUN/IEKCOPA-

KOMMYTaTOpa, 3a4aTb WU U3MEHUTb EMY UMSA U MECTOMO/ONKEHWNE A1A YNPOLLEHUA ero MaeHTUdUKauuu,
BbIMNOJHWUTL Nepe3arpyskKy.

/System/global
|>..

Uptime

Contact

Name

Location
Description
Hardware version
Modification
System ID
OldSystem ID
Software version
LicenseValid
Slave

Update

Advanced ESC+h - Help

2 days 21 hours 16 mins
"NSC Communication Siberia Ltd.", Novosibirsk, Ordzhonikidze 38-701
LPOS

Sprinter TX

634.110rev 0

4E1.2GE.2CSFP.DC48AC220

BOOWG3G6

634WG3G7

LPOS 1.0.9.4SR26 (05.08.2015) [1408 ,10471D]
Yes

NotReady

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Uptime

Bpems, npolweaLwee nocne nocaeAHero BKAYEHMA YCTPOMCTBa.
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Contact

Name

Location
Description
Hardware version
Modification
System ID
OldSystem ID

Software version

LicenseValid

Update

TY6665-005-62880827-2013

MponssoauTenb yCTPOMUCTBA.

YcTaHaBAMBaET MMA YCTPOMCTBA.
YcTaHaB/MBaET MECTOMNOIOXKEHWNE YCTPONCTBA.
OnuncaHue ycTponcTaa.

AnnapaTHas Bepcua yCTPOMCTBa.

TekyLlwan moamduKaLma ycTpoicTea.
CucteMHbI naeHTUdUKaTop.

CTapblit cUcTeMHbIV MaeHTUdUKaTOP.

Bepcua nporpammHoro obecneveHums.

[encTBuTenbHOCTb INLEH3UMN.

Yes — nuugH3una gencrsmTtesibHa.
No — nMueH3na HegencTBUTE IbHA.
BHUMAHMUE!!!

Ona nonHoit paboTocnocobHOCTM YCTPOKCTBA 3TOT MNapameTp AOJIXKEH
NnpPUHUMaTb 3HayeHue - Yes. Ecam yctaHoBunocb 3HayeHne No, 3To 03HayaeT, 4YTo
JMLUEH3MA Ha WUCNO/Ib30BaHME YCTPOMCTBA 3aKOHuYMIACb U ee Heobxoaumo
npuobpectu. Mo OKOHYAHUIO NNLEH3UM YCTPOMUCTBO paboTaeT HEKOPPEKTHO, a
MMEHHO, NpeKpaLllaeT nepesasaTb NOToKM E1.

3anyctutb npouecc obHoBAeHMA, ecan B KaTanore /mnt/flash kommytaTtopa
nmeetca Gpaia C NPOLUNBKOM.

NotReady - bainna ana obHoBneHna 8 /mnt/flash HeT.

Ready - ectb dpaitn ana obHoBneHuAa 8 /mnt/flash.

Updating nn - wnpgeT npouecc O6HOBAEHMA C WHAOMKATOPOM Mporpecca B
npoueHTax.

Complete - obHoBneHMe 3aBeplleHO, HeOHXOAMMO MeperpysnTb YCTPOMCTBO
KomaHZol reset. Mocne nepesarpysKku yCTPOCTBA, OHO ByAeT 3arpyKeHo C HOBbIM
nporpaMmHbIM obecneyeHvem.

3.2.4.8 NyHKT /System/SNMP/auth

B LaHHOM NyHKTE MeHI0 Bbl MOKeTe yCTaHOBUTL MMEHa snmp community.

/System/snmp/auth

|>..

| ReadCommunity
| WriteCommunity

Advanced ESC+h - Help

Public
Public

Filter: <Press any letter key to start filtering items>

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 97



Sprinter TX TY6665-005-62880827-2013

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

ReadCommunity Wcnonb3yetca ans ayTeHTUOUKALMM NPU YTEHMM (MO ymondaHuio “public”);

WriteCommunity Wcnonb3yetcs ansa ayTeHTUdUKaumm npu 3anmcu (no ymonyanuto “public”);

3.2.4.9 NyHKT /System/SNMP/traps

B 4@aHHOM NMYHKTE MEHI0, MOXXHO M3MEHATb HAaCTPOMKM OTNpaBKu yeeagomaeHuii (SNMP-trap'os)
C ycTpoicTBa(areHTa) — meHegKepy.

/System/SNMP/traps Advanced ESC+h - Help
|>..

| ServerlP 0.0.0.0

| Community public

| Version v2c

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 12:11:20.748 : [console] Change of the user is made to admin

ServerlP Azpec cepBepa, Ha KOTOPbI OTNPABAATb COOOLLEHMA.
Community 061Lwas cTpoKa (Napoab) B COObLLEHNN.

Bepcusa coobuieHna (vi/v2c/3).
Version
Mo ymonyaHuto: v2c

3.2.4.10 MyHKT /System/SNMP/users/nonb3osarenb

B 4aHHOM NYHKTE MeH0 Bbl MOXKeTe HACTPOUTb NapameTpbl Noab30oBaTeNA snmp.

/System/snmp/v1 Advanced ESC+h - Help
[>..

| UserName

| Enabled No

| WRights

| AuthKey ek ok ok ok oK ok

| PrivKey ¢k ok ok oK ok oKk

| MinSecLevel noAuthNoPriv

| Secret

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 98



Sprinter TX TY6665-005-62880827-2013

UserName Mma nonb3oBaTens.

BKkntoyeHus/oTkNOYEHWE NOIb30BaTeNA.
Enabled No - BbIKNtOYEH (MO YMONYaHUIO).

Yes - BKNOYEH.

MNpaBa Ha 3anuce.
E1 - napameTpsbl E1;

Net - napameTtpbl Ethernet;

WRights

Mux - napameTpbl My1bTUNNEKCOPA-KOMMYTATOPA;

OS - napameTpbl onNepauyoHHON CUCTEMDI;

Mo ymon4aHMIO HY OAHO M3 3HAYEHWI1 He YCTaHOB/IEHO.
AuthKey Maponb ana ayteHTMdMKaLmm noab3osatens. MMHUMYM 8 3HAKOB.
PrivKey Kntou wndposaHua. MMHMMYM 8 3HAKOB.

YpoBepb 6€30nacHOCTH.

noAuthNoPriv - naponn nepenatoTca B OTKPbITOM BUAE, KOHOUAEHUMANBHOCTb AaHHbIX
MinSecLevel ©OTCYTCTBYeT (N0 ymonyaHuio);

authNoPriv - ayteHTUdUKaumA 6e3 KOHOUAEHLNANBHOCTH;

authPriv - ayTeHTUPUKaLMA U LWNPPOBAHNE, MAKCUMa/bHbIA YPOBEHb 3aLUMLLEHHOCTHU.
Secret 3awndpoBaHHan Nocie0BaTeIbHOCTb KAOYEN.

3.2.4.11 MyHKT /System/SNMP/v1

B faHHOM NyHKTe meHto Bbl moxeTe BKﬂPOHMTb/OTI-(/'IIOLIMTb NPOTOKO/1 snMmp vl

/System/snmp/v1 Advanced ESC+h - Help
|>..
| Enabled Yes

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BkatouveHune/BbikaoYeHe snmp V.
Enabled Yes - BkioyeH (Mo ymonyaHuio).

NoO - BbIK/IHOYEH.

3.2.4.12 MyHKT /System/SNMP/v2c

B AaHHOM NYHKTE MEHIO Bbl morKeTe BKﬂPO‘-IMTb/OTKJ'IIOLIMTb NPOTOKO/N sNnMp v2c.

/System/snmp/v2c Advanced ESC+h - Help
|>..
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| Enabled Yes

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Bk/toyeHne/BbikAo4EeHMEe snmp V2C.
Enabled Yes - BkntoueH,

No — BbIK/IOYEH (MO0 YMONYaHMIo).

3.2.4.13 MyHKT /System/SNMP/v3

B JaHHOM NyHKTE MeHI0 Bbl MoXeTe BKIUYNTL/OTKIIOUMTL MPOTOKO sShmp V3.

/System/snmp/v3 Advanced ESC+h - Help
|>..

| Enabled Yes

| EnginedID 0000A7AEO000000000000000

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BK/toueHne/BbIKAOYEHME Snmp V3.
Enabled Yes - BKNtoYeH,

No — BbIK/tOYEH (N0 YMOIYaHMIO).
EnginedID YHWKanbHbIN NAEHTUPUKATOP YCTPOMCTBA.

3.2.4.14 MyHKT /System/SNMP/stat

MYHKT MeHI0 A/1A OTParKeHMA CTaTUCTUMKM paboTbl NnpoTokosa SNMP (cuetunku us RFC 3414, 3418).

/System/SNMP/stat Advanced ESC+h - Help
|>.. | InGetResponses 0

| InPkts 1672 | InTraps 0

| InBadVersions 0 | OutGetResponses 1670
| InBadCommNames 0 | OutTraps 0

| InBadCommUses 0 | UnsuppSecLevels 0

| InASNParseErrs 0 | NotInTimeWindows 0

| SilentDrops 0 | UnknownUserNames O

| ProxyDrops 0 | UnknownEnginelDs 0

| OutPkts 1672 | WrongDigests 0

| InTooBigs 0 | DecryptionErrors 0

| InNoSuchNames 0

| InBadValues 0

| InReadOnlys 0

| InGenErrs 0

| InTotalReqgVars 1812
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| InTotalSetVars
| InGetRequests
| InGetNexts

| InSetRequests
F

ilter: <Press any letter key to start filtering items>

LOG:20.10.15 16:23:22.506 : [E1_daemon] E1 0 changed state to RX: Ok, TX: Ok

0
1523
151
0

InPkts

InBadVersions

InBadCommNames

InBadCommUses

InASNParseErrs

SilentDrops

ProxyDrops

OutPkts

InTooBigs

InNoSuchNames

InBadValues

InReadOnlys

InGenErrs

InTotalReqVars

InTotalSetVars

InGetRequests

KonnyecTBo NpUHATLIX NaKeToB
KonnyectBo NpuHATLIX NAKETOB C HEMNOAAEPYKMBAEMOM BEPCUE
Konnuectso NpuMHATLIX NaKeToB C HeBepHOW 0bulen cTpokol (ana vl, v2c)

KoanyecTBo NPMHATLIX MAKETOB C 3aMPOCOM Ha AaHHbIE, HE pa3peLlEeHHbIX A8
YKa3aHHOW 0bLLel CTPOKU

Konnyectso ASN.1 nnum BER ownMb0OK npu gekoanpoBaHMM NOAYYEHHbIX
coobLeHni

KonnyectBo oT6poLLEHHbIX MAaKETOB C OTBETAMM Ha 3anpochl MO NpUYMHE
NPEeBbIEHNA MaKCMMaNbHOFO Pa3mepa NoyYMBLLIErocA OTBETA C NYCTbIMU
CBA3aHHbIMW NEPEeMEHHbIMU

Konunuectso oT6pOLLIEHHbIX NAKeTOB C OTBETAMM MO NPUYNHE TaliM-ayTa npu
nepeaave coobLeHNIA NPOKCU-areHTy

KonnyecTtBo nepefaHHbIX NAaKeTOB

KonnuyecTtBo NpuHATLIX NaKeToB co 3HaYeHnem "tooBig" (chmwkom 6onbluoii) B
none error-status

KonnyecTBo NpUHATLIX NAKETOB cO 3HayeHnem "noSuchName" (HeT Takoro
MMeHW) B noJie error-status

Konnuectso NpuHATLIX NakeToB co 3HadeHuem "badValue" (nnoxoe 3HaueHue) B
nose error-status

KonnyectBo NpuHATLIX NAKeTOB co 3HavyeHreM "readOnly" (TonbKo Ans YTeHUs) B
none error-status

KonunuecTBo NpuHATLIX MAKeTOB CO 3HaYeHMem "genErr" B none error-status

KonunyecTBo ycnewHo 3anpoLueHHbix MIB-o6beKToB B pe3y/ibTate 3anpocoB Get-
Request n Get-Next

KonnyecTso ycnewHo n3MmeHeHHbIX 3HaueHnn MIB-061beKTOB B pesysibTaTe
3anpocos Set-Request

KosimyecTBo NpuHATbLIX M 06paboTaHHbIX 3anpocoB Get-Request (3anpocos ans
NoJly4YeHus 3HaYEHUA NEPEMEHHOMN MW CTIMCKA NEPEMEHHbIX)
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KonunuecTBo NpuHATLIX M 06paboTaHHbIX 3anpocos Get-Next (3anpocos ans

InGetNexts o
O6HApPYKEHWUA AOCTYMNHbIX NEPEMEHHbIX U UX 3HAYEHWN)
KonnuectBo npuHATbIX M 06paboTaHHbIX 3anpocos Set-Request (3anpockl Ha
InSetRequests P . P P q ERITE
U3MEHEHWE NepeMeHHON UAN CIIUCKA NEPEMEHHbIX)
Konnuyectso otnpaBneHHbIXx oTBeTOB Get-Response (oTBeThbl Ans GetRequest,
InGetResponses
SetRequest, GetNextRequest, GetBulkRequest 1 InformRequest)
TS KonnuectBo NpuHATLIX M 06paboTaHHbIX yBeAoMAEHMM Trap (aCMHXPOHHOE
yBe4OM/IEHNE OT areHTa - MeHegKepy)
OutGetResponses Konunuyectso oTnpassieHHbIX OTBETOB
OutTraps KonunyectBo oTnpasaeHHbIX Trap-yBeAoMAEHWM
Konnyectso oTOpOLLEHHbIX 3aNpPOCOB MO NPUYMHE HENOALEPHKMBAEMOTO YPOBHSA
UnsuppSecLevels P P P AASP P
6e3onacHocTH
. . KonnyectBo oTHpoLLeHHbIX 3anpocoB Mo NPUYMHE BbIX04a 3a Npeaesbl
NotInTimeWindows P P P a e
BPEMEHHOIO OKHa
KonnyectBo oTOpOLLIEHHbIX 3aNPOCOB NO NPUYMHE HEM3BECTHOFO UMEHM
UnknownUserNames

no/sib3oBaTens
UnknownEnginelDs  KonnyecTBo oT6pOLLEHHbIX 3aNPOCOB MO NPUYMHE HenseecTHoro EnginelD

Konunyectso OT6pOLU€HHbIX 3anpocoB Mo NpuUYnHe OTCYyTCTBUA OXKNAaEMbIX

WrongDigests .
YMCNOBbIX 3HAYEHUM

Konunyecrso 0T6p0LLIEHHbIX 3anpocoB Nno npnynHe HeEBO3IMOXKHOCTHN

D tionE
ecryptionErrors PACLINGPOBKI

3.2.4.15 MyHKT /System/syslog

B flaHHOM NyHKTe MeHto Bbl MOXKeTe HacTpoMTb NapaMeTpbl NPoToKoAa syslog.

/System/syslog Advanced ESC+h - Help
[>..

| Enabled No

| ServerlP 0.0.0.0

| Facility Kernel

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Bk/toueHune/Bbikno4eHMe NpoTokona syslog.
Enabled
Yes - BKNOYEH,
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No — BbIKNIOYEH (N0 YMONYaHMIO).
IP-agpec syslog-cepsepa.

ServeriP
0.0.0.0 - He 3a4aH (Mo ymonyaHuto).

Facilit Tun 3anpoca. MoxeT npuHuMmaTh 3HaueHun: kernel (no ymonyanuto), user, mail,

y localo, locall, local2, local3, local4, local5, local6, local7.
3.2.4.16 MyHKT /System/telnet

B AaHHOM NyHKTe MeHto Bbl MOXKeTe HaCcTpPoUTb NapameTpbl NpoTokona telnet.

/System/telnet
|>..

| Enabled

| Timeout

| MaxSessions
| ActiveSessions
| DefaultShell

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

Yes
15

3

1
Menu

Enabled

Timeout

MaxSessions

ActiveSessions

DefaultShell

3.24.17

Bk/touyeHune/BbiKAOYEHME NpoToKoNa telnet.

Yes - BKAoYeH (N0 ymo4aHuio),

No - BbIKNIOYEH.

Bpems oXXnaaHua B MMHYTaxX. ITO BPeEMS, Yepe3 KOTOpoe byaeT npov3BeaeH
pa3pbliB COeANHEHMA NO NPoToKoAy telnet npu 6e3aeicTBUM NO/b30BATENS.

Mo ymon4yaHuto - 15 muHym.

MakcmanbHoe KonnyecTso telnet-cecui.
MoKeT NnpMHMMaTb 3HaYeHna ot 1 go 10.

Mo ymonyanutio - 3.
MoKa3blBaeT KOAMYECTBO YCTaHOBAEHHbIX telnet-ceccuii.

0O60n04Ka yrpaB/ieHNa YCTPONCTBOM MO YMOTHYAHMIO.
Menu - meHI0 (N0 yMON4YaHuio),

Consol - KoMaHAHbIN PeXUM.

MyHKT /System/time

B paHHOM nyHKTe MeH0 Bbl MoO)KeTe HacTpouTb [AaTy, BpemsA WAM Ke MnapameTpbl
CMHXpoHu3aumm ¢ NTP cepsepom.

/System/time
|>..

Advanced ESC+h - Help
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| Time

| Date

| TimeZone

| ServerlP

| SyncPeriod
| AutoSync
| ForceSync
| NextSync

00:54:43

19.12.13

0

194.190.16.51

7

Enabled

sync time with NTP Server
now

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Time

Date

TimeZone

ServerlP

SyncPeriod

AutoSync

ForceSync

NextSync

3.2.4.18

YcTaHaBAMBaET BpeMs Ha My/IbTUMIEKCOpe-KoMMmyTaTope.

dopmat BBoga HH:MM:SS, rae HH —vyacbl, MM — MUHYTbI, SS — ceKyHAbl, BCe
ymcna AByXx3HayHble. Yackl yKasbiBatoTca B AnanasoHe ot 0 go 24. YKasaHue
CEeKyHA, He 0bAaA3aTesibHo.

YcTaHaBMBaeT AaTy Ha My/IbTUM/IEKCOPE-KOMMYTaTopE.

®opmat BBoga DD.MM.YY B KauecTBe napameTtpa, rae DD — geHb, MM — mecay, YY
—rog, BCe YMcaa AByXx3HauHble.

YcTaHaB/MBaAET YacoBOW MOSAC Ha MYNbTUNIEKCOPE-KOMMYTATOpPeE.

IP agpec cepBepa, C KOTOpbIM BYAET NPOMCXOAWUTL aBTOMATUYECKanA
CUHXPOHU3aLUA.

Meproa CUHXPOHM3ALUNN B AHAX.

Mo ymonuaHuto - 7 dHell.

Bk/touyeHne/BbIKAHOYEHME aBTOMATUYECKAA CUHXPOHU3ALMUA.
Enabled - BbikNtOYEH (MO YyMONYaHUIO),

Disabled - BbikntoueH.

CMHXpOHM3aLI,MF| BpemMeHU ceivac. 0na cuHxpoHmnsaunm HeO6XO[J,MMO HaXaTb
«Enter» pna OTKPbITUA NapaMeTpa, 3aTeM eLle pa3 - 413 CUHXPOHU3auunn.

Bpems cnepytowen CUHXPOHU3aLMn

MyHKT /System/EthMirror

/System/EthMirror
|>..

| Srcingress

| SrcEgress

| Dstingress

| DstEgress

Advanced ESC+h - Help

No
No
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Filter: <Press any letter key to start filtering items>

LOG:28.08.15 12:11:20.124 : [console] Change of the user is made to admin

MopTbl, C KOTOPLIX BYAYT KONMPOBATLCA BCE BXOAAWME GpeirMbl, U OTNPABAATLCA B

Srcingress
9 Dstlngress nopr.
MopTbl, C KOTOPbIX 6YAYT KONMPOBATbCA BCE UCXxoAALme GpernMbl, U OTNPABAATLCA
SrcEgress p pbIX byAy p AAue dp p
B DstEgress nopr.
Dstingress MopT, B KOTOPbLIN BYAYT KONMpPoBaTbCA BXxoAsAwmMe dpermbl U3 Srcingress nopTos.
DstEgress MopT, B KOTOPLIN BYAYT KONMPOBATbCA BXoAALMe pperMbl U3 SrcEgress nopTos.

3.2.4.19 MyHKT /System/HTTP

/System/HTTP Advanced ESC+h - Help
|>..

| Status Working

| Enabled Yes

| Port 80

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 12:11:20.124 : [console] Change of the user is made to admin

Status TeKkywee coctoAHne HTTP cepsepa.

BK/lOYEHME N OTKNIOYEHME CEPBEPA
Enabled Yes — BKk/ItoueH (No ymonyaHuio).

No - BbIK/tOYEH

Port TCP nopt ansa HTTP cepsepa.

3.2.4.20 MNyHKT /System/AUX

B [aHHOM nNyHKTE MeHI0, HacTpauBaloTca MapameTpbl nopta AUX, A4ns  ynpasneHus
NOAK/MIOYEHHBIMU K HEeMy YCTPOWCTBamMM. ITOT NYHKT MPUCYTCTBYET He Ha BCEX annapaTHbIX Bepcusax
MY/IbTUMNEKCOPOB-KOMMYTaTOPOB.

Ha3HauyeHue BbiBOoAOB pa3bema DB-9 unrepdeiica RS-232

AUX PORT TxD 2

RS-232
RxD 3

C g N s
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/System/AUX Advanced ESC+h - Help
|>..

| TCPPort 4000

| BaudRate 115200

| Parity None

| Log Disabled

Filter: <Press any letter key to start filtering items>

LOG:15.09.15 12:11:20.124 : [console] Change of the user is made to admin

TCPPort Homep TCP-nopTa nogkntoveHUA.
BaudRate BuTtoBas ckopocTb paboTbl nopTa.

KOHTpOAb YeTHOCTH.

None - HeT KOHTPO/IA (N0 YMONYaHUIO);

Parity

Odd — BKkNtOYEHNE KOHTPO/IA HA HEYETHOCTD;

Even - BKlOYEHNE KOHTPOA Ha YETHOCTb;

Bk/toueHne/oTKAoueHWe 3anmcK B daiin xypHaaa npyu NoaKAUYEHUN.
Log Disabled - oTkN04EHO (MO YMONYaHMIO);

Enabled - BkntoueHo.

3.2.5 MNyHKT /IP

JaHHbIA NYHKT MeHI0 N03BOIAET HAaCTPOUTb NpoTokon IGMP, HacTpouTb IP-agpec, Mmacky u Wto3
Mo YMOIHaHUIO, CMUCOK A0BEPEHHDBIX Y3108, MPOCMOTPETb CTaTUCTUKY OLIMOOK.

/1P Advanced ESC+h - Help
|>..

| current-config

| hosts

| IGMP

| stat

| stored-config

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.5.1 Mynkr /IP/IGMP/config

B 4aHHOM NyHKTe MEeH0 Bbl MOXKETe HacTpouTb paboTty npoTokona IGMP.

/IP/IGMP/config Advanced ESC+h - Help
|>..

| Mode Disabled

| Ports
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| FastLeave

| Priority Vi4
| Debuglevel 0

| ~-MVR--

| MVRVlan 0

| MVRUpstream

| MVRDownstream

| --Querier--

| StartupQl 30
| StartupQC 2

| Robustness 2

| QTimeout 255
| QRespTime 10
| QInterval 125
| LastQRI 1

| LastQC 2

| MemberTime 255
F

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

ilter: <Press any letter key to start filtering items>

Mode

Ports

FastLeave

Priority

Pexxnm paboTbl NpoToKoAa.
Disabled - 3anpeuiaet IGMP snooping (no ymonuyaHuio);

Snooping - pa3spelwwaet IGMP snooping. B atom pexxkume IGMP-3anpockl byayT
yXoauTb B nonb3oBatensckom VLAN'e

MVR - pexxnm, Npm1 KOTOPOM MOXKHO ycTaHasimeaTb VLAN ID 802.1p 4na nOTOKOB
multicast. B aTom pexxkunme B IGMP-3anpocax VLAN 6yaeT nogmeHsaTbCs Ha
MVRVlan.

Cnu1coK NOpTOB, HAa KOTOPbIX BKAOYEH NpoToKon IGMP.
CnucK NopToB, 415 KOTOPbIX HY*KHO UCNob30BaTh fast leave perkum.

MpuopwuTteT, c KoTopbim MAC agpeca byayT Aob6aBneHbl B TabaAULy KOMMYTaLMUK.

Moag, npuoputeT Bblaenserca 3-x butoBoe none PCP (Priority code point) B
3aronoske IEEE 802.1q.

BKO - Background (cambili HU3KWMiI1 NpUopUTET).
BE1 - Best Effort.

EE2 - Excellent Effort.

CA3 -Critical Applications.

VI4 - Video, <100ms lantecy and jitter.

VOS5 - Voice, <10ms lantecy and jitter.

IC6 - Internetwork Control.

NC7 - Network Control (camblii BbICOKUIA NPUOPUTET).
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Mo ymonyanwuto: Vi4.
YpoBeHb Ko/iMyecTBa BbiBoga debug-coobuieHnin B syslog.

DebugLevel MoKeT npMHMUMaTh 3HayeHus oT 0 go 5. Yem 6osiblue ypoBeHb, TeM bosibLue
debug-coobuieHunin BbiIBOAMTCA.

Mo ymonyaHuto 0.
YcraHasnueaeT VLAN ID 802.1q ans notokoB multicast (MVR perkunm), meTKka
3ajaeTcA KaKk gecatmyHoe vuncao ot 0 go 4095.

MVRVian

0 — oTCyTCTBUE METKM.
Mo ymonyanwmio 0.
CnnCcoK Nosib30BaTe/IbCKMX MOPTOB, KOTOPbIE A0MXKHbI OTAABATb MY/IbTUKACT-

MVRUpstream PTOB, prie A A ¥
BELLaHME KOHEYHOMY NOJIb30BaTeIo;

MVRDownstream Cnu1coK NopTOB, NPUHUMAIOLLMX MYJIbTUKACT-BELLLAHWE OT CEPBEPA (MCTOUYHUKMN);
NHTepBas, Yepes KoTopbil byaeT oTnpasaeH nepsblii igmp 3anpoc. Mo ymoayaHuto
3TOT MHTEPBA/l KOPOYe, YEM MHTEPBAJI MEKAY OTNPABKOM igmp 3aNpoCcoB, YTo
NMO3BONSET YCTAaHOBUTb COCTOAHME FPYynMbl KAaK MOXKHO ObicTpee.

StartupQl ¥ Py P
[unana3oH npuHMMaembIx 3Ha4eHui oT 1 go 255 cekyHa,

Mo ymon4yaHuto 3HavyeHue 30 cekyHA,.
KonunyectBo igmp 3anpocoB oTnpaBAeHHbIX NPy 3anycke. OTNPaBAAIOTCA OHU
yepes UHTepBan 3anycka (StartupQl).

StartupQC o
[vnana3oH npuHMmaembIx 3Ha4eHui ot 1 go 10 3anpocos.

Mo ymonyaHuio 2 3anpoca.
KonnyectBo NnoBTOPHOM OTNPaBKM NAKETOB, B C/Iy4ae UX NOTEPU B CETHU.

Robustness [nana3oH 3HavyeHun oT 1 ao 7 pas.

Mo ymonyaHuio 2 pasa.
KonnyectBo cekyHa, KOTOpPOE TeKyLLee YCTPOMCTBO AOJIXKHO XAaTb NOCAE TOro, Kak
npeaplayLLInii onpalvBatowmi (querier) NpeKkpaTna onpaLMBaTh, MPEXKae Yem

. CTaTb OMpPALLMBAIOLLMM.

QTimeout P H
[dvnana3oH 3HayeHn oT 1 go 255 cekyHA.
Mo ymonyaHuto 255 cekyHA.
Bpems oTKAMKa Ha igmp 3anpoc. 3HayeHne JOMKHO ObiTb MeHbLLIEe, YeM UHTEpPBaN
MeXAy 3anpocamm.

QRespTime o

P AnanasoH 3HayeHun oT 1 oo 25 cekyHA,.

Mo ymonyaHuto 10 cekyHA.

Qinterval YactoTa oTnpasKu igmp 3anpocos. Yem 6osblue 3Ha4eHne, Tem peke byayT
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OTNPaBAATLCA 3aMNpPOChI.
[dvnana3oH 3HayeHn oT 1 go 255 cekyHA.

Mo ymonyaHuto 125 cekyHA.

MHTepBan, Yepes KOTOPbIN OTNPABAATb OTBET HA igMp 3anpoc Nocae NoayYyeHus
XOCTOM COObLLEHMA BbIXOAA OT NOC/NeAHEr0 aKTMBHOIO XOCTa Ha ceTu. Ecu
HWKaKMX COOBLLLEHWNI He NOlyYeHO B TEYEHUE MHTEPBAA, TO rpynna yaansaerca. Bbl
MOXETe NUCMNO0/b30BaTb AAaHHOE 3HAaYeHWNe, YTO HACTPOUTb, Kak bbicTpo byaert
npekpalleHMa nepeaada rno cetu.

LastQRI

[nana3oH 3HayeHun ot 1 oo 25 cekyHA.

Mo ymonyaHutio 1 cekyHaa.

Konmyectso igmp 3anpocos, OTNPaBAAEMbIX C MHTEPBA/IOM OTBETA HA 3anNpoc
nocneaHero yneHa (LastQRI), B oTBET Ha COOBLIEHNA BbIXOAa OT NOCAeAHEro

N3BECTHOrO aKTUBHOIO XOCTa B CETU.
LastQC

[unana3oH 3Ha4yeHu ot 1 go 5 3anpocos.

Mo ymonyaHuto 1 3anpoc.

NHTepBan BpeMeHM, KOTOPbIN AOKEH NPOUTU, MPEXAE YEM igMpP PoyTep PeLUnT,

YTO HET HX OAHOTO YNEeHa B rPynne WA UCTOYHUKA HE CYLLECTBYET B CETU.
MemberTime o

[AnanasoH 3HayeHunn oT 1 ao 255 cekyHa.

Mo ymonyaHuto 255 cekyHa.

3.2.5.2 MyHkT /IP/IGMP/VLAN

Hactponku IGMP-TpaduKa B pasHbix VLAN-ax.
Cnucok VLAN-0B B 3TOM MEHIO 3aNO/IHAETCA aBTOMATMYeCKM, Npu obHapyKeHum Querier-a (MCTOYHMKA
multicast-Tpaduka).

/IP/IGMP/VLAN Advanced ESC+h - Help
|>.. Elected Port
| 100 0.0.0.0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

HacTpoiKkn mapLipyTmM3aTopa, KOTOpbI OTBEYaeT 3a oTnpaBKy multicast Tpaduka B cermeHT (Querier-a)

/IP/IGMP/VLAN/100 Advanced ESC+h - Help
|>..

| MyVersion V2

| Querier Disabled

| Elected 0.0.0.0

| ElectedPort

| ElectedTTL 0

| QuerierVersion V2
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

MyVersion Bepcua IGMP ana otnpaBKku 3anpocos

BkatoueHne/oTkaoueHne otnpasku IGMP General Query.
Querier Disabled — BkntoyeH (Mo ymonyaHuio)

Enabled — BbiknioueH

Elected BbibpaHHbIl IGMP Querier.

ElectedPort MopT, Ha KoTopoMm BbibpaH Querier

ElectedTTL OCTaTOTK BpeMeHMU Xu13HU 4o nepesbibopos Querier'a
QuerierVersion Bepcua BbibpaHHOro Querier'a

3.2.5.3 MNyHKrt /IP/current-config

[aHHbIM NYHKT NO3BOAIAET HAacTpouTb IP agpec, macky, W3 no ymoadyaHuto, metky VLAN ID u
ee npuopuTeT, a TaKXKe napameTpbl CMUCKA AOBEPEHHbIX Yy3/10B «Ha feTy». HO nocne nepesarpysku
YCTPOMCTBO ByAeT 3arpy»eHo c napameTpamm U3 nyHkTa “3.2.5.6 /IP/stored-config”.

/IP/current-config Advanced ESC+h - Help
[>..

| NetworkAddr 192.168.0.24

| NetworkMask 255.255.255.0

| DefaultGateway 0.0.0.0

| DefaultVlanID 0

| DefaultVlanPri 0

| PhysicalAddr 54:A5:4B:68:11:30

| TrustAll Yes

| TrustLocal Yes

| TrustUnkVlan Yes

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

NetworkAddr YcraHaBauBaet IP agpec ycrTpoiicTaa.
NetworkMask YcTaHaB/AMBAET MACcKy NoaceTu.
DefaultGateway YctaHaBnusaeT IP agpec wntosa.

Metka VLAN ID 802.1p ana ynpaBneHua, 3a4a€Tca Kak gecatnyHoe yncnao ot 0 go

Rejgusien 4095. 0 - oTcyTCcTBME METKW. 3Ha4YeHume no ymonyauuio: 0.
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DefaultVianPri but npnoputeta VLAN ID 802.1p Ana ynpaBaeHua, NpUOpUTET 3a43ETCA KaK
pecatnyHoe yncno ot 0 oa 7. 3HavyeHue no ymondaHuto: 0.

PhysicalAddr MAC-agpec ycTponcTsa.
BKAtoYeHne/oTKAOUYEHNE CMIMCKA AOBEPEHHDBIX Y3/10B, KOTOPbIA MOXHO 3a4aThb B
nyHkre ip/hosts.
Yes - posepATb Bcem. [py STOM 3HAYEHUW JOCTYN MMEIOT BCE HE 3aBMCMMO OT CMIMCKa

TrustAll [0BEPEHHbIX Y3108 (MO yMON4aHWIO).
No - pa3peluaeT 40CTyN K YCTPOMCTBY TO/IbKO Y3/1aM Haxo4AWMMCA B CIINCKE
[,0BEPEHHbIX y310M. TaKKe Npu 3TOM 3HaYeHUM yunTbiBaeTca napametp Trustlocal.
AoctynHo c Bepcum MNO: LPOS 1.0.9.4SR3.
BK/toueHne/oTKI0YeHNE AOBEPEHHDBIX Y3/10B U3 JIOKa/IbHOM CETH.
YuutbiBaetca, koraa napametp TrustAll umeet 3HaveHne No.

TrustLocal Yes - nosepeHHbIMM ByAyT NOKaNbHble Y3/bl M U3 cnKMcKa hosts (No ymonyaHuio).
No - poBepeHHbIMM ByayT TONbKO y3/bl U3 cMUCKa hosts.
AoctynHo c Bepcuun NO: LPOS 1.0.9.4SR3.
BkatoueHne/oTkntoueHne obpabotku ppeitmos B Tex VLAN'ax, KoTopble He 3a4aHbl B
Tabauue VLAN.

TrustUnkVian Yes - nosepeHHbiMK ByayT y3nbl n3 HenssectHoro VLAN (no ymonyaHuio).

No - poBepeHHbIMW ByayT TONbKO Y3/bl U3 U3BeCTHbIX VLAN

AoctynHo c Bepcum MNO: LPOS 1.0.9.4SR21.

3.2.5.4 NyHkT /IP/hosts

B pgaHHOM nyHKTe Bbl MOXeTe peaakTMpoBaTb CMMCOK J0BEPEHHbIX y3/10B. C 3TUX Y3108
paspelleH AOoCTyn K YCTpoMncTsy. [nA BKAOYEHUA/OTKNOUEHUA HeobXOAMMO HacTpamMsaTb NapameTpbl
TrustAll n TrustLocal, KoTopble HaxogaTca B nyHKTax “3.2.5.3 /IP/current-config” un “3.2.5.6 /IP/stored-

config”.

/IP/hosts Advanced ESC+h - Help
|>.. Network Mask | 20 0.0.0.0 255.255.255.255
| 1 192.168.0.133  255.255.255.0 | 21 0.0.0.0 255.255.255.255
| 2 192.168.0.203 255.255.255.0 | 22 0.0.0.0 255.255.255.255
| 3 0.0.0.0 255.255.255.255 | 23 0.0.0.0 255.255.255.255
| 4 0.0.0.0 255.255.255.255 | 24 0.0.0.0 255.255.255.255
| 5 0.0.0.0 255.255.255.255 | 25 0.0.0.0 255.255.255.255
| 6 0.0.0.0 255.255.255.255 | 26 0.0.0.0 255.255.255.255
| 7 0.0.0.0 255.255.255.255 | 27 0.0.0.0 255.255.255.255
| 8 0.0.0.0 255.255.255.255 | 28 0.0.0.0 255.255.255.255
| 9 0.0.0.0 255.255.255.255 | 29 0.0.0.0 255.255.255.255
| 10 0.0.0.0 255.255.255.255 | 30 0.0.0.0 255.255.255.255
| 11 0.0.0.0 255.255.255.255 | 31 0.0.0.0 255.255.255.255
| 12 0.0.0.0 255.255.255.255 | 32 0.0.0.0 255.255.255.255
| 13 0.0.0.0 255.255.255.255
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| 14 0.0.0.0 255.255.255.255

| 15 0.0.0.0 255.255.255.255

| 16 0.0.0.0 255.255.255.255

| 17 0.0.0.0 255.255.255.255

| 18 0.0.0.0 255.255.255.255

| 19 0.0.0.0 255.255.255.255

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Y106b1 L,06aBUTL HOBbLIN Y3€/ B CNUCOK, BbibepeTe cTpoky ¢ 0.0.0.0 n Haxxkmute «Enter».

/IP/hosts/1 Advanced ESC+h - Help
|>..

| Network 192.168.0.133

| Mask 255.255.255.0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Network Agpec ceTu.

Mask Macky noacetu.

BHUMAHMUE! M3ameHeHue criucka adpecos 0osepeHHbIX Y3708 Yepes telnet-ceccuto Mmoxcem npusecmu K eé
pa3psigy 6e3 803MOXHOCMU 80CCMAHOB/IEHUA COEOUHEHUA C 3MO20 Y374, ecaAU OH UCK/AYeH U3 4ucaa
008epeHHbIX.

3.2.5.5 MyHKT /IP/stat

B AaHHOM NyHKTE MeHI oTobpakaeTcs cTaTUCTMKa. [nAa cbpoca CTaTUCTUKM UCMOAb3yiiTe
coyeTaHue Knasuw “ESC+R”.

/IP/stat Advanced ESC+h - Help
|>.. arp_repl

| recv 0 arp_req_rev
| drop 45 arp_repl_rev
| sent 44 arp_upd

| vhlerr arp_add

| lenerr arp_miss

| fragerr
| chkerr
| trustfail
I
I
I
I
I
|
|

O O O oo
O OO o oo

[E

protoerr 30
send_im
defer
defer_send
defer_error
defer_no_pkt

defer_no_mem

O OO O o o

000 «HCK KommyHuKauum Cnbupm», 2015r.  www.nsc-com.com 112



Sprinter TX

TY6665-005-62880827-2013

no_route
arp_income
arp_small_err

|
|
|
| arp_req
F

ilter: <Press any letter key to start filtering items>

LOG:28.08.15 15:11:20.123 : [console] Change of the user is made to admin

recv
drop
sent
vhlerr

lenerr

fragerr

chkerr

trustfail

protoerr

send_im

defer
defer_send
defer_error
defer_no_pkt
defer_no_mem
no_route
arp_income
arp_small_err
arp_req
arp_repl

arp_req_rev
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KonunyectBo npuHATbIX IP-naketoB. TDMoP dpelimbl He yunUTbIBAOTCA.
KonunyectBo otbpoLleHHbIx IP-nakeTos.

KonnyectBo oTnpas/ieHHbIX IP-nakeTos.

Konunuyectso owwinbok Bepcum npoTtokona IP (Konmyectso nakeTtos He IPv4).
KosinyectBo oWwmnboK, cBsA3aHHbIX ¢ AAnHOM IP-nakeTa.

KonnuectBo NpuHATLIX GparMeHTUPOBaHHbIX GperimoB (bparmeHTaumsa He
noafepmMsaercsa).

Konunuyectso IP-nakeToB ¢ HEMNPaBW/IbHOM KOHTPO/IbHOM CYMMOWN.
Konunyectso He gosepuTesibHbIX IP-nakeTos.

Ko/imyecTBo NPUHATbIX MaKeTOB C HEMOAAEPKMBAEMbIM TUMOM MPOTOKO/1a BEPXHErO
ypoBHs (He TCP, He UDP, ...).

Konnuectso nakeTos, onpaB/ieHHbIX CPasy.

KonnuyecTtso nakeToBs, OTNpaBaAeHHbIX B ovepeab oxknaaHua MAC-agpeca.
Konnuectso nakeTos, oTNpaBaeHHbIX U3 ovepean oxuaaHna MAC-agpeca.
Konnyectso naketos, ana Kotopbix MAC-agpec He yAanocb NOAy4YuTb.
KonnuyectBo nepenonHeHnn ovepeam 0XXnMaaHNA OTNOKEHHOM OTNPABKM.
HepoctatouHO NamATK ANA XPaHEHUA.

KonnuyecTBo NnakeToB C HEU3BECTHbIM MAPLLPYTOM.

Konnyectso noctynmslimnx ARP-3anpocos.

Konunyectso canwkom maneHbkux ARP.

KonnyectBo oTnpassieHHbIX ARP-3anpocos.

Konunyectso nonyyeHHbix ARP-oTBETOB.

Konunyectso otnpasneHHbIXx RARP-oTBETOB.
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arp_repl_rev
arp_upd
arp_add

arp_miss

Konunyectso nonyyeHHbIx RARP-3anpocos.
KosnyectBo obHoBeHM Tabaunubl ARP.
Konnyectso 3anuncei B Tabnuue ARP.

KosmyectBo owmnboKk nomncka 3anucu B Tabauue ARP

3.2.5.6 MyHKT /IP/stored-config

JdaHHbI
ee npuopuTeT, a Ta

NYHKT NO3BOJIAET HAacTpouTb IP agpec, macky, wat3 no ymonvaHuto, metky VLAN ID un
K¥e napameTpbl CNUCKa A0BEPEHHDIX Y3/10B, C KOTOPbIMU OHO ByaeT 3arpy»KaTtbcs. Ons

COXpPaHEeHUA UCMOb3yNTe codeTaHne Knasuw “ESC+S”.

/IP/stored-config
|>..

| NetworkAddr

| NetworkMask
| DefaultGateway
| DefaultVlanID
| DefaultVIanPri
| PhysicalAddr
| TrustAll

| TrustlLocal

| TrustUnkVlan

is made to admin

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20.238 : [console] Change of the user

Advanced ESC+h - Help

192.168.0.24
255.255.255.0
0.0.0.0

0

0
54:A5:4B:68:11:30
Yes

Yes

Yes

NetworkAddr
NetworkMask

DefaultGateway

DefaultVianID

DefaultVianPri

PhysicalAddr

TrustAll

YctaHaBamBaet IP agpec ycTponcTsa.
YcTaHaBnmMBaeT Macky NoaceTu.
YctaHaBnusaerT IP agpec wnto3a.

Metka VLAN ID 802.1p ana ynpaBaeHuma, 3a4a€TcCA Kak gecatuyHoe yncnao ot 0 go
4095. 0 - oTcyTCcTBME METKW. 3HadYeHume no ymonyanuio: 0.

Bbut npnoputeta VLAN ID 802.1p Ana ynpasaeHua, NpUoOpUTET 3a[3ETCA KaK
pecatnyHoe yncno ot 0 oa 7. 3HavyeHue no ymondaHuto: 0.

MAC-agpec ycTponcTsa.
BK/itoueHMe/OTKNOYEHNE CMIMCKA A0BEPEHHDBIX Y3/10B, KOTOPbIA MOXKHO 334aThb B

nyHkre /IP/hosts.

Yes - nosepatb Bcem. MNpn 3TOM 3HaYEHMM AOCTYN MMEIOT BCE HE 3aBUCUMO OT CMMCKA
[OBEPEHHbIX Y3/108B (N0 YMOYaHUI0).

No - paspeluaeT 4OCTyn K YCTPOWCTBY TO/IbKO Y3/1aM Haxo4ALWMMCS B CMIUCKE
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[OBEPEHHbIX Y3/10M. TaKKe NPy 3TOM 3HaYEHUU yuuTbiBaeTca napametp Trustlocal.

AoctynHo c Bepcuum NO: LPOS 1.0.9.4SR3.

Bk/toueHne/oTKNI0YEHNE AOBEPEHHbIX Y3/10B U3 IOKA/IbHOM CETU.
YuutbiBaetca, Korga napametp TrustAll umeet 3HaueHue No.
TrustLocal Yes - noBepeHHbIMM ByAyT NOKanbHble y3/bl M U3 cnMcKa hosts (No ymonyaHuio).
No - poBepeHHbIMM ByAyT TONBLKO Y3/bl U3 cnucKa hosts.
DoctynHo c Bepcun NO: LPOS 1.0.9.4SR3.
BkatoueHune/oTkaoueHne 06paboTkm dpperimos B Tex VLAN'ax KOTopble He 3a4aHbl B
Tabauue VLAN.
TrustUnkVian Yes - posepeHHbIMM By ayT y3bl 13 HenssecTHoro VLAN (no ymonyaHuio).
No - poBepeHHbIMK ByayT TONBbKO y3/bl M3 n3BecTHbix VLAN

DoctynHo c Bepcum MNMO: LPOS 1.0.9.4SR21.

3.2.6 MyHkT /VLAN

Ona cospgaHuna VLAN HaxmuTte coveTaHue Knasuw «ESC+C» u Beeaute VLANID unn ananasoH
VLANID yepes Tupe, nocne Haxkmute «Enter». Mocne nobasnenns Tabanua otobparkaet cnmcok VLAN'os.
Mx napameTpbl onNucaHbl B cieaytoliem nyHkte “3.2.6.1 /VLAN/VLANID”.

/VLAN Advanced ESC+h - Help
[>.. Name

| 1 default

| 10 Control

| 32 VLAN-32

| 40-45 VLAN-FILIAL-4x

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.6.1 MywHkT /VLAN/VLANID

[aHHbIV NYHKT NO3BOASET KOHPUTYpMUpPOBaTh BbibpaHHbI VLAN.

/VLAN/1 Advanced ESC+h - Help
[>..

| VID 32

| Name VLAN-32

| IPAddr 0.0.0.0

| NetMask 0.0.0.0

| Gateway 0.0.0.0

| Cpu Management
| Priority BKO

| PriOverride  Disabled

| Remove Remove

| Dependance 0,E1-1,E1-3
Auto System
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Filter: <Press any letter key to start filtering items>

LOG:28.08.15 15:15:53.736 : [console] Change of the user is made to admin

ViD

Name

IPAddr

NetMask

Gateway

Cpu

Priority

PriOverride

Remove

Dependance

Auto

NaeHTnomkatop VLAN ID.
CMmBOIbHOE onuncaHue BblibpaHHoro VLAN.

IPv4 agpec ycTpoicTsa.

0.0.0.0 - ucnonb3oBaTh HACTPOMKM MO YMOTYAHUIO
Macka nogcetw.
LLnto3s.

Pexxnm goctyna K ynpaBneHuio.
NotMember - 6e3 nocTyna K ynpaBaeHuio.

Member - paboTatoT TO/IbKO Te NPOTOKO/1bl, KOTOPbIE HEe MNO3BOJIAIOT YNPaBAATb
yctpoicteom (ICMP, TDMoP).

Management - paboTatoT Bce NPOTOKO/bI.

MpuoputeT nNpu TerMpoBaHuu o¢perimoB meTkoit VLAN (802.1q) B COOTBETCTBMM CO
ctaHgapTom 802.1p. MNoa npuopuTeT BbigenaeTca 3-x 6utosoe none PCP (Priority code
point) B 3arosioBke IEEE 802.1q.

BKO - Background (camblin HU3KUIA NPUOPUTET).

BE1 - Best Effort.

EE2 - Excellent Effort.

CA3 -Critical Applications.

VI4 - Video, <100ms lantecy and jitter.

VOS5 - Voice, <10ms lantecy and jitter.

IC6 - Internetwork Control.

NC7 - Network Control (camblit BbICOKWIA NPUOPUTET).

Mo ymonuaHuio: BKO (camelii Huskuii npuopumem).

MpuHyauTenbHoe obHOBAEHME NPUOPUTETA, CMOTPUTE CBA3AHHbIE HAacTPOMKM B “3.2.3.9
/Eth/nopT/Qo0S”

Disabled - BbikntoyeH (N0 ymo4aHUI0).

Enabled - BkntoyeH.
Ypanutb VLAN.

CrnnCOK 3aBMCMMOCTEN (onpeaenaeTca BCeMM HacTpoKamu, Hanpumep, /IP/current-
config/DefaultVlanID, /TDMoP/nopt/config/VLANID).

Pexxnm ncnonbsoanmsa VLAN.

Enabled — po6asutb VLAN Ha BCe NopTbl.
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System — no6asutb VLAN Ha nopT, eciv ectb 3aBUCMMOCTU.

Disabled — He po6aBnatb VLAN Ha nopTbl aBTOMATUYECKW.

3.2.7 NyHkT /ATU

B gaHHOM nyHKTe gocTynHa Tabnuua ATU - Tabnuua, ceasbiBatowas MAC-agpeca v nopthbl
MyAbTUNAEKCOPa-KOMMYTaTopa. Ana pegakTMpoBaHUA CNMCKA NOPTOB, UMEHW U NpuopuTeTa HeobxoaMmo
BblbpaTb MAC-agpec 1 HaxKaTb «Enter».

JATU Advanced ESC+h - Help
|>.. Name  Pri Ports

| 54-A5-4B-68-11-30 cpu IC6 cpu

| FF-FF-FF-FF-FF-FF bcast  BKO 0,1, cpu

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.7.1 NMyHKkTt /ATU/mac-agpec

/ATU/54-A5-4B-68-11-30 Advanced ESC+h - Help
|>..

| MAC 54-A5-4B-68-11-30

| Name CPU

| Ports cpu

| Priority IC6

| Source system

| Remove remove entry

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

MAC MAC-agpec.

Name CumsonbHoe onucaHne MAC-agpeca.

CnMCcoK NOpPTOB, U3 KOTOPbIX MOFYT MNOCbINATLCA NAKeTbl Ha Tekywnin MAC-agpec - gns
Ports unicast-tpaduka.
Cnu1coK NOPTOB B KOTOPbIE MOTYT MOCbINATLCA NaKeTbl- Aaa multicast-tpaduka.

Priority MprnoputeT A4NAa NAaKeToB C yKa3zaHHbIM MAC-agpecom.
Source NCTOYHMK, CO3AaBLLUNI 3aMKUCh.
Remove Ypanute 3anucb. Heobxoanmo HaxKaTb Knasuwy “Enter” 2 pasa.

3.2.8 NyHkKT /flash

B OAaHHOM NyHKTe MOKHO npocmoTpeTb dainbl, pacrnonoxeHHble Ha flash-namatu: log bkb,
log_bkp, log, system.cfg, config.sys
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®daliin log - NMpoTokon cobbiTnin. Co3gaeTcs aBTOMaTUYECKM NPY NEPBOM BKIOYEHMM YCTPOMCTBA.
dain log_bkp - Konua kypHana cobbiTui.
dain system.cfg - aiin KoHdUrypaLmMm yCTPOMCTBA.

®daiin config.sys - AaHHbIN daiin co3gaetca Ha Gew-NnamaTM MynbTUMNIEKCOPa-KOMMYTaTopa
npu CMeHe Naponei No YMONYaHUIO, NAapoIn XpaHATCA B 3aliMbpoBaHHOM Buae. Ecam yaanute
AaHHbIM dainn, To naponn cbpocATcs Ha 3aBOACKUE.

Ona npocmoTtpa copepnumoro Heobxoammo BblIOpaTb HyXKHbIA daiin 1M HaxaTb “Enter”. Ons
MPOKPYTKU COAEPIKMMOr0 UCMNOb3YINTe CTPEKM BBEPX/BHU3. 1A BbIXOAA U3 PeXKMMa MPOCMOTPA HaXKmMUTe
“" )

ESC”.

/flash Advanced ESC+h - Help
|>..

| config.sys

| log

| log_bkb

| log_bkp

| system.cfg

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20 : [console] Change of the user is made to admin

3.2.9 nNyHKT /Envir
[JaHHbI NYHKT MEHIO COCTOUT U3 ABYX NOAMNYHKTOB:

e ADC - npepoctaBnsetr WHOOPMaUMIO O TemnepaType YCTPOWCTBA WM  3HAYEHUAX
HanpsAXXeHWN B KOHTPOJIbHbIX TOYKAX YCTPOMCTBA.

e system - NpeaoCTaBAAET CUCTEMHYIO MHDOPMaLMIO 06 yCcTpoicTae.

JEnvir Advanced ESC+h - Help
|>..

| ADC

| system

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.9.1 NyHkT /Envir/ADC

B naHHOM NYHKTE OTO6pa)Ka}OTCFI 3Ha4YeHUA TeMnepaTypbl N Hal'lp’r'I)KEHVIﬁ B BUAE Ta6f|MLl,bI.

/Envir/ADC Advanced ESC+h - Help
[>.. Value Type State

| SwitchTemperature 56 C Normal

| Temperature 51 C Normal

| Voltage 1.2 1.21 \% Normal

| Voltage 1.8 1.82 \% Normal

| Voltage 2.5 2.53 \% Normal

| Voltage Vacin 234 \% Normal
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| Voltage Vacin max 247 Vv Normal
| Voltage Vacin min 232 Vv Normal
| Voltage Vdcin 0 \Y Down

| Voltage Vin 12.7 \Y Normal

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20.423 : [console] Change of the user is made to admin

TemnepaTypa cBUTYa MYIbTUMNEKCOPA-KOMMYyTaTOpa, U3MepAemMas B rpagycax

SwitchTemperature o
Llenbcus, KoTopasa He A0/XKHA NpeBblwaTbh 65°C.
TemnepaTtypa My/bTUNIEKCOPA-KOMMYTaTopa, U3mepsaemas B rpagycax Lienbcus,
T patypa my. P AMyTATOP p pagycax L
KOTOpas He A0NXKHa npesbiwaTtb 65°C.
Voltage 1.2
HanpAaxeHWe Ha pa3fINYHbIX 3IeMEHTAX NAaTbl, KOTOPbIE [ONXKHbI 6bITb PaBHbI
Voltage 1.8 P P pele A P
1.2/1.8/2.5 cooTBETCTBEHHO.
Voltage 2.5

Voltage Vacin

Vacin max MNepemeHHOe HanpsAMKeHne NUTaHMA YCTPOKCTBa.

Vacin min

Vdcin MNocTosAHHOE HanpsA*KeHWE NUTAHMA YCTPOMCTBA OT BHELLHEro UCTOYHMKA.
Voltage Vin Hanps»KeHune nnuTaHMA ycTpoicTBa (NOCTOAHHOE).

3.2.9.2 NyH«KT /Envir/ADC/napametp

/Envir/ADC/Temperature Advanced ESC+h - Help
|>..

| ID 0

| Name Temperature

| Value 47

| Type C

| State Normal

| WarnLow 5.00

| WarnHi 75.00

| ErrLow 0.00

| ErrHi 85.00

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

ID NaeHTuduMKaTop napameTpa.

Name HanmeHoBaHWe napameTpa.
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Value TekylLiee 3HaYeHMe napameTpa.
Type EAnHULBI nI3MepeHnA napameTpa.
State TeKyLWMiA cTaTyc NnapameTpa.

Hu»XHAA rpaHnL,a 3Ha4YeHNA NapaMeTpa, NpuU KOTOPOM nponcxogunTt

WarnLow
npeaynpexaeHue.
WarnHi BepxHAA rpaHMua 3Ha4YeHUsa napameTpa, NPy KOTOPOM NPOUCXOAUT
npeaynpexaeHue.
ErrLow HWKHAA rpaHmMLa 3HaYeHMA NapameTpa, NPy KOTOPOM NPOUCXOANT OLMBKa.
ErrHi BepxHsAA rpaHULLa 3HAa4YeHMA NapameTpa, NP KOTOPOM NPOUCXOAMUT OLLMBKa.

3.2.9.3 MyHKT /Envir/system

B gaHHOM nyHKTe oTobparkaeTtca cucteMHas uHpopmauma ob yctpomncrse.

/Envir/system Advanced ESC+h - Help
|>..

| Description 62x, 63x scpu

| Serial 7C191700

| Uptime 0 days, 0 hours, 51 min, 15 sec

| Version 2.4.8.9 [boot 2.1]

| LicenseKey 8C3SIQ2F-OE5VF4QL-R9CO2KD4-B3F6T115

| UID 37007C073158353419170743

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Description  OnucaHue conpoLeccopa.

Serial CepuitHbiA HOMeEp YCTPOICTBA.
Uptime Bpems, npolleauiee nocae NocaeaHErO BKAOYEHMA YCTPOMCTBA.
Version Bepcua MO conpoueccopa.

LicenseKey  JINLLEH3MOHHbIN KAtOY.

uiD YHUKaNbHbIN ngeHTUdUKaTop.

3.2.10 NyHkKT /EthGlobal

B AaHHOM MyHKTe BO3MOXKHA rnobanbHan HaCTpOﬁKa CBUTYa.

/EthGlobal Advanced ESC+h - Help
[>..
| ATUSize 1024
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| AgeTime 330

| ATUUsed 38

| VLANSize 4096

| VLANUsed 3

| VLANTroubles

| BPDUTrap Enabled

| Scheduling Strict

| QinQTag 8100

| MTU 1522

| IPPri0l 00000000
| IPPri23 00000000
| IPPri45 11111111
| IPPri67 11111111
| IPPrig9 22222222
| IPPriAB 22222222
| IPPriCD 33333333
| IPPriEF 33333333
| TagPri 10012233

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20 : [console] Change of the user is made to admin

ATUSize
AgeTime
ATUUsed
VLANSize
VLANUsed

VLANTroubles

BPDUTrap

Scheduling

MaKcmMmanbHoe Konndyectso 3anuceit B Tabamue MAC agpecos (ATU).
Bpemsa yctapeBaHua 3anucen B Tabanue MAC agpecos, war 15 cek.
KonnyecTBo 3anucei B Tabanue KoMmyTaLum

MakcmanbHoe Konndectso VLAN'os.

Konunyectso 3anucen B Tabaumue VLAN

OTtobpaxkaeT npobnembl, cBasaHHble ¢ VLAN'amu. Heobxoammo HacTpouTb Tabauuy
VLAN'oB.

Bk/toueHne/oTkaoueHne nocbinkn BPDU-trap’os B npoueccop.

Tpebyetca ana pabotbl RSTP, LLDP.

Enabled - BkntoyeHo (N0 yMoIYaHUI0);

Disabled - oTknto4ueHo.

ANropuTM NNaHMPOBaHMA Bbixoda bpeinmos.

Strict - Strict Priority ana Bcex ouepegeit (No ymonyaHuio);

Weighted - B3sewweHHbI Round-Robin ana sBcex ouepegei;

Strict3Weighted210 - Strict Priority ana ouepeau 3, v B3gewweHHbIn Round-Robin

Ans odepegeit 2,1,0 (4oCTynHO He Ha BCex annapaTHbIX BepcuaAx);
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Strict32Weighted10 - Strict Priority ana ouepeamn 3 n 2, n B3BelweHHbIM Round-Robin
Aans ovepegert 1,0 (A0CTYNHO He Ha BCeX annapaTHbIX BePCUsAX);

AoctynHo ¢ sepcum MO LPOS 1.0.9.4SR10.

QinQTag QinQ Ter gns nopToB B pexxume QinQ 1 onuum QinQ=Global
MTU MaKcMmanbHbIn pasmep dpenma.
IPPrio1 KapTa onpegeneHns BHyTpeHHero npuoputeta M3 nona ToS/DSCP IP ¢peimos

Tos=00,04,08,0C,10,14,18,1C

IPPri23 Kapta onpegeneHns BHyTpeHHero npuoputeta u3 nonaa ToS/DSCP IP ¢peimos
Tos=20,24,28,2C,30,34,38,3C

IPPri45 Kapta onpegeneHnsa BHyTpeHHero mnpuoputeta u3 nona ToS/DSCP IP ¢peinmos
Tos=40,44,48,4C,50,54,58,5C

IPPri67 Kapta onpegeneHns BHyTpeHHero npuoputeta u3 nonaa ToS/DSCP IP ¢peimos
Tos=60,64,68,6C,70,74,78,7C

IPPri89 Kapta onpegeneHns BHyTpeHHero npuoputeta u3 nonada ToS/DSCP IP ¢peimos
Tos=80,84,88,8C,90,94,98,9C

IPPriAB Kapta onpegeneHus BHyTpeHHero npuoputeta w3 nona ToS/DSCP IP ¢peitmos
Tos=A0,A4,A8,AC,B0,B4,B8,BC

IPPriCD KapTa onpegeneHnsa BHyTpeHHero npuoputeta uM3 nonaa ToS/DSCP IP ¢peimos
Tos=C0,C4,C8,CC,D0,D4,D8,DC

IPPriEF KapTa onpeaeneHnsa BHyTpeHHero npuopuTeta u3 nona ToS/DSCP IP ¢peitmos
Tos=EO,E4,E8,EC,FO,F4,F8,FC

TagPri KapTa onpeaenenuna BHyTpeHHero npuoputeta us nona VLAN Priority

3.3 SNMP AreHT

MynbTUNAEKCOP-KOMMYTATOP OCHaweH areHtom SNMP. Tlo npoTtokony SNMP moXxHO
NPOCMATPMBATL TEKYLLME pPEeXUMbl YCTPOMNCTBA, COCTOAHME MHTepPdencoB, CTATUCTUKY JOKANbHbIX W
yAaNneHHbIX OWMOOK, a TaKKe N3MEHATb 3TN NapameTpbl.

MynbTunnekcop-kommyTtaTop Sprinter TX nogaep»xmeaet npoTokoabl SNMP v1, v2c, v3.

BkitoueHne n OTKAOYEHME [AAHHbIX MPOTOKONOB MOXHO MPOU3BECTM, YCTAaHOBMB NapameTp
Enabled B 3HauyeHWe Yes B COOTBETCTBYIOLWLEM HY)HOW BepcuM NyHKTe MeH “3.2.4.11
/System/snmp/<Bepcus npotokona>".

BkAtoYeHne/oTKAOYEHNE SnMP COOTBETCTBYIOLLLEN BEPCUMU.
Enabled Yes - BkntoueH;

NoO - OTK/IFOYEH.
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[anee HeobxoAMMO YCTaHOBWUTb MMEHa snmp community. [ns 3Toro nepengute B MeHIO B
NyHKT “3.2.4.8 /System/snmp/auth”.

ReadCommunity Hactpoiika umeHn SNMP community gns yteHus (no ymondanuto “public”).

WriteCommunity Hactpolika umeHn SNMP community gnsa 3anucu (no ymonyanuio “public”).

3.3.1 Ha6opbl uHpopmauyuu ynpasneHusa (MIB)
B my/ibTMNNEKCOpe-KOMMYTaTope peasin3oBaH Habop MHPopmaumm ynpasaeHma (MIB):

NSC-EMUX-MIB — cneunanuMsmMpoBaHHbIM Habop WHbOpPMAUMKM yNpaBAeHUs, CoAepHKaluii
coctofHue uHTepdenco E1 u ontmyeckoro uHTepderica. Painnbl co cneundukaumen NSC-EMUX-MIB
[AOCTYNHbI Ha calTe http.//www.nsc-com.com.
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4 PeKomeHpgaLMU NO YCTPAHEHUIO HEUCNPABHOCTEM

MyNbTUNAEKCOP-KOMMYTaTOp NpeacTaBaseT coboi CNoXHOE MUKPOMPOLECCOPHOE YCTPOMCTBO,
Nno3ToOMy YCTPaHeHWe HeUCnpaBHOCTEM, eCNU OHM He CBA3aHbl C OYeBUAHLIMU MPUUMHAMWU — OLIMBOYHOM
KoHbUrypaumeii, o6pbiIBoM Kabena NUTaHUA, MexaHMYeCKUM NoBpeXKaeHMem pasbeéma M T. N. — BO3MOXHO
TONIbKO Ha NPeAnpPUATUN-U3TOTOBUTENE UM B €ro NPeaCcTaBUTENbCTBaX.

Mpu BO3HMKHOBEHUWU BOMPOCOB, CBA3AHHbIX C 3KCMAyaTaluein MynbTUMIEKCOPa-KOMMYTATopa,
obpalanTech, NOXKanymncra, B Cayxby TeXHMYECKOM NoAAepKKM KOMMaHUN-NPOU3BOANTENA.

B atOom pasgene onucaHbl cnocobbl OOHapyXeHua W yCTpaHeHUs HeucnpaBHOCTEN
BO3HMKAIOLLMX NPU SKCNAYyaTaLUN MYIbTUMN/IEKCOPA-KOMMYTATOPa.

4.1 [marHOCTUKA OLIMNBOUYHbIX COCTOAHUMI

OunarHoctMka oOWMBOYHbIX COCTOSHUIA MOXKeT 6ObiTb NpousBedeHa Ha OCHOBe aHanu3a
CBETOAMOAHbIX WHAMKATOPOB, Ha nNepegHeil naHenu. B 6osiee CNOMKHBIX CAyYyasx HeobxoamMmo
NOAKNOUYUTLCA K MYNbTUNIEKCOPY-KOMMYTATOPY W BbIMOMIHUTbL KOHCOJIbHbIE KOMaHAbl ANAarHOCTUKN. Kpome
3TOro, MyJIbTUMN/IEKCOP-KOMMYTaTOp 060pyAoBaH XKypHasiom paboTbl, B KOTOPbIN 3aHOCUTCA MHPOpMaUma
060 BCeX CODOLITUAX, MPOUCXOOALMX C MYJIbTUNIIEKCOPOM-KOMMYTaTopoM. Kapgaa 3anucb B KypHasne
CHab)keHa meTKoW BpemeHU. [osib30BaTe/ib MOMKET MPOCMOTPETb KypHan cobbiTuin, ucnonbsya telnet,
JIOKanbHbI TepMUHaN nnun 6paysep, Yepes npotokon HTTP.

4.1.1 CeetogmopHaa MHAUKaUUA

CBeToaMOAHbIE MHAMKATOPbLI Ha NepeaHer MaHenu My/bTUMIEKCOPa-KOMMYTaTopa OTparkatoT
TeKyllee cocTosiHne uHTepdeiicos E1, Ethernet, a Take COCTOAHWE MyJ/IbTUMIEKCOPA-KOMMYyTaTopa B
uenom. B uenom 3eneHbit MHAMKATOP Ha pasbeme E1 curHanusupyeT o nepegayve AaHHbIX, @ ¥KeATblih 06
owmnboyHom cocToAaHun. CocToAaHne meaHbix Ethernet coegmHennin otobparxkaetca TPaANLMOHHO: 3e/1eHbIN
WHOMKATOP CUTHAAN3MPYET O NOAKNOYEHUM Kabens u yCTaHOBNEHUM COeOUHEHUSA, @ KeNTblh 0 Nnepesaye
ZaHHbIX. COCTOAHME OMNTUYECKOTO COeAMHEHWE OTObpaXkaeTcs 3eNeHbIMW UHAMKATOPOM MpU HaUuuu
CUrHaNa Ha BXoZe NPUEMHMKA U KPAaCHbIM NPU ero OTCYTCTBUMU.

4.1.2 KOHCO/IbHble KOMaHAbI

[na oTobparkeHNa CHETYMKOB OLWMBOK NOMAb30BaTENbCKMX UHTEPdENCOB YCTPOICTB Sprinter TX,
B MY/NIbTUIN/IEKCOPE-KOMMYTATOpe peasin3oBaHa c/leaytolan KOHCONbHAA KOMaHaa:

stat

MoKa3blBaeT CTAaTUCTUKY AAA pa3HbiX MoAaynen yctpoictBa. CTaTuCTMKa XxpaHutca 8 O3Y,
coxpaHsetcsa 1 pas B 15 MuHyT. [locTynHo OT 96 MHTEPBANOB CO CTAaTUCTUKON. CMHTaKCMC KOMaHAbl, onncaH
B nyHKTe "3.1.3 CnuctemHble KomaHab! / stat".

4.1.3 XypHan cobbiTnii

Bce u3meHeHMA coCTOAHMA MHTepd)eﬁCOB 3aHOCATCA B CUCTEMHbIN KyYpHan C YyKa3aHuUeM
BpeMeHHOﬁ METKM CObbITUSA. Ana NPOCMOTPA XypHasia MOXHO MCNO1b30BaTb KOMaHA4Y:

log

Ona npaBuabHOIo OTO6pa)KeHWr'I BPEMEHHbBIX METOK B MYJ/IbTUNJIEKCOPE-KOMMYTATOpE
H606X0,£|,VIMO NpPaBU/IbHO YCTAaHOBUTb TEKYLLUYIO AaTy U BPEMA.
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YcTpaHeHue HEMCHpBBHOCTEﬁ

Ta6m4u,a 4.2 coaepHKUT OCHOBHbIE TUNDbI OLWMBOYHbIX COCTOAHUIN U CNOCOObLI MX YCTPaAHEHUA.

CocroaHue

BepoAaTHadA npuymHa

PekomeHayemoe aeincramne

HeT nuTaHua myibTUnaekcopa-
KOMMYyTaTopa, BCce
CBETOANOAHbIE UHANKATOPbI
noraweHsl

Kabenb nuTaHMA HencnpasBeH

MpoBepbTe Kabenb, N3mepus
Hanps)eHWe Ha pasbeme.

HeT nuTaHma MynbTUNNEKCOPaA-
KOMMYTATOpa, BCe
cBeToanogHble MHAMKATOPbI
noraweHbl

Mutatowee HanpAaxeHwue 3a
npeagenamum 4onyctmmoro
Anana3oHa

BbibepeTe UCTOYHMK NUTAHUA C
HanpsAKeHNnem NUTaHuA B
YKa3aHHOM AManasoHe
(MynbTMNNEKcOp-KOMMyTaTOp ByaeT
B COCTOAHWKN «OTKAIOUYEHO», eCn
HanpsAMKeHne X010CTOoro Xo4a
WCTOYHMKA NUTAHWA Bbllle
MaKCMManbHO A0NYCTUMOrO
3Ha4YeHus)

HeT coegnHeHua ¢
MYIbTUNNEKCOPOM-
KOMMYTaTOPOM MO MNPOTOKOY
telnet nnm ftp

Kabenb Ethernet HencnpaseH

MpoBepbTe Kabesb, NOAKNOYMB
MYAbTUNNEKCOP-KOMMYTATOP
3aBe0MO UCNPaBHbIM
(npoBepeHHbIM) Kabenem.

HeT coegnHeHuna ¢
MYNbTUNNEKCOPOM-
KOMMYTaTOPOM MO MPOTOKONY
telnet naum ftp

HenpasunabHO ycTaHoOBAEH IP
agpec UnM macka B
MyJibTUNAEKCOpE-

KommyTaTope

YcTaHOBUTE NPaBUbHbLIN afpec,
MCMNoNb3ys NocienoBaTe bHbIA NOPT

HeT coegnHeHus ¢
MYNbTUNNEKCOPOM-
KOMMYTaTOPOM MO MNPOTOKOY
telnet naum ftp

Ynpasnatowmin KomnooTep
HaxXoAuTCA B APYrom CermeHTe
CEeTU W LUJIO3 MO YMOJIYAHUIO
HaCTPOEH HEBEPHO

BbinoaHMUTE NogKAto4eHme n3
OAHOrO CermeHTa ceTu C
MYJbTUNAEKCOPOM-KOMMYTAaTOPOM

HeT coegnHeHuns ¢
MYJIbTUNNEKCOPOM-
KOMMYTaTOPOM MO MNPOTOKONY
telnet naum ftp

Afpec ynpasnaooLero
KOMMblOTEPA HE HAXOAMTCA
cpeav agpecos A0BEPEHHbIX
Y3/10B My/IbTUN/IEKCOPA-
KoMMmyTaTopa

Job6aBbTe agpec ynpaBaatoLLero
KOMMbIOTEPA B CNUCOK AOBEPEHHbIX
Y3108, UCNONb3YA
nocnenoBaTesbHbI NOpPT

HeT coeanHeHua ¢

MYNbTUMNNEKCOPOM-

KOMMYTATOPOM Mo
nocneaoBaTte/sibHOMY NOPTY

HenpaBuabHO yCTaHOB/EH
baud rate,konnyecrtso
CTOMNOBbIX BUT, YETHOCTb,
KOHTpPO/b Nepeaaym

MapameTpbl HACTPOIKHK
nocnefoBaTeNbHOro nopTa
KomnbtoTepa — 115000 k6ut/c,

8 6uT, 6e3 yeTHOCTH, 6e3 KOHTPONA
nepeaayu.

O6opynoBaHue E1
NOAKNOYEHHOE K
MYIbTUMNNEKCOPY-KOMMYTATOPY
HE CMHXPOHU3NPYIOTCA C
MYbTUNNEKCOPOM-
KOMMYTATOPOM, HET Nnepegaymn
E1, cBeTATCA KenTble
cBeToAnoaHbIe MHAMKATOPbI

OTcyTcTBME PpU3MUECKOro
NoAKAoYeHUA

MpoBepbTe pa3BoAKy Kabenen n
du3mnyeckoe NogrIoUEeHNE

O6opynosaHue E1
NoAK/OYEeHHOoe K
MYJ/IbTUMNIEKCOPY-KOMMYTATOPY
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HE CUHXPOHU3MPYHOTCA C
MYJIbTUNNAEKCOPOM-
KOMMYTaTOPOM, HET Nepeaaymn
E1l, cBeTATCA Kentble
CBETOAMOAHbIE NHANKATOPbI

Apyrue napameTpbl
MY/IbTUMNIEKCOPA-KOMMYyTaTopa
MpoBepbTe Ppusmyeckoe
nogkntoyeHue E1, ncnonbsya
TecToBble Wnendbl

Mpockanb3biBaHUA U BUTOBbIE
owmnbKu B E1 noToke

B cetn Ethernet Tepsetca
MHOTO NAaKeToB, HaNnpumep
Ethernet uHTepdeiic BkatoYeH
B pexkum HalfDuplex, ato
MOXKET BbI3blBaTb NOTEPHO
MaKeToB U3-3a CTO/IKHOBEHMA
M OTKaTOB

MposepbTe E1 coegmHeHmne,
ncnonbaysa waendobl
MpoBepbTe YCTAHOBKY NAapamMeTpPoB
OXRUTTEpP-bydepa 1 BpemeHu
9KCTPaNoNALMN B COOTBETCTBUM C
OOKyMeHTauunemn
MpoBepbTe KOHPUTrypaumto Ethernet
uHTepdelica, B YacTHocTu, Duplex
peXnm
MpoBepbTe ceTb Nepegayun Ha
noTepto NakeToB

OX0 B r0/10COBOM TPaKTe

bonblasa 3agepKKa npu
nepegave NakeTos, Uau
Ype3MepHO yBeINYEHHbIN

MonpobyiiTe yMeHbLUTb pasmep
OxuTTep bydepa (a0 8mc)
MonpobyiiTe yMeHbLUUTb 3a4EPKKN

ceTn.

OXUTTEP-OYydep

4.3 [unarHocTUyecKue TecTbl

[na BbiABNEHWA W yCTpaHEHMA HeucnpaBHOCTEW 4acTo ObiBaeT HeobxoAMMO npoBecTH
AMarHOCTUYECKME TeCTbl.

4.3.1 NpoBepKa AOCTYNAa K My/IbTUMNJIEKCOPY-KOMMYTATOPY

[nsa npoBepKM CBA3HOCTM CETU Ucnonbayetca KomaHaa Windows ping ¢ ykasaHuem IP-agpeca
Y43a/IeHHOro YCTPOMCTBa.

Mpumep 1. MNposepKa CBA3ZHOCTU CeTM C NOMOLLbIO NocbinKkK ICMP-nakeToB Ha MyAbTUNAEKCOP-
KommyTaTtop c IP-agpecom 192.168.111.21.

C:\>ping 192.168.111.21

Pinging 192.168.111.21 with 32 bytes of data:

Reply from 192.168.111.21: bytes=32 time<lms TTL=64
Reply from 192.168.111.21: bytes=32 time<lms TTL=64
Reply from 192.168.111.21: bytes=32 time<lms TTL=64
Reply from 192.168.111.21: bytes=32 time<lms TTL=64

Ping statistics for 192.168.111.21:
Packets: Sent = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Received = 4,

Minimum = Oms, Maximum = Oms, Average = 0ms

MapameTp Loss, paBHbI 0%, YKa3biBaeT Ha MOJIHYIO CBA3HOCTb MeX4y ycTpoicTBamu. OTanyHoe
OT Hy/NA 3HAyeHWe TOBOPUT O BO3MOMKHbIX Henosagkax (3/1eKTPOMArHMTHble HaBOAKM Ha Kabenb,
HenpaBWAbHas HACTPOMKa M T. n.).

Bpemsa nepepaun AaHHbIX OT MY/IbTUMNEKCOPa-KOMMYyTaTopa A0 toboro Apyroro ycTpoincTea
MOXHO ONpesennTb MpU MOMOLLM KOMaHAbl My/bTUMNIEKCOpa-KoMmyTaTopa ping. CoobleHune «Echo
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request time out» roBopuT 06 OTCYTCTBUM CBSIBHOCTM MEXKAY MY/bTUMNNEKCOPOM-KOMMYTaTOpPOM U
YO3ANEHHBIM YCTPOWCTBOM.

MNpumep 2. OnpeaeneHune 3agepXKn Npu nepesade AaHHbIX MeXAY SIOKANAbHbIM U YAANEHHBIMU
MY/IbTUNNEKCOPAMU-KOMMYTaTOpamu. IP-agpec  yganeHHOro  My/bTUNAEKCOPA-KOMMYyTaTopa paBeH
192.168.0.22.

LPOS > ping 192.168.0.22
Echo reply 0.231ms

Mpumep 3. MNMpoBepKa CBAZHOCTU CETM C NOMOLLBIO NOocbINKK ICMP-nakeToB Ha MyAbTUNAEKCOP-
KommyTaTtop ¢ IP-agpecom 192.168.0.225 B VLAN-e c Homepom 32.

LPOS > ping 192.168.0.225 -v 32 -t 3
Echo reply 0.28Ims
Echo reply 0.248ms
Echo reply 0.236éms
Ping statistics:

Packets: Sent 3, Received 3, Lost 0 (0% loss)
Approximate round trip times:

Minimum 0.236éms, Maximum 0.281ms, Average 0.255ms

4.3.2 [lpoBepKa cocTtoAHUA uHTepdeica Ethernet

OnAa npoBepkM CcOCTOAHMA UWHTepdeica MyAbTUNIEKCOPOB-KOMMYTAaTOpoB Sprinter TX
MCNO/Ib3yeTcs NyHKT MmeHto “3.2.3 /Eth”.

Mo Karaomy mHTepdeiicy BbIBOAMTCA MHPOPMALMA 06 YCTaHOBAEHUWU COEAMHEHUA, pPeKUME
AynneKkca u CKopocTu paboTsl.

4.3.3 [lposepKa cocTtoaHuA uHTepdeica E1

[OnAa npoBepkM COCTOAHUA UHTepdeica MyNbTUNIEKCOPOB-KOMMYTaTOpoB Sprinter TX
MCMNOIb3YeTCA NYHKT MmeHto “3.2.1 /E1”.

Otobparkaetca MHPOPMALMA O COCTOAHWM BUPTYasbHOFO COeAMHEHUA WHTepdeiicoB M ero
KOHUrypaumm.

4.3.4 TMposepKa coctosHuA uHteppeiica TDMoP

OnAa npoBepkn cocToAHMA UHTepdeirca MyAbTUNAEKCOPOB-KOMMYTaTOpoB Sprinter TX
NCMO/Ib3yeTCcA NYHKT MeHto “3.2.2 /TDMoP”.

OTobparkaetca MHPOPMALMA O COCTOAHWM BUPTYAZIbHOrO COeAMHEHWUs WHTepdeicoB U ero
KOHUrypauum.

4.3.5 YcTaHOBKa AMArHOCTUYECKUX wneiidpos

TecToBbIV PEXMM MO3BONAET NPOBEPUTLb KaK annapaTHyO 4aCTb JIOKA/IbHOTO My/ibTUN/NEKCOpPa-
KOMMYTATOpPa, TaK U pPa3/indHble CErMmeHTbl CETU, o6pa303aHH0171 NNHUAMU nNepenayvyn OaHHbIX, a TaKXKe
NOKaJZibHbIM U yA3d/IEHHbIM o6opy,u,osaHmeM. M30ﬂMpOBaTb oTAeNIbHblE  Y4YaCTKM TpPaKTa MOXHO
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BK/IlOYEHMEM TecToBbIX WelidoB B MHTepdenchbl E1l. MynbTUNAEKCOP-KOMMYTATOp AaeT BO3MOMKHOCTb
BK/IIOYATb B Kaxabll U3 MHTepdeicos E1 ABa BMAa ANAarHOCTUYECKUX LWNENPOB — NOKANbHbIA U yaaNeHHbIN.

B pexume noKanbHoro wnerida MynbTUNIEKCOP-KOMMYTATOP COEAMHAET BbIXOZ MPUEMHMKa
nHTepdeica E1 ¢ Bxogom ero nepepgatyuvka. CurHan, noctynatrowmii Ha uHTepdeiic E1, nepepaetca K
YOANEHHOMY MY/IbTUMNNEKCOPY-KOMMYTATOPY, @ CUIHaA, MPUHATBIM OT yAaNeHHOro My/bTUMAEKcopa-
KOMMYTaATOpPa W OTHOCALLMICA K aaHHOMY MHTepdeiicy E1, urHopupyeTcs.

[ns BKAOYEHMA NOKaNbHOrO Weida Ha NopTy HeobXxo4MMO BO BKAaAKe meHto “3.2.2.1
/TDMoP/nopt/config” napameTp Loop nepesectu B 3HaueHue Yes.

Cxema NpoxoXKAeHMA CUrHaNa B PEXKMME NIOKaNbHOrO waelnda

Wnto3

Mopt G.703/E1 MopT Ethernet

NPHEMHIK nepeparumi

MyneTunnexcop

toxa | toxme
-
oxa | Woxme

sbixop | Bxoa

nepeaaTumK NPUEMHUK

seixop | exon

[na BKNoYeHNA yaaneHHoro wneida Ha NnopTy HE0BX0AMMO BO BKAaAKe meHio “3.2.1.1
/E1/nopt/config” napameTp Loop nepesectu B 3HauyeHue Yes.

Cxema NpoxoXKaeHUsA CUrHana B perMme yganeHHoro wienda.

Lntos

Mopt G.703/E1 Mopt Ethernet

APUEMHUK nepeaatynk

MyneTunnekcop

np

toxe | woxiig
oxa | Hoxias

BhixOf | BxOA
BbiXOA | BXOA

nepegartymk

4.4 MOHUTOPUHT KayecTBa COeAMHEHUA U CTaTUCTUKA OLLUMBOK

Ona oTobparkeHua CTaTUCTUKM WHTepdeica E1 u TDMoP mynbTMnaekcopa-KommyTaTopa
Sprinter TX ucnonb3ytoTca MNyHKTbl meHio “3.2.1.2 /E1/nopt/statistics”, “3.2.2.2 /TDMoP/nopt/state”,
“3.2.2.3 /TDMoP/nopt/statistics”.

4.4.1 C6poC CTaTUCTUKMU

[nsa cbpoca cyeTynMKoB OWMOOK Ha MyNbTUNNEKCOPax-KomMMyTaTopax Sprinter TX Heobxogumo
HaaTb coyeTaHue Knasuw “ESC+r”’, npeaBapuTenbHO Nepeian B HYKHbIA NYHKT MEHIO, CYETYMKM KOTOPOro
HEeobXxoaAMMO 0B6HYNUTD.

4.5 Yacro 3apgaBaemble BONpPOCHI

1. Kak mynbTunnekcop-kommyTtaTtop obpabatbiBaeT owinMboyHble coctoaHua E1?

MY/IbTUNNEKCOP-KOMMYTaTOp 06pabaTbiBaeT owmMbouyHble cocTosHua E1 1 Ethernet cneayowmm
cnocobom:

OwmnbkM E1:

Pexknm 6e3 BbiaeneHusa GpelrimoBon CTPYKTYpPbl:

B cnyuae coctoaHusa LOS (Moteps CurHana) Ha MECTHOW CTOPOHE MYJIbTUM/IEKCOP-KOMMYTaTop
6yAeT NocblNaTh HA YAANEHHbIN MyNbTUNAEKCOP-KOMMYTATOp nakeTbl IDLE npumepHO ABa pasa B CEKyHAY,
a YAaNeHHbIN MyAbTUNAEKCOP-KOMMYTaTOp ByaeT reHepupoBaTb curHan AlS.
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Bce apyrne cocToAHWMA, NocnaHHble ycTpoiicteom E1 (BKAouas MHPoOpMaULMIO OTHOCUMTEIbHO
timeslot 0), 6yayT npo3payHo nepefaHbl  MyAbTUMNNEKCOPOM-KOMMYTAaTOPOM Ha  YAANEHHbIN
MY/IbTUNNEKCOP-KOMMYTATOP, @ TOT B CBOIO oyepeb nepesact ux B IMHULO.

PeXuMm c BblaeneHneM U KOHTpoaem GpeirtMmoBOM CTPYKTYpbI:

B cnydyae LOS/AIS, obHapyeHHOro Ha MeCTHOW CTOPOHE, MyNbTUMIEKCOP-KOMMYyTaTop byaeT
CUIHANIN3UPOBaTb O COOTBETCTBYIOLWEM COCTOAHUU, OAHOBPEMEHHO C 3TUM MPO3PayHO nepenasas NOTOK
OAHHbIX HA YAANeHHbIN MyNbTUNAEKCOP-KOMMYTATOP, @ TOT B CBOK O4Yepesb Mepesact ero B JIMHUIO,
CUTHAIN3UPYA O HAIMYUM OLIMOOYHOIO COCTOAHMA.

Ownbku Ethernet:

B cnyyae oTKasa ceTu nepegayn AaHHbIX (OTCYTCTBME nMpuMema nakeToB, Hecywmx E1 noTok) B
TeyeHMM BpemeHM MaxTimeout B nuMHMIO ByaeT nepenasBaTbCA 3KCTPAMNOAMPOBAHHbINM NoTok E1l, a no
nucTeyeHun aToro spemeHn — AlS.

2. Kak A mory rapaHTMpoBaTb npuoputeT Tpadumka E1 Hag, apyrumu gaHHbimu Ethernet/IP?

MynbTUNAEKCOP-KOMMYTATOP pPeannsyeT TpuU BO3MOMKHOCTM YKasaTb MNPUOPUTET MAKETOB,
Hecywmx TpadukK E1:

VLAN ID (YpoBeHb 2)

Mone ToS (YpoBeHb 3)

UDP nopTt agpecata (YpoBeHb 4).

Kaxkpas Bo3moxHOCTb QOS ocHOBaHa Ha pa3anyHbIX YpoBHAX OSl n moXKeT HacTpauBaTbca AnA
Karkgoro notoka E1 mHamsmayanbHo. O6BpaTMTe BHUMaHMWE, YTO MYAbTUNIEKCOP-KOMMYTATOP TOJ/IbKO
nomeyaetr TDMoP TpaduK COOTBETCTBYIOLWMMM METKaMW, Ha OCHOBE KOTOPbIX BCe ApYyrue y3/bl CeTu
(KomMyTaTOpPbI, MapLUPYTMU3ATOPBI...) AO/XKHbI 0becneymnBaTb emy NPUOPUTET NpKU Nepedade. Peluan, Kakow
M3 MExXaHM3IMOB MCNONb30BaTb, MOXKanyihcta, ybeamtecb, 4YTO BblOpPaHHbIN BapWaHT NOAAEPrKMBAETCA
UMetoLWMMcA ceTeBbiIM 06OpyAOBaHMEM M YTO OHO MNPABUABHO CKOHOUIYPUPOBAHO AnA obecneyeHun
npuopuTesaumm.

VLAN ID

MynbTUNIEKCOP-KOMMYTAaTOp COBMEecTMM €O  cTaHgaptom |EEE  802.1p&Q. 310 paet
BO3MOXHOCTb Nosb3oBatesnto yctaHoBuTb VLAN ID 1 npuoputeT VLAN. 310 gobasnsaet yeTbipe 6aiita MAC
ypoBHio (YpoBeHb 2) Ethernet ¢peitma. 3Tn 6aliThl cogepxaTt nHdpopmaumio o VLAN ID, u npuoputete
VLAN, KoTopblit MoxKeT 6biTb OT 0-7. BCTpOEHHbIN KOMMYTaTOp MY/bTUMNIEKCOPa-KOMMYyTaTopa Tpebyer,
4yTobObI NPUOPUTET ObIN pPaBeH 6-TM UAKM 7-mu ans obecneyveHWna abCONOTHOrO NPUOPUTETA, ECN Ke
MCMNOJIb3YIOTCA BO3MOXKHOCTU MpUOpUTE3aLMM [O0MNOJHUTENBHOrO 060PYAOBAHMA, MOMKHO WMCMNOb30BaTb
ntoboe uncno. B aTom ciaydae MynbTUNAIEKCOP-KOMMYTATOP /MW b NOMeYaeT nakeTbl E1, a AOoNONHUTENbHbIE
KOMMYyTaTOpPbl OTBETCTBEHHbI 3@ TO, 4TOObI AaTb NpUOpUTET cornacHo nHoopmaumm VLAN. Ybeautech, 4to
Tpaduk E1 nmeeT cambiit BbICOKMN NPUOPUTET B MeCTHOM ceTn Ethernet.

ToS

ToS (Type of Service) - 6aiT, pacnosioXKeHHbIt B 3aronoske IP (YposeHb 3) 1 coctoswuii B
H6ONbLINHCTBE C/lyyaeB U3 Tpex cneayowmx nonei: "PRECEDENCE", npeaHa3sHayeHHoe ans 0603HauYeHus
npuoputeta gatarpammsbl, " TOS", yKkasbiBatoliee, Kak ceTb AO/KHA AenaTb BbIOOP Mexay NponycKHOM
CNOCOBHOCTbIO, 334EPKKOM, HAAEKHOCTBIO, U CTOMMOCTBIO U HEUCNO/Ib3yEMOE B HaCTOALLEE BpemMs none
"MBZ", KoTopoe A0KHO ObITb YCTaHOBAEHO HOMb. MoapobHocTM onucaHbl B RFC791, RFC1349 1 RFC2474.
MynbTUNAEKCOP-KOMMYTATOP NO3BOAIAET YCTAaHOBUTL N060E 3HaYeHue (yKa3zaHHOe B LWeCTHaALATEPUYHOM
Buae) ans scero b6aiita ToS IP.

Mpumep:

Mpwn gBonuHbix 3HadyeHusax 101 ana nonsa IP PRECEDENCE n 1000 ana TOS pesynbTupytowmii
6anT 6yaet 10110000, T.e. wecTHaguatepuyHoe DO

MopT Ha3HayeHna UDP
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Ona nepegaun TDMoP TpadmKa MynbTUMAEKCOP-KOMMYTAaTOpP Mcnonb3yeT npotokon UDP
(YpoBeHb 4) M 3HauyeHMe MopTa HasHayeHusa B 3aronoBke UDP npu sTom Bcerga ycTaHaBAMBaeTcs B
AecATMyHoe 3HaveHue 41000. Y3nbl ceTM MoOryT ObiTb  CKOHUrypupoBaHbl gns  obecneyeHus
npuopuTesauumn CornacHo 3Tomy nosto.

¥Y3/bl CETU MOTYT UCNO/Ib30BAaTb, YTObbI onpeaennTb NnpuopuTeT Tpaduky TDMoP cornacHo noto
nopta Ha3sHa4vyeHuAa UDP.

3. BblgeneHue AOCTAaTOMHOM NPONYCKHOM CNOCOBGHOCTU rapaHTUPYIOT HagnexKalwmne GyHKLUMOHaNbHbIe
BO3MOXXHOCTU MYJIbTUMN/IEKCOPA-KOMMYyTaTopa?

OpHOM TONBbKO MPOMYCKHOM CNOCOBHOCTM HepoCTaTOuMHO, YTOObl FrapaHTUPOBaTb YCTONYMBYHO
nepegady E1, B ceTax, 3arpyeHHbIX AOMOJAHUTENbHbIM Tpadukom (Hanpumep, Tpaduk WHTpaHeT nam
NHTepHET), MOXKeT BO3HUKHYTb pag, ApYyrux npobaem:

dnykTyaums BpemeHun 3agepKku. Hecywme E1 TpaduK nakeTbl moryT 6biTb 3adeprKaHbl Ha
pa3Hoe Bpems (XOoTa BeCb TPadMK B KOHEYHOM cyeTe MPOMAeT u3-3a Toro ¢akTa, YTo ecTb AO0CTaTOYHas
NPOMYyCKHan CNoCOB6HOCTb). ITO MOXKET NPOUCXOANTb M3-3a NeperpyeHHbIX CeTei, MexaHM3MOB odepesen,
N T.4. MynbTUNNEKCOP-KOMMYTATOP MOMKET KOMMEHCUPOBATb HEKOTOPYIO GAIYKTyaumio (40 2-yX CEKYHA), HO
6o0/blwan GAyKTyauusa BbI30BET Npobiembl.

HenpaBuabHbI NOPAAOK - NAaKEeTbl MOTYT NPUIATU B APYTOM NOpALKe OTHOCUTEIbHO TOTO KaK OHMU
6b11n oTNpasaeHbl. MylbTUNNEKCOP-KOMMYTATOP BOCCTaHAB/AIMBAET NOPALOK CeL0BAHUA MAKETOB, HO Npu
ManoM pasmepe AKUTTepP-Oydepa MOXKET NPOU3OUTU NOTePsA MHPOPMaLLUN.

Motepa [MMakeTa - NaKkeTbl MOMAM ObiTb MPOMTHOPUPOBAHLI Ha HEKOTOPbIX Y3/7aX B CETU
(mapwpyTnsaTtopax/KoMMyTaTOpPOB) M3-3a HEAOCTAaTOYHOM CKOpOCTM 06paboTKM, 3aHATOCTM oyepeam
nepegayv uan npmvema, nepenonHeHus 6yopepos, u T.4. O6bIYHO 3T Npobaembl pelatoTca, BblaeeHeM
BbICOKOro npuoputeTa TpadumKy E1 no oTHOLWEHMIO K Apyromy Tpaduky.

B cuTyaumm, Koraa ysnbl ceTM He obecneuymBatoT npuoputesaumio ana E1 TpadumKka, paboTta
MY/IbTUNNEKCOPA-KOMMYTATOPa YXYALWAEeTCs, X0TA A0CTaTOYHasA NPONYCKHan cnocobHoCcTU 1 obecneyeHa.

Mpy BO3HWKHOBEHUM npobiem obpatTuTecb B TEXHUYECKYHD MOAAEPNKKY ANA MNOAYyYeHUs
KOHCY/IbTaLLMM O cnocobax NPoOBEPKM MY/IbTUMNIEKCOP-KOMMYTATOpa U paboTbl ceTh

4. Kakosbl TpeboBaHMA K NaKeTHOM ceTu, MPU KOTOPbIX BO3MOXKHa nepeaaya notoka G.703/E1?

1. 3ppekmeoi spemMeHU 3a0epHKU.

B TeKkywielt Bepcum HeT axonogasuTenda. Moatomy, ecinm aboHEHTbl MCNO/b3YIOT aHANOroBble
TEePMWHaNbI, TpaH3uTHoe Bpems 6onee 10 mc OypeT nNpPUMBOAUTL K MOAB/IEHUIO XapaKTepHOro
«MeTanAnyeckoro» Tembpa rosnoca, a 6onee 20-30 Mc — NOJIHOLLEHHOTO 3X0. 3aMETHOCTb 3aBUCUT OT TMMa
TEPMMUHA/bHbIX YCTPONCTB U aKYCTUYECKOTO OKPYKEHUS.

2. lflomepu nakemos.

CrnoHTaHHble NOTEPU MNAKETOB YCTPOMCTBO MOXKET MCMPaBAATb MOCPEACTBOM MPONPUETAPHOro
HageXHoro npoTtokosna. OAHAKO Ha 3TO HYXHO BPEMA, M €C/M U3-33 3aMEeTHOM TPAH3UTHOM 3a4ep’KKM
NMOBTOPHbLIN NAaKeT NPUAET NO34HO, OH He ByaeT MCNob30BaTbCA.

3. Bapuayus spemeHU 3a0epHKU.

Bapuvaumm BpemeHW nepefaun  nNaketToB  KomneHcupyloTca  xuTtrep-bydepom  Ha
NPUHMMAIOLLEM  MY/bTUMNNEKCOPE-KOMMYyTaTope, pasmep [AxKuttep-bydepa ponkeH 6biTb 6Honblue
MaKCMMaNbHO A0NYCTUMOrO OTK/NOHEHWA BPEMEHW MepeAayn oT cpedHero BpeMeHW nepegayu naketa
natoc 1 mc.

5. Kakaa mMHMManbHaa nponyckHasa cnocobHocTb Tpebyerca ana nepepaun 1-ro CTpyKTypUpOBaHHOroO
M HECTPYKTYpUpOBaHHOro notoka G.703 uepes IP-ceTb u uepes Ethernet-cetb? OT Yero 3To 3aBUCUT?
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Y 060oux NOTOKOB HOMWHaNbHaa buTtosaa ckopocTb 2048 Kbut/c. O6o3Haumm E1 = 2 048 000
6ut/c.

Ecnan, Hanpumep, Mcnonb3yeTca nepegada naketamu no N 6aiT nonesHoW Harpysku, To Ha
KaXKAbl NaKeT HY)KEH elle 3aronoBok, XX 6ant gns naketa 802.3 n YY 6aiT ana naketa UDP. Nostomy
ncnosb3yemas nosoca 6onblue.

[NMHbI COCTaBHbIX YacTel 3aro/I0BKOB NMaKeToB cieaytowme (B 6aiTax):

MAC = 14 (DA = 6, SA = 6, EtherType = 2)
VLAN = 4
TDMoP = 14
IP = 20
UDP = 8

3aronoBok ans naketa 802.3 (MAC + VLAN + TDMoP), XX = 32 6aitTa = 256 6ut
3arosi0BoK A1 naketa c IP/UDP, YY = 60 6aut = 480 6uT
Kosnnyectso Ethernet naketos B cekyHAay Ana nepegaum notoka E1, Cnt = 2 048 000/N

E1 = 2048000 (6uroBas ckopocCTe noroka El1, 6wur/c)

N = 2048 (nmomesHas Harpyska, 06uT)

XX = 256 (gmmHa 3arosioBxka 6e3 IP/UDP, 6wur)

Yy = 480 (mamHa 3arojioBka ¢ IP/UDP, 6wur)

Cnt = 1000 (KommuecTBO Ethernet makeToB B CEeKYHIY)

Monoca nponyckaHus ana naketos 802.3 (6e3 3a2osn106koe IP/UDP) B 6utax =
Cnt * XX+ Cnt * N=1000 * 256 + 1000 * 2048 = 2 304 000 6ut/c nan 2304 k6um/c

Monoca nponyckaHua 4nA NakeTos ¢ 3a2oa0eKkamu IP/UDP B 6utax =
Cnt * YY + Cnt * N = 1000 * 480 + 1000 * 2048 = 2 528 000 6uT/c unu 2528 kbum/c

CBoaHble TabiMLbl NOI0ChI MPONYCKaHWUA A1 0AHOro notoka E1 B KGUT/C Ans pasHbIX NapaMeTpos:

¢ IP/UDP, maxPayload = 1458 6aiir

K6MT/C TimeSlot | 32 | 16 | 8 | 4 | 2 | 1 | fps
FrameSize (0,5 mc)
1 3008 | 1984 | 1472 | 1216 | 1088 | 1024 | 2000
2 2528 | 1504 | 992 | 736 | 608 | 544 | 1000
5 2240 | 1216 | 704 | 448 | 320 | 256 400
10 2144 | 1120 | 608 | 352 | 224 | 160 200
20 - 1072 | 560 | 304 | 176 | 112 100
63 - - - 271 | 143 79 | 31,75

6e3 IP/UDP, maxPayload = 1486 6aiit
K6ut/c TimeSlot ‘ 32 ‘ 16 ‘ 8 ‘ q ‘ 2 ‘ 1 fps
FrameSize (0,5 mc)

1 2560 | 1536 | 1024 | 768 | 640 | 576 | 2000
2304 | 1280 | 768 | 512 | 384 | 320 | 1000
5 2150 | 1126 | 614 | 358 | 230 | 166 400
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10 2099 | 1075 | 563 | 307 | 179 | 115 200
20 - 1050 | 538 | 282 | 154 90 100
63 - - - 264 | 136 72 | 31,75

6. KakoBa 3agep)XKa BHOCMMas YCTPOUCTBOM U OT Yero OHa 3aBUCUT?

3a/ieprKKa Ha NakeT13aLmMio BO BXOAHOM yCTponcTee. MponcxoamT Ha BpemMa 3amnoIHEHUA NakeTa
AaHHbIMK OT E1 - FrameSize.

3agepKKa B Axutrep bydepe B BbIXOAHOM YCTpoicTBe. B cpeaHem paBHa pasmepy bydepa,
KOTOpPbIM yCTaHaBAMBAET NO/b30BaTe b UCXOAA U3 NapamMeTpoB ceTu - JBSize.

7. Kakue Tunbl curHanuMsauuu nepepgatorca waosom? CAS, CCS? Jliobbie? Ectb nnM Kakue-nubo
orpaHuuyeHua? PRI ISDN, SS7, proprietary out of band?

Jlobble. B Tekywel Bepcun KaHan abcontoTHO NpPo3payeH.

8. Kakum o6bpasom npoucxogut nepeaayda cCUHXpoHM3aumumn? Kto moxeTt/nonKeH ABAATLCA UCTOYHUKOM
CUHXPOHU3aUUK B ceTn? MOXKeT U W03 ABAATLCA UCTOYHUKOM CUHXPOCUrHana?

B TeKylein BepcMM Ha KaxkOoOM BbIXOAHOM nopTy E1 CMHXpOHM3aLuMs BOCCTaHaBAMBaEeTCA
NPOrpaMmMHO, NCXO4A M3 XapaKTePUCTMK NOTOKa NPUHATOro Yepes ethernet naum ot gpyroro nopra E1.

9. Noaaepxkusaerca am ctpyKtypa FAS, CRC4?

Crpyktypa FAS/NFAS MoXeT aHa/nM3MpoBaTbCA, €CNM B yCTaHOBKax notoka E1, napametp
"Unframed" yctaHosneH B "No". B aTom cny4yae, OoTCyTCTBME TaKOW CTPYKTYpbl OyaeT BOCMPUHATO Kak
owmnbka. Crpyktypa CRC4 MOXKeT aHanu3MpoBaTbCsi, €CAM B YCTAaHOBKAx MoToka E1, BbicTaBUTb
COOTBETCTBYIOWME onunn B NnapameTpe "CRC4".

10. KakoBa maKcMmanbHasA AnHa Kagpa, obpabaTtbiBaemas BCTPOEHHbIM KOMMYTaTopom?

MoxeT bbITb HacTpoeHa Ha 1518 untagged / 1522 tagged, 1632, 2048, 10240. 3HayeHue no
ymondaHuio 1518/1522. 3aBucKT OT annapaTHOM BepCUM YCTPOMCTBa.

11. Kakum o6pasom pasgenserca wmupuHa WAN-KaHana mexay notokamu E1 n octanbHbim Tpadpukom?
[AVHamuyecKku, CTaTMYecKM, OT Yero 3aBUCUT?

B KommyTaTope ecTb 4yeTbipe ypoBHA ouyepegei. NakeTbl, Hecywme E1, nmeloT npuopurer,
3afaHHbIM napametpammn "VLANPri", "ToS" B8 nyHkte "3.2.2.1 /TDMoP/nopt/config". Mo ymonyaHuio,
AMCUMNIMHA NIaHUPOBaAHMA — strict priority, To ecTb ecnn ecTb XoTs Obl O4MH NaKeT ¢ gaHHbIMKU E1, OH
OyaeT Hanpae/ieH B BbIXOAHOW MOPT paHblUe BCEX OCTa/ibHbIX MAKeToB. TaKas AUCUMNAWHA rapaHTUpYeT,
YTO €C/IN rOJI0COBbIE AaHHbIe B NPUHLMNE MOTYT BbiTb AOCTaBAEHbl Yepes arperaTHble MHTepdENnchl, OHM
OyayT AoCTaBNEHbI B /IIODObIX YCIOBUSAX.

AvcumnanHy naaHMpoBaHUA BbiIXOoAa PPernmoB MOXKHO M3MeEHUTb napameTpom "Scheduling" B
nyHkte "3.2.10 /EthGlobal". MoHO opraHu3oBaTb NaaHMpoOBaHWe ouepedelt Tuna round robin ¢
Pa3/INYHBLIMW  OTHOLEHUAMM, obecneunmTb YacTM MAM BCEM MaKeTam noJsib3oBaTesnibckoro Ethernet
NPUOpUTET PaBHbIM WAWM Npesblwalowmin Takosoit y E1. OgHako 3TO 3a npeaenamu notpebHocTel
06bI4HOro NoNb30BaTENA. Pa3Be UTO 3TO MOXKET BbITb MHTEPECHO Ha Y3KMX KaHasax, Mo KOTOPbIM NbiTatoTcA
nepenaBaTb HECKOJIbKO NOTOKOB E1. PasHbli npuopuTeT No3BoauT A0OUTLCA NoodepeaHON aAerpajauuun
NMOTOKOB NPW CYyXEHUM KaHaNa, a He PaspyLleHMA BCeX NOTOKOB O4HOBPEMEHHO.
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12. MoNHOCTbIO 1N HE3ABUCUMAA CUHXPOHM3ALUMA ANA KAaXKAOro noprta, nepegatowero notokun E1? Ectb
N1 Kakue-nnbo orpaHnueHma?

MNoNHOCTbLIO HE3aBUCKMMA.

13. Kakoit adpdekT gaér ycraHosKa napametpa Unframed = Yes/No?

Motok ¢ napametpom Unframed = Yes, nepegsaetca 6e3 KOHTPOAS COAEPHKMMOrO.
EQMHCTBEHHOE, YTO BOJIHYET MY/IbTUMNIEKCOP-KOMMYTATOP — Ha/aMuMe XOTb KaKOro-HMbyab curHana u
BbIMONHEHWE npaBua KoamposaHua AMI/HDB3. Motok ¢ napametpom Unframed = No, nposepsaeTca Ha
Hannume FAS/NFAS. Ortcytctene  ¢$peiimoBon  nocnenoBaTeNibHOCTU  cumTaeTca  owmnbkoin. C
dperimmpoBaHHbIM noTokom (Unframed = No), MOXKHO MCNONb30BaTb KOMMPECCUIO, YCTaHOBUB NapameTp
Compression = Yes, B nyHKTe “3.2.2.1 /TDMoP/nopt/config”

14. Kak onpegenutb onTMManbHbIi pasmep AXKuttep-6ydepa? Ha uto BAMAET M3MeHeHMe pasmepa
BbIXO4HOU ouepegu?

OH gonxeH bbITb 6onblle, Yem GAYKTyaLMa TPaH3UTHOTO BpeMeHu B ceTu. Hanpumep, ecam ans
CTa NaKeToB Bpemsa TpaH3uTa Konebnetca ot 2.5 a0 6.5 mc, To bydep aonxKeH bbiTb, X0Ta 6bl 4 MC, YTOObI HU
OAVH MaKeT He 6bln noTepsH. Jlydwe, ecnm bydep euwe 60sblue, TOrga CMOXKET paboTaTb MexaHU3m
nepesanpoca NOTepPAHHbIX NaKeToB..

PekomeHayembli pasmep AOXUTTep-bydepa B MC, MOXHO NOCMOTPeTb B nNapamerpe
"RecommendedJB" B nyHkTe "3.2.2.3 /TDMoP/nopt/statistics".

He Bcerga MoXKHO yA0BNETBOPUTL 3TOMY ycaoBUuio. Hanpumep, B KaHane Wi-Fi nogasnatollee
6ONbLWNHCTBO MAKETOB A0CTaBAAETCA 33 eAMHULbl MUJIMCEKYHA, a Hebosblaa 4acTb, ckaxkem, 0.1%,
3aflepXKmnBaeTcA Ha cekyHay M 6onee. HenpakTMyHO ycTaHaBnuBaTb bydep B ABe CceKyHAbl K3-3a
HenprMemnemoi 3agep>Kkn 1 sxa. Ero cneayer yctaHoBUTb, cKaxkem, 10 mc, U NPUMUPUTBCA C TEM, YTO
Manas 4acTb nNaketoB 6yAeT NnoTepAHa U BO3HUKHYT BbinageHusa. OHU NPaKTUYECKU He YXYALaloT KayecTBo
nepegayv rosoca uU NoYTH He BAMAIOT Ha paboTy paKkcos U MmoaemosB.

MosToMy BO BCex C/ay4aax, Korga AUCNepcUs BPEMEHW 33a[epPXKKW npesbllaeT eauHULbl
MWAIUCEKYHA, BEIMUYNHA Bydepa — KOMNPOMMUCC MEKAY 3a4EPHKKON U KONNYECTBOM NOTEPSAHHBIX NAKETOB.

15. Kak onpegenutb onTMmanbHbi pa3mep AaHHbIX B nakeTe? Ha uto Banser usmeHeHume?

Bonblie nakeT — MeHblUe OBepxea Ha nepeaayvy 3arooBKa. bonblie 3aaepsKKa Ha NakeTusaumio.
Bosblwe noTepu nonesHoin nHGopmaumm Npu NponagaHUm ogHOro NakeTa.

16. Kakoe makcMumanbHOe KOAn4ecTso nopTos MOXXHO 06'bep,MHVITb B CTeK?

CTeK 60/iblle He NoaaepunBaeTca.

17. Kakoit Homep NopTa MCNO/Ib3yeTCcA YCTPOIMCTBOM NpU nepegaye No nNakeTHol cetn?

UDP - 41000 dst, 41001 src

18. 3auem HyKeH BCTPOEHHbIA TEPMUHA/IbHbIA CepBep U Kak UM N0Nb30BaTbCA?

Hanpumep, Ha caiiTe ycTaHOBAEH wWto3 BMmecTe ¢ ATC, y KOTOPOM M3 NOPTOB YNpPaBAeHUA TO/IbKO
RS-232. CepBep npuroautca, 4tobbl ynpasnaTtb ewe u atoit ATC yepes IP ceTb. Ee nopT RS-232 noasutca Ha
cooTBeTcTBYOWEM IP NOpTy Hawero wak3a.
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19. Mbl xoTUm nepeaaBaTtb AaHHble E1 uepes paguo-Ethernet. Bcerga nm byaet pabotaTb W03 B 3TOM
cxeme. KaK Hy)>XHO ero HacTpoUTb ANA ONTUMA/IbHOWU PaboTbl, U KaKue orpaHUYEeHUA BO3MOMKHbI?

Mo Hawum nNpeacTaBAEHUMAM, HYXHO MMETb MOJA0CY, B Napy pPa3 MPeBbIWAoWY 3arpysKy
KaHana paHHbimu E1. PacnpepeneHve BpemMeH 3a4ep’KKM MaKeToB AO0/MKHO 6biTb COCPeaoToyYeHo B
uHTepsasne 0..10 mc Bo 1U3beKaHMe NOSABAEHUS CUNBbHOTO 3xXa. [pu 3ToM AxKutTep bydep CTOUT yCTaHOBUTD,
cKaxem, 15 mc. MakKeTbl, 3ageprKaBwmnecs 6osblue, YeM Ha 3TO Bpemsd, byayT BbibpoweHsbl. [Mo3Tomy gons
TaKUX MAKeTOB B KaHane A0/XHa 6biTb HeboblwoM. [Naga Ha cTaTUCTUMKY E1, MOMKHO OLUEHUTb, KaKkan Ao
nakeToB He nonana B jitter buffer.

Kpome aToro, ewe oanH napameTp — maximum gap interpolation — ykasbiBaeT Bpems, B Te4eHue
KOTOPOro npu MOJHOM OTCYTCTBMW MNAKETOB Ha BxoAe wnto3 bypeT nbliTaTbcA nogasaTb Ha nopt E1
npeablaywunii ypoBeHb, Y4Tobbl M36eaTb LWeNYKOB M NomMex B KaHane. [1o UCTeYeHWM 3TOro MHTepBana
LU03 PELUNT, YTO CBA3b BCE e NopBaaack, u BbigacT AlS.

B Tex Wi-Fi KaHanax, KoTopble Ham BCTPeYa/MCb, pPa3 B HECKOJIbKO MUHYT nepeaaya
npuocTtaHasameaeTtca Ha ~800 mc, n uspeaka Ha ~1600 mc. MoaTomy napameTp maximum gap interpolation
CTOUT ycTaHasAmBaTtb B 2000 mc.

4.6 TexHu4yeckana noanepXkKa

TexHW4YecKas noadepykKa MoXKeT 6biTb NoJsiydyeHa OT AUCTPMObIOTOPaA, Y KOTOPOro bbia KynieH
MYJIbTUNNEKCOP-KOMMYTATOP. 3a AONOJHUTENbHOW WHbOPMaUMen, NoxKanyincra, obpawantecb K
Npou3BOAUTENIO.
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5 O6HoBneHMe nporpammHoro obecneueHus

HauuHasa ¢ sepcun MO LPOS 1.0.9.4SR2, namenunca MAC-agpec no ymonyaHuio. B csAsn ¢ atum,
npu obHosneHun MO c 6onee crapoii Bepcum Ha Bepcuto LPOS 1.0.9.4SR2 u Bblwe, Heobxoaumo
nepesanyctutb NOToKu E1.

5.1 O6HoBNeHMe YyCTPOUCTBA, Yepes telnet unm mepmuran

1. Ons oBbHOBNEHUA MPOLIMBKM MYNbTUNIEKCOPA-KOMMYTAaTOpPa HEOBXOAMMO NOAKNIOUYUTLCA K HEMY
no FTP B maccMBHOM peXume, Mcnonb3ya AOrMH — admin, napoab — admin. Tocne NoAKNOYEHUA Bbl
yBuAauTe coaepskmmoe Katanora /mnt/flash.

2. [Janee Heob6xo4MMO CKONMPOBATL B 3Ty NanKy ¢aina npowmsku LPOS_X.YSRZ.bin. Ha ycTpoiicTee B
narke, B KOTOPYO Bbl CKONMMPOBa/iM 3TOT $aii/i, OH He oTobpasunTca.

3. MoaxntoumTeCh K YCTPOMCTBY, UCNOb3ys telnet N mepmuHas, BBeAnUTe NOrMH — admin, Naponb
— admin. Oanbwe HeobXxogMMO NEpPenTM B KOMaHOHbIA PEXMM YyMpaBieHUA YCTPOMCTBOM, €cau Mo
YMOJIYaHMIO OTKpPbIZIOCb menu. [Ana 3Toro ucnosb3yinTte coyetaHme Knasuw “ESC+Q” nan “CTRL+C”. 3atem
BBEAUTE KOMaHAy systemupdate. JoxanTecb 3aBepLIeHNA 0OHOBAEHMA MPOLLMBKM.

4. [anee HeobxoAMMO Nepe3arpysnTb YCTPOMCTBO. [11A 3TOro Heob6xo0AMMO BBECTU KOMAHAY reset.

5. Mocne nepesarpyskun ycTpomncTea oHO ByAeT 3arpyKeHo ¢ HOBbIM NPOrpaMmHbIM obecnedyeHmem.

5.2 O6HoBNeHue ycTpoUCTBa, Yepe3s web-uHtepdeiic

1. 3aitTn uepes Web-uHtepdelic Ha ycTponcTBo, Hanpumep, no agpecy http://192.168.0.24, seegute
noruH —admin, naponb — admin.

2. HaxkmuTe ccbinky "UPDATE FIRMWARE".

3. Bbibepute ¢aiin c ob6pasom onepaLMOHHOM CUCTEMbI U A0KAUTECb, KOTAa OH 3arpysuTca Ha
YCTPOWCTBO.

4. Haxmute "MPUMEHUTDL", uTo6bl 06HOBUTL CUCTEMY.

5. MNepesarpysuTe cuctemy, YTobbl 06HOBIEHUA BCTYNUIM B CUANY, HaxKaB ccbinky "MEPE3ATPY3UTL".
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6 TexHuueckoe o6cnyKusaHue

Meproanyeckoro TEXHMYECKOro 0b6cnyKnBaHMa obopya0oBaHUA He TpebyeTca.
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7 TapaHTUM nsrotosutena

MyAnbTUNAEKCOP-KOMMYTATOP NPOWEN NpPeAnpofaXKHbIA MNPOroH B TeyeHne 48 yacos.
N3rotoBuTenb rapaHTUpyeT COOTBETCTBME MYJIbTUM/IEKCOPA-KOMMYTATOPa TEXHUYECKMM XapaKTepUCTUKam
npu cobatoaeHMM NONb30BaTENEM YCAOBUI SKCMNAyaTaLMm, TPAHCNOPTUPOBAHUA U XPAHEHWA.

CpOK rapaHTUn yKasaH B I'apaHTMﬁHOM Ta/I0OHE U3rotTosuTenA.

MU3rotosutens O6ﬂ3yeTCH B Te4yeHune FapaHTMVIHOFO CpoOKa 6e3BO3Me3,CI,HO YCTPAHATbL
BblABJ/IEHHbIE ,D,ed)E‘KTbI ﬂyTéM PeEMOHTa NI 3aMEHbI MYJIbTUNNEKCOPA-KOMMYTATOPa UK Ero Mo,u,yneﬁ.

Ecnu B TeYEHMeE rapaHTUMHOIO CPOKa:

e nosb3oBatenem 6blM  HapylleHbl YCNOBMA 3KChAyaTaUMM WAM  Ha  MY/bTUMIEKCOp-
KOMMYTaTOp BbINM MOAAHbI NMUTAIOLLME HaMNPAXKEHNS;

® MY/ZIbTUNNEKCOPY-KOMMYTATOPY HaHECEHbI MEXaHUYECKNE NOBPEXKOEHNA;

e uyHTEepdeicol MYJIbTUMIEKCOPA-KOMMYyTaTOpa NnoBpeXXaeHbl BHELLUHUM OnacHbIM
BO3eNCTBUEM,

TO PEMOHT OCYLLECTBNIAETCA 3a CHET NON1b30BATENA.

JocTaska HeuncnpasHOro MYNbTUNNEKCOPA-KOMMYTATOpPA B PEMOHT  OCyllecTBaAeTCA
no/sib3oBaTenem.

lapaHTUiMHOe 0bCNyKMBaHWE MpPepbiBAaeTcA, eclM MoAb30BaTe/lb NPOU3BES CaMOCTOATE/IbHBbIN
PEMOHT MY/IbTUMNAEKCOPA-KOMMYTaTOPa (B TOM YMC/e, 3aMEHY BCTPOEHHOIO NpeaoXpaHuTens).
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